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ANNEX

(1) The protection of natural persons in relation te pnocessing of personal data is a
fundamental right. Article 8(1) of the Charter afrflamental Rights of the European
Union and Article 16(1) of the Treaty lay down tleateryone has the right to the

protection of personal data concerning him or her.

(2) The principles and rules on the protection of imhlials with regard to the processing of
their personal data should, whatever the natignatitresidence of natural persons, respect
their fundamental rights and freedoms, notablyrthight to the protection of personal
data. It should contribute to the accomplishmenamfarea of freedom, security and
justice and of an economic union, to economic aas progress, the strengthening and
the convergence of the economies within the inten@aket, and the well-being of

individuals.

(3) Directive 95/46/EC of the European Parliament ahthe Council seeks to harmonise
the protection of fundamental rights and freedomsadural persons in respect of
processing activities and to guarantee the freg tib personal data between Member
States.

(3a) Theprocessing of personal data should bdesignedto serve mankind The right to the

protection of personal data is not an absolutet;rigimust be considered in relation to its
function in society and be balanced with other amdntal rights, in accordance with the
principle of proportionality. This Regulation respe all fundamental rights and observes
the principles recognised in the Charter of FunddaieRights of the European Union as
enshrined in the Treaties, notably the right tgees for private and family life, home and
communications, the right to the protection of peed data, the freedom of thought,
conscience and religion, the freedom of expresaimhinformation, the freedom to conduct
a business, the right to an effective remedy and fair trial as well as cultural, religious
and linguistic diversity.
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(4) The economic and social integration resulting friitve functioning of the internal market
has led to a substantial increase in cross-bofoesf The exchange of data between
public and private actorsncluding individuals associationsand undertakings across the
Union has increased. National authorities in tharllder States are being called upon by
Union law to co-operate and exchange personal stat@s to be able to perform their

duties or carry out tasks on behalf of an authantgnother Member State.

(5) Rapid technological developments and globalisatiave brought new challenges for the
protection of personal data. The scale of datairghand collecting has increased
spectacularly. Technology allows both private congsm and public authorities to make use
of personal data on an unprecedented scale in todeursue their activities. Individuals
increasingly make personal information availabléliply and globally. Technology has
transformed both the economy and social life, dralkl further facilitate the free flow of
data within the Union and the transfer to third moes and international organisations,

while ensuring a high level of the protection ofgmnal data.

(6) These developments require a strong and more atheaga protection framework in the
Union, backed by strong enforcement, given the mgmze of creating the trust that will
allow the digital economy to develop across thermal market. Individuals should have
control of their own personal data and legal aratical certainty for individuals,

economic operators and public authorities shouldebd@orced.

(6a) Where this Regulation provides for spediioas or restrictions of its rules by Member
State law, Member States may, as far as necessatlid coherence and for making the
national provisions comprehensible to the personstiom they apply, incorporate

elements of the Regulation in their respectiveomti law.
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(7) The objectives and principles of Directive 95/46/Enain sound, but it has not prevented
fragmentation in the way data protection is implated across the Union, legal uncertainty
and a widespread public perception that there igrefisant risks for the protection of
individuals associated notably with online activiBifferences in the level of protection of
the rights and freedoms of individuals, notablythe right to the protection of personal
data, with regard to the processing of personal d#borded in the Member States may
prevent the free flow of personal data throughdet Wnion. These differences may
therefore constitute an obstacle to the pursugcoinomic activities at the level of the
Union, distort competition and impede authoritieghe discharge of their responsibilities
under Union law. This difference in levels of prcien is due to the existence of

differences in the implementation and applicatibrbwective 95/46/EC.

(8) In order to ensure a consistent and high levelrofgetion of individuals and to remove
the obstacles to flows of personal data within Wimgon, the level of protection of the
rights and freedoms of individuals with regard e processing of such data should be
equivalent in all Member States. Consistent anddgemnous application of the rules for
the protection of the fundamental rights and freesl@f natural persons with regard to the
processing of personal data should be ensuredghout the Union. Regarding the
processing of personal data for compliance witagall obligation, for the performance of a
task carried out in the public interest or in tlxereise of official authority vested in the
controller, Member States should be allowed to taainor introduce national provisions
to further specify the application of the rulestloit Regulation. In conjunction with the
general and horizontal law on data protection imeleting Directive 95/46/EC Member
States have several sector specific laws in ategisneed more specific provisions. This
Regulation also provides a margin of manoeuvreMember States to specify its rules,
including for processing of sensitive dat his extent, this Regulation $10t

excludeMember State lawthat definesthe circumstance®f specificprocessingsituations,

including determiningmore precisely theconditionsunderwhich processingpf personal

data is lawful.Within this margin of manoeuvre sector-specific dathat Member States
have issued implementing Directive 95/46/EC shduadldable to be upheld.
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(9)

Effective protection of personal data throughow tmion requires strengthening and
detailing the rights of data subjects and the abbgs of those who process and
determine the processing of personal data, butesisivalent powers for monitoring and
ensuring compliance with the rules for the protectof personal data and equivalent

sanctions for offenders in the Member States.
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(10) Article 16(2) of the Treaty mandates the Europeariidnent and the Council to lay down
the rules relating to the protection of individualgh regard to the processing of personal

data and the rules relating to the free movemeigeogonal data.

(11) In order to ensure a consistent level of protectanindividuals throughout the Union and
to prevent divergences hampering the free movewiedata within the internal market, a
Regulation is necessary to provide legal certeamy transparency for economic operators,
including micro, small and medium-sized enterprisesl to provide individuals in all
Member States with the same level of legally erdabte rights and obligations and
responsibilities for controllers and processorsemsure consistent monitoring of the
processing of personal data, and equivalent sarsctioall Member States as well as
effective co-operation by the supervisory authesitof different Member States. The proper
functioning of the internal market requires thag¢ free movement of personal data within
the Union should not be restricted or prohibited feasons connected with the protection
of individuals with regard to the processing ofqmeral data. To take account of the
specific situation of micro, small and medium-sizederprises, this Regulation includes a
number of derogations. In addition, the Union tasibns and bodies, Member States and
their supervisory authorities are encouraged te tdcount of the specific needs of micro,
small and medium-sized enterprises in the appdinadif this Regulation. The notion of
micro, small and medium-sized enterprises shoudavdipon Commission Recommendation
2003/361/EC.

(12) The protection afforded by this Regulation conceratiral persons, whatever their
nationality or place of residence, in relation be frocessing of personal data. With regard
to the processing of data which concern legal persmd in particular undertakings
established as legal persons, including the nardetl@nform of the legal person and the
contact details of the legal person, the proteatibthis Regulation should not be claimed

by any person.
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(13) The protection of individuals should be technolatiycneutral and not depend on the
techniques used; otherwise this would create awsrnisk of circumvention. The protection
of individuals should apply to processing of peedafata by automated means as well as to
manual processing, if the data are contained oméeaded to be contained in a filing
system. Files or sets of files as well as theirecqyages, which are not structured

according to specific criteria, should not fall kit the scope of this Regulation.

(14) This Regulation does not address issues of protecti fundamental rights and freedoms or
the free flow of data related to activities whiel butside the scope of Union law, such as
activities concerning national security, nor ddesover the processing of personal data by
the Member States when carrying out activitieselatron to the common foreign and
security policy of the Union.

(14a) Regulation (EC) No 45/2001 applies to thecpssing of personal data by the Union
institutions, bodies, offices and agencies. ReguiaiEC) No 45/2001 and other Union
legal instruments applicable to such processinges$onal data should be adapted to the

principles and rules of this Regulation and appirethe light of this Regulation.

(15) This Regulation should not apply to processing erspnal data by a natural person in the
course of a purely personal or household activity #hus without a connection with a
professional or commercial activity. Personal andgehold activities could include

[T ndenceand the holding of r r social networking and on-line activity
undertaken within the context of such personal lamasehold activities. However, this
Regulation should apply to controllers or processehich provide the means for

processing personal data for such personalesrestibouseholdactivities.
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(16) The protection of individuals with regard to thepessing of personal data [by competent
authorities for the purposes of prevention, ingagton, detection or prosecution of
criminal offences the execution of criminal perator the safeguarding against and the
prevention of threats to public security, and tiee fmovement of such data] is subject of a
specific legal instrument at Union level. Therefattds Regulation should not apply to the
processing activities for those purposes. Howedata processed by public authorities
under this Regulation when used for the purposge@fention, investigation, detection or
prosecution of criminal offences or the executidreriminal penalties should be governed
by the more specific legal instrument at Union l@rective XX/YYY). Member States
may entrust competent authorities within the megihDirective XX/YYY with other
tasks which are not necessarily carried out foe pparposes of the prevention,
investigation, detection or prosecution of crimioffences or the safeguarding against and
prevention of threats to public security], so ttls# processing of personal data for those
other purposes, in so far as it is within the scop&nion law, fall within the scope of this
Regulation. With regard to the processing of peskdata by those competent authorities
for purposes falling within scope of the GeneratdDBrotection Regulation, Member
States may maintain or introduce more specific grons to adapt the application of the
rules of the General Data Protection RegulatiorthSurovisions may determine more
precisely specific requirements for processing &fspnal data by those competent
authorities for those other purposes, taking irdcoant the constitutional, organisational
and administrative structure of the respective Man#tate. When processing of personal
data by private bodies falls within the scope a$ Regulation, this Regulation should
provide for the possibility for Member States undpecific conditions to restrict by law
certain obligations and rights when such a restrictonstitutes a necessary and
proportionate measure in a democratic society tegsard specific important interests
including public security and [the prevention, istigation, detection or prosecution of
criminal offences or the execution of criminal plgea or the safeguarding against and the
prevention of threats to public security]. Thigedsevant for instance in the framework of

anti-money laundering or the activities of forensiooratories.
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(16a) While this Regulation applies also to thavaets of courts and other judicial authorities,
Union or Member State law could specify the proiogssperations and processing
procedures in relation to the processing of pelsgai@ by courts and other judicial
authorities. The competence of the supervisoryaiiids should not cover the processing
of personal data when courts are acting in thelicial capacity, in order to safeguard the
independence of the judiciary in the performancésojudicial tasks, including its decision-
making. Supervision of such data processing omeratinay be entrusted to specific bodies
within the judicial system of the Member State, abhshould in particular control
compliance with the rules of this Regulation, proenthe awareness of the judiciary of their

obligations under this Regulation and deal with ptamnts in relation to such processing.

(17) This Regulation should be without prejudice to #mplication of Directive 2000/31/EC of
the European Parliament and of the Council, inip#ar of the liability rules of
intermediary service providers in Articles 12 to df5that Directive. That Directive seeks to
contribute to the proper functioning of the intdrmarket by ensuring the free movement

of information society services between Member &tat

(18) (...)

(19) Any processing of personal data in the contexthefdctivities of an establishment of a
controller or a processor in the Union should bei@a out in accordance with this
Regulation, regardless of whether the processsglf itakes place within the Union or not.
Establishment implies the effective and real eseraf activity through stable
arrangements. The legal form of such arrangemaritsther through a branch or a

subsidiary with a legal personality, is not theedetining factor in this respect.
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(20) In order to ensure that individuals are not deprioé the protection to which they are
entitled under this Regulation, the processingeartpnal data of data subjects who are in
the Union by a controller or a processor not estadadl in the Union should be subject to
this Regulation where the processing activitiesratated to the offering of goods or
services to such data subjects irrespective of venetonnected to a payment or not. In
order to determine whether such a controller ocgseor is offering goods or services to
data subjects who are in the Union, it should leer@gined whether it is apparent that the
controller is envisaging the offering of servicesdata subjects in one or more Member
States in the Union. Whereas the mere accessibflithe controller’s or an intermediary’s
website in the Union or of an email address andtbér contact details or the use of a
language generally used in the third country whbeecontroller is established, is
insufficient to ascertain such intention, factotglsas the use of a language or a currency
generally used in one or more Member States wighpibssibility of ordering goods and
services in that other language, and/or the mengoof customers or users who are in the
Union, may make it apparent that the controllerisages offering goods or services to

such data subjects in the Union.

(21) The processing of personal data of data subjectsas in the Union by a controller or
processor not established in the Union should laéssubject to this Regulation when it is
related to the monitoring of the behaviour of sdelta subjects as far as their behaviour
takes places within the European Union. In ordeddtermine whether a processing
activity can be considered to monitor the behavimiudata subjects, it should be
ascertained whether individuals are tracked onnternet including potential subsequent
use of data processing techniques which consiptaffing an individual, particularly in
order to take decisions concerning her or him orafwalysing or predicting her or his

personal preferences, behaviours and attitudes.

(22) Where the national law of a Member State appliesithye of public international law, this
Regulation should also apply to a controller ndalelshed in the Union, such as in a

Member State's diplomatic mission or consular post.
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(23) The principles of data protection should apply by aformation concerning an identified or

| identifiable natural person. Dateeludingpseudonymisedatavhich has undergone
| pseudonymisation which could be attributed to a natural persorth®yuse of additional

information, should be considered as informatioraandentifiable natural person. To
determine whether a person is identifiable, accatwould be taken of all the means
reasonably likely to be used, such as singling ether by the controller or by any other
person to identify the individual directly or indatly. To ascertain whether means are
reasonable likely to be used to identify the irdlinl, account should be taken of all
objective factors, such as the costs of and theuamof time required for identification,
taking into consideration both available technolagthe time of the processing and
technological development. The principles of datatgction should therefore not apply to
anonymous information, that is information whichedmot relate to an identified or
identifiable natural person or to data renderechgmous in such a way that the data
subject is not or no longer identifiable. This Rlegjan does therefore not concern the
processing of such anonymous information, includergstatistical and research purposes.

| (23aa)This Regulation should not apply to data of decggm®rsonsFhenatiohallaw-ofa
| Member StatéStatesmay provide for rules regarding the processinglaih of deceased
persons.

(23a) The application of pseudonymisation to pessdata can reduce the risks for the data
subjects concerned and help controllers and processeet their data protection
obligations. The explicit introduction of ‘pseudamgation’ through the articles of this
Regulation is thus not intended to preclude angmotheasures of data protection.

(23b) (...)

(23c) In order to create incentives for applyingymonymisation when processing personal data,
measures of pseudonymisation whilst allowing gdremalysis should be possible within the
same controller when the controller has taken teahand organisational measures

| necessary to ensurdor the respective processingthat the provisions of this Regulation
are implemented, taking into account the respedata processing and ensuring that
additional information for attributing the persoiwlgta to a specific data subject is kept
separately. The controller who processes the dwtlhaso refer to authorised persons
within the same controller. In such case howeverdbntroller shall make sure that the
individual(s) performing the pseudonymisation ao¢ referenced in the meta-data.
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(24)

(24c

(25)

When—using—enline—servicesndividualdndividuals may be associated with online

identifiers provided by their devices, application®ols and protocols, such as Internet
Protocol addresses, cookie identifiers @her identifiers such as Radio Frequency
Identification tags. This may leave traces whichparticular when combined with unique
identifiers and other information received by tleevers, may be used to create profiles of
the individuals and identify thendentification-numbers—lecation-datanlineidentifiersor

new) Public authorities to whom data areldégd in compliance with a legal obligation

for the exercise of their official mission, suchtag and customs authorities, financial
investigation units, independent administrativehauties, or financial market authorities,
responsible for the regulation and supervisioneausities markets, may not be regarded as
recipients if they receive data which are necessamgarry out a particular inquiry in the
general interest, in accordance with Union or Manttate law. The requests for disclosure
sent by the public authorities should always bdtem reasoned and occasional and should
Aevenot concern the entirety of a filing system or leadhe interconnection of filing
systems. The processing of these data by those @ulthorities should be in compliance
with the applicable data protection rules accordimghe purposes of the processing.

Consent should be given unambiguously by any apjatepmethod enabling a freely given
specific and informed indication of the data sutgewishes, either by a written, including
electronic, oral statement or, if required by sfiecircumstances, by any other clear
affirmative action by the data subject, signifying or her agreement to personal data
relating to him or her being processed. This camdtlide ticking a box when visiting an
Internet website or by any other statement or condtnich clearly indicates in this context
the data subject's acceptance of the proposed gmingeof their personal data. Silence or
inactivity should therefore not constitute conséfhere it is technically feasible and
effective, the data subject's consent to processig be given by using the appropriate
settings of a browser or other application. In soakes it is sufficient that the data subject
receives the information needed to give freely #ipeand informed consent when starting
to use the service. Consent should cover all perggsctivities carried out for the same
purpose or purposes. When the processing has mayitipposes, unambiguous consent
should be granted for all of the processing purpolethe data subject's consent is to be
given following an electronic request, the requesst be clear, concise and not
unnecessarily disruptive to the use of the serfacevhich it is provided.
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(25aa) It is often not possible to fully identify the purge of data processing for scientific
purposes at the time of data collection. Therefta subjectsarshould be allowed to
give their consent to certain areas of scientésearch when in keeping with recognised
ethical standards for scientific research. Datgests should have the opportunity to give
their consent only to certain areas of researcpaots of research projects to the extent
allowed by the intended purpose and provided thiatdoes not involve disproportionate

efforts in view of the protective purpose.

(25a) Genetic data should be defined as persomtalrdéating to the genetic characteristics of an
individual which have been inherited or acquiredtaey result from an analysis of a
biological sample from the individual in questiam,particular by chromosomal,
deoxyribonucleic acid (DNA) or ribonucleic acid (RNanalysis or analysis of any other

element enabling equivalent information to be otsdi

(26) Personal data concerning health should includdaali pertaining to the health status of a
data subject which reveal information relating lhe past, current or future physical or
mental health status of the data subject; inclughf@ymation about the individual collected
in the course of the registration for and the miovi of health care services as referred to
in Directive 2011/24/EU to the individual, a numpsymbol or particular assigned to an
individual to uniquely identify the individual fdrealth purposes; information derived from
the testing or examination of a body part or bodipstance, including genetic data and
biological samples; or any information on e.g. sedse, disability, disease risk, medical
history, clinical treatment, or the actual physgtal or biomedical state of the data subject
independent of its source, such as e.g. from aigaysor other health professional, a

hospital, a medical device, or an in vitro diagrotst.
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(27) The main establishment of a controller in the Unstiwould be the place of its central
administration in the Union, unless the decisidres purposes and means of processing of
personal data are taken in another establishmetiteofontroller in the Union. In this case
the latter should be considered as the main esttaidint. The main establishment of a
controller in the Union should be determined actwrdo objective criteria and should
imply the effective and real exercise of managenaetivities determining the main
decisions as to the purposes and means of progdassough stable arrangements. This
criterion should not depend on whether the prongssf personal data is actually carried
out at that location; the presence and use of teamlhmeans and technologies for
processing personal data or processing activitiesat, in themselves, constitute such main
establishment and are therefore not determinirtgr@ifor a main establishment. The main
establishment of the processor should be the gads central administration in the Union
and, if it has no central administration in the &mithe place where the main processing
activities take place in the Union. In cases invmvboth the controller and the processor,
the competent lead supervisory authority shouldanerthe supervisory authority of the
Member State where the controller has its mainbéshanent but the supervisory authority
of the processor should be considered as a comtsupervisory authority and participate
to the cooperation procedure provided for by thegyiation. In any case, the supervisory
authorities of the Member State or Member Statesrgithe processor has one or more
establishments should not be considered as comtsupervisory authorities when the draft
decision concerns only the controller. Where thecessing is carried out by a group of
undertakings, the main establishment of the cdimgolindertaking should be considered as
the main establishment of the group of undertakiegsept where the purposes and means
of processing are determined by another undertaking

(28) A group of undertakings should cover a controlinglertaking and its controlled
undertakings, whereby the controlling undertakingudd be the undertaking which can
exercise a dominant influence over the other ua#tergs by virtue, for example, of
ownership, financial participation or the rules ethgovern it or the power to have
personal data protection rules implemented. A eénindertaking which controls the
processing of personal data in undertakings aéfticto it forms together with these
undertakings an entity which may be treated asuigrof undertakings”.
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(29) Children deserve specific protection of their peedalata, as they may be less aware of
risks, consequences, safeguards and their rightdation to the processing of personal
data. This concerns especially the use of perstatal of children for the purposes of

marketing or creating personality or user proféesl the collection of child data when

using services offered directly to a chilt: nsentof the holder of parental
responsibility should not be necessary in thecontext of preventive or counselling
services offered directly toa child.

(30) Any processing of personal data should be lawfdl far. It should be transparent for the
individuals that personal data concerning themcatiected, used, consulted or otherwise
processed and to which extent the data are pratesseill be processed. The principle of
transparency requires that any information and coniration relating to the processing of
those data should be easily accessible and easyderstand, and that clear and plain
language is used. This concerns in particular tf@mation of the data subjects on the
identity of the controller and the purposes of pinecessing and further information to
ensure fair and transparent processing in resgetteandividuals concerned and their right
to get confirmation and communication of persorahdoeing processed concerning them.
Individuals should be made aware on risks, rulatgguards and rights in relation to the
processing of personal data and how to exerciserhiger rights in relation to the
processing. In particular, the specific purposeswhich the data are processed should be
explicit and legitimate and determined at the toheéhe collection of the data. The data
should be adequateid relevantand limited to what is necessaryor the purposes for
which the data are processed; this requires incpdat ensuringhatthe datacoliectedare
limited-to-whatis-necessarpndthat the period for which the data are storednstdid to a

strict minimum. Personal data should only be preeésf the purpose of the processing

could not reasonably be fulfilled by other meamsotder to ensure that the data are not
kept longer than necessary, time limits should $ialdished by the controller for erasure or
for a periodic review. Every reasonable step shbeldaken to ensure that personal data
which are inaccurate are rectified or deleted. dtelsdata should be processed in a manner
that ensures appropriate security and confideytiafi the personal data, including for
preventing unauthorised access to or the use gbpal data and the equipment used for

the processing.
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(31)

In order for processing to be lawful, personal ddtauld be processed on the basis of the
consent of the person concerned or some othemladg basis, laid down by law, either in
this Regulation or in other Union or Member State bs referred to in this Regulation,
including the necessity for compliance with thealegbligation to which the controller is
subject or the necessity for the performance adrdract to which the data subject is

party or in order to take steps at the requeshefdata subject prior to entering into a

contract.

(31a) Wherever this Regulation refers to a legalshar a legislative measure, this does not

(32)

necessarily require a legislative act adopted pgrdiament, without prejudice to
requirements pursuant the constitutional ordetefMember State concerned, however
such legal basis or legislative measure shouldidss end precise and its application
foreseeable for those subject to it as requirethbycase law of the Court of Justice of

the European Union and the European Court of HuRights.

Where processing is based on the data subject&irthe controller should be able to
demonstrate that the data subject has given theeobmo the processing operation. In
particular in the context of a written declaratmm another matter, safeguards should
ensure that the data subject is aware that andxtest to which consent is given. A
declaration of consent pre-formulated by the cdetrehould be provided in an intelligible
and easily accessible form, using clear and p&aiguage and its content should not be
unusual within the overall context. For consenbéoinformed, the data subject should be
aware at least of the identity of the controlled ahe purposes of the processing for which
the personal data are intended; consent shoulthenoégarded as freely-given if the data
subject has no genuine and free choice and is eitahblefuse or withdraw consent without

detriment.

(33) (...
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(34) In order to safeguard that consent has been fgradyr, consent should not provide a valid
legal ground for the processing of personal data specific case, where there is a clear
imbalance between the data subject and the catrarid this makes it unlikely that consent
was given freely in all the circumstances of thagcific situation. Consent is presumed not
to be freely given, if it does not allow separatesent to be given to different data
processing operations despite it is appropriatienindividual case, or if the performance
of a contract is made dependent on the consenttelél[s is not necessary for such
performance and the data subject cannot reasoohtdyn equivalent services from another

source without consent.

(835) Processing should be lawful where it is necessatie context of a contract or the

intended entering into a contract.

(836) Where processing is carried out in compliance waitlegal obligation to which the

controller is subject or where processing is nergser the performance of a task carried
out in the public interest or in the exercise ofddiicial authority, the processing should
have a basis in Union law, or in the national ldwadMember StateiNeThis Regulation
does not require that aspecific law is necessary for each individual essing. Ageneral
law as a basis for several processing operatiossdban a legal obligation to which the
controller is subject or where processing is nergs®r the performance of a task carried
out in the public interest or in the exercise ofddicial authority may be sufficient. It
should be also for Union or national law to deteerihe purpose of processing.
Furthermore, this basis could specify the geneoalditions of the Regulation governing the
lawfulness of data processing, determine speddicatfor determining the controller, the
type of data which are subject to the processimg,diata subjects concerned, the entities
to which the data may be disclosed, the purposeations, the storage period and other
measures to ensure lawful and fair processinghdulgl also be for Union or national law
to determine whether the controller performing sktearried out in the public interest or in

the exercise of official authority should be a ubluthority or another natural or legal

144814 VHItt/ak 17
90215 DGD 2C LIMITE EN



person governed by public law, or by private lawhsas a professional association, where
grounds of public interest so justify including foealth purposes, such as public health and

social protection and the management of health sanéces.
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(37) The processing of personal data should equallyebarded as lawful where it is necessary
to protect an interest which is essential for theadsubject's life or that of another person.
Personal data should be processed based on thetatast of another natural person in
principle where the processing cannot be manifésted on another legal basis. Some
types of data processing may serve both importesuirgls of public interest and the vital
interests of the data subject & instance when processing is necessary for hitangan
purposes, including for monitoring epidemic andspsead or in situations of humanitarian

emergencies, in particular in situations of nataral man-made disasters.

(38) The legitimate interests of a controller, includiiga controller to which the data may be
disclosed, or of a third party may provide a leggsis for processing, provided that the
interests or the fundamental rights and freedonthefdata subject are not overriding,
taking into consideration the reasonable expectataf data subjects based on the
relationship with the controller. Legitimate intstecould exist for example when there is a
relevant and appropriate relationship between #ta dubject and the controller in
situations such as the data subject being a alem the service of the controller. At any
rate the existence of a legitimate interest wowddhcareful assessment including whether
a data subject can reasonably expect at the timhenatihe context of the collection of the
data that processing for this purpose may takeepl@he interests and fundamental rights
of the data subject could in particular override hiterest of the data controller where
personal data are processed in circumstances wlaéaesubjects do not reasonably expect
further processing. Given that it is for the legfisk to provide by law the legal basis for
public authorities to process data, this legal gtbahould not apply for the processing by
public authorities in the performance of their askhe processing of personal data strictly
necessary for the purposes of preventing fraud @sstitutes a legitimate interest of the
data controller concerned. The processing of peaisdata for direct marketing purposes

may be regarded as carried out for a legitimaterast.
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(38a) Controllers that are part of a group of utalengs or institution affiliated to a central
body may have a legitimate interest to transmis@eal data within the group of
undertakings for internal administrative purposesiuding the processing of clients' or
employees' personal data. The general principleshfo transfer of personal data, within a

group of undertakings, to an undertaking located third country remain unaffected.

(39) The processing of data to the extent strictly nesngsand proportionate for the purposes of
ensuring network and information security, i.e. #dity of a network or an information
system to resist, at a given level of confideneoejdental events or unlawful or malicious
actions that compromise the availability, authetytiantegrity and confidentiality of stored
or transmitted data, and the security of the rdlatervices offered by, or accessible via,
these networks and systems, by public authori@esnputer Emergency Response Teams —
CERTSs, Computer Security Incident Response Tea@SHTSs, providers of electronic
communications networks and services and by prowidé security technologies and
services, constitutes a legitimate interest ofdag controller concerned. This could, for
example, include preventing unauthorised accesdettironic communications networks and
malicious code distribution and stopping ‘denialsefvice’ attacks and damage to computer
and electronic communication systems. The procgssirpersonal data strictly necessary for
the purposes of preventing fraud also constitutEegiimate interest of the data controller
concerned. The processing of personal data foctdmarketing purposes may be regarded

as carried out for a legitimate interest.
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(40) The processing of personal data for other purptsas the purposes for which the data
have been initially collected should be only allovwehere the processing is compatible with
those purposes for which the data have been iypitiallected. In such case no separate
legal basis is required other than the one whildwald the collection of the data. If the
processing is necessary for the performance o$lkadarried out in the public interest or in
the exercise of official authority vested in thenttoller, Union law or Member State law
may determine and specify the tasks and purposesHizh the further processing shall be
regarded as lawful. [The further processing fohamg purposes in the public interest, or
statistical, scientific or historical purposes ddolbe considered as compatible lawful
processing operations.] The legal basis providetUiwpn or Member State law for the
processing of personal data may also provide d kgas for further processing for other
purposes if these purposes are in line with thegyeesd task and the controller is entitled
legally to collect the data for these other purgos$e order to ascertain whether a purpose
of further processing is compatible with the pugds which the data are initially
collected, the controller, after having met all thequirements for the lawfulness of the
original processing, should take into account iatiex any link between those purposes and
the purposes of the intended further processirgy,ctimtext in which the data have been
collected, in particular the reasonable expectatmindata subjects based on his/her
relationship with the controller as to their fiethuse, the nature of the personal data, the
consequences of the intended further processinddta subjects, and the existence of
appropriate safeguards in both the original anenitéd further processing operations.
Where the data subject has given consent or theepsing is based on Union or Member
State law the controller shall be allowed to furtheocess the data irrespective of the
compatibility of the purposes. In any case, theliegion of the principles set out by this
Regulation and in particular the information of theta subject on those other purposes and
on his or her rights including the right to objesthould be ensured. Indicating possible
criminal acts or threats to public security by tmntroller and transmitting these data to a
competent authority should be regarded as beirtigeriegitimate interest pursued by the
controller. However such transmission in the legatie interest of the controller or further
processing of personal data should be prohibitédeifprocessing is not compatible with a

legal, professional or other binding obligationsetrecy.
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(41) Personal data which are, by their nature, partilyutensitive in relation to fundamental
rights and freedoms, deserve specific protectiothascontext of their processing may
create important risks for the fundamental rightd &eedoms. These data should also
include personal data revealing racial or ethnigimrwhereby the use of the term ‘racial
origin’ in this Regulation does not imply an ac@equte by the Union of theories which
attempt to determine the existence of separate muawesIhe processingof

| photographs will not systematically be asensitiveprocessingas theywill only be
| covered by the definition of biometric data when being processedthrough a specific

technical mean allowing the unigue identification or authentication of an individual.
Such data should not be processed, unless progessatiowed in specific cases set out in

this Regulation, taking into account that Membeat& law may lay down specific
provisions on data protection in order to adapt épglication of the rules of this
Regulation for compliance with a legal obligationfor the performance of a task carried
out in the public interest or in the exercise dic@ authority vested in the controller. In
addition to the specific requirements for such psstng, the general principles and other
rules of this Regulation should apply, in particuds regards the conditions for lawful
processing. Derogations from the general prohibifar processing such special categories
of personal data should be explicitly providedeinglia where the data subject gives his or
her explicit consent or in respect of specific reegdparticular where the processing is
carried out in the course of legitimate activit®scertain associations or foundations the
purpose of which is to permit the exercise of fundatal freedoms.

(42) Derogating from the prohibition on processing deresicategories of data should also be
allowed when provided for in Union or Member Stiw, and subject to suitable
safeguards, so as to protect personal data and fotidamental rights, where grounds of

| public interest so justify, in particular processithata in the fieldbfof employment law,
social protection law including pensions and foaltie security, monitoring and alert
purposes, the prevention or control of communicaideases and other serious threats to
health. This may be done for health purposes, dnadupublic health and the management
of health-care services, especially in order tauenshe quality and cost-effectiveness of the
procedures used for settling claims for benefitd services in the health insurance system,
[or for archiving in the public interest or histcal, statistical and scientific purposes.] A
derogation should also allow processing of sucl ddtere necessary for the establishment,
exercise or defence of legal claims, regardlesstadther in a judicial procedure or whether
in an administrative or any out-of-court procedure.
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(42a) Special categories of personal data whiclkerdeshigher protection, may only be processed
for health-related purposes where necessary t@ahhose purposes for the benefit of
individuals and society as a whole, in particufathe context of the management of health
or social care services and systems including tbegssing by the management and central
national health authorities of such data for theppse of quality control, management
information and the general national and local sugien of the health or social care
system, and ensuring continuity of health or socdsk and cross-border healthcare or
health security, monitoring and alert purposesf¢orarchiving purposes in the public
interest, for historical, statistical or scientipcirposes] as well as for studies conducted in
the public interest in the area of public healthefefore this Regulation should provide for
harmonised conditions for the processing of speattgories of personal data concerning
health, in respect of specific needs, in particuwlere the processing of these data is
carried out for certain health-related purposegpéngsons subject to a legal obligation of
professional secrecy. Union or Member State lawushprovide for specific and suitable

measures so as to protect the fundamental riglatgsrenpersonal data of individuals.

(42b) The processing of special categories of paistata may be necessary for reasons of public
interest in the areas of public health without emif the data subject. This processing is
subject to suitable and specific measures so asaict the rights and freedoms of
individuals. In that context, ‘public health’ shdube interpreted as defined in Regulation
(EC) No 1338/2008 of the European Parliament anth@fCouncil of 16 December 2008
on Community statistics on public health and heafttd safety at work, meaning all
elements related to health, namely health stabejding morbidity and disability, the
determinants having an effect on that health stdtealth care needs, resources allocated
to health care, the provision of, and universakasdo, health care as well as health care
expenditure and financing, and the causes of nityrt&luch processing of personal data
concerning health for reasons of public interestgh not result in personal data being
processed for other purposes by third parties sascbmployers, insurance and banking

companies.

(43) Moreover, the processing of personal data by affeuthorities for achieving aims,
laid down in constitutional law or internationallgha law, of officially recognised

religious associations is carried out on groundpudfiic interest.
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(44) Where in the course of electoral activities, therapion of the democratic system requires
in a Member State that political parties compiléadan people's political opinions, the
processing of such data may be permitted for reasbipublic interest, provided that

appropriate safeguards are established.

(45) If the data processed by a controller do not pethatcontroller to identify a natural
person, the data controller should not be obligeddquire additional information in order
to identify the data subject for the sole purpoteammplying with any provision of this
Regulation. However, the controller should not sefio take additional information
provided by the data subject in order to suppagtekercise of his or her rights.
Identification could include the digital identifitan of a data subject, for example through
authentication mechanism such as the same credents&d by the data subject to log-into
the on-line service offered by the data controller.

(46) The principle of transparency requires that angrmition addressed to the public or to the
data subject should be concise, easily accessidleeasy to understand, and that clear and
plain language and, additionally, where appropyigigualisation is used. This information
could be provided in electronic form, for exampidien addressed to the public, through a
website. This is in particular relevant where tuaiions, such as online advertising, the
proliferation of actors and the technological coewjty of practicemakegnake it difficult
for the data subject to know and understand ifquekdata relating téherhim or her are
being collected, by whom and for what purpose. Gitleat children deserve specific
protection, any information and communication, vehprocessing is addressed to a child,
should be in such a clear and plain language trethild can easily understand.

(47) Modalities should be provided for facilitating thata subject’s exercise of their rights
provided by this Regulation, including mechanismsdquestand if applicable, to obtain
free of charge, in particular access to data, fieatiion, erasure and to exercise the right to
object. Thus the controller should also provide msef@r requests to be made
electronically, especially where personal datapaceessed by electronic means. The
controller should be obliged to respond to requesthie data subject without undue delay
and at the latest within one month and give reasdreye the controller, in case he does
not intend to comply with the data subject's retjues
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(48) The principles of fair and transparent processewuire that the data subject should be
informed of the existence of the processing opanaéind its purposes. The controller
should provide the data subject with any furthéorimation necessary to guarantee fair
and transparent processing having regard to thefispgrcumstances and context in which
the personal data are processed. Furthermore thesdbject should be informed about the
existence of profiling, and the consequences ot suwofiling. Where the data are collected
from the data subject, the data subject should lzdsmformed whethethey-arfie or she
is obliged to provide the data and of the consequenoecaseshey-ddie or she doesiot
provide such data.

(49) The information in relation to the processing ofgo@al data relating to the data subject
should be given téherhim or her at the time of collection, or, where the data rsoé
collected from the data subject, within a reasana@iglriod, depending on the circumstances
of the case. Where data can be legitimately disdlde another recipient, the data subject
should be informed when the data are first disclasethe recipient. Where the controller
intends to process the data for a purpose otherttl@one for which the data were
collected the controller should provide the dathjestt prior to that further processing with
information on that other purpose and other necgssrmation. Where the origin of the
data could not be provided to the data subjectusecaarious sources have been used, the

information should be provided in a general manner.

(50) However, it is not necessary to impose this ohbigatvhere the data subject already
possesses this information, or where the recordindisclosure of the data is expressly laid
down by law, or where the provision of informatitmthe data subject proves impossible
or would involve disproportionate efforts. The dattould be particularly the case where
processing is [for archiving purpose in the pulbierest, for historical, statistical or
scientific purposes;] in this regard, the numbedata subjects, the age of the data, and

any appropriate safeguards adopted may be takercarisideration.
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(51) A natural person should have the right of accessata which has been collected
concerning him or her, and to exercise this rigigtilg and at reasonable intervals, in order
to be aware of and verify the lawfulness of thecpssing. This includes the right for
individuals to have access to their personal dateerning their health, for example the
data in their medical records containing such imfion as diagnosis, examination results,
assessments by treating physicians and any treatienterventions provided. Every data
subject should therefore have the right to know abhin communication in particular for
what purposes the data are processed, where go&sibivhat period, which recipients
receive the data, what is the logic involved in anyomatic data processing and what
might be, at least when based on profiling, theseqnences of such processing. Where
possible, the controller may provide remote actess secure system which would provide
the data subject with direct access to his or leesgnal data. This right should not
adversely affect the rights and freedoms of othacdyding trade secrets or intellectual
property and in particular the copyright protectthg software. However, the result of
these considerations should not be that all inftionas refused to the data subject. Where
the controller processes a large quantity of inftfom concerning the data subject, the
controller may request that before the informaigudelivered the data subject specify to

which information or to which processing activitid® request relates.

(52) The controller should use all reasonable measure®rify the identity of a data subject
who requests access, in particular in the contéxintine services and online identifiers.
Identification should include the digital identditon of a data subject, for example through
authentication mechanism such as the same creldenisgd by the data subject to log-into
the on-line service offered by the data controlercontroller should not retain personal

data for the sole purpose of being able to reagtotential requests.
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(53)

(54)

A natural person should have the right to havegresisdata concerningreshim or her
rectified and a 'right to be forgotten' where thgention of such data is not in compliance
with this Regulation or with Union or Member Stdaes to which the controller is subject.
In particular, data subjects should have the right their personal data are erased and no
longer processed, where the data are no longessegein relation to the purposes for
which the data are collected or otherwise processbdre data subjects have withdrawn
their consent for processing or where they objedhe processing of personal data
concerning them or where the processing of thesqrel data otherwise does not comply
with this Regulation. This right is in particulsgleévant, when the data subject has given
theihis or her consent as a child, when not being fully awar¢hefrisks involved by the
processing, and later wants to remove such perstatalespecially on the Internet. The
data subject should be able to exercise this ngivithstanding the fact that he or she is
no longer a child. However, the further retentidrthee data should be lawful where it is
necessary, for exercising the right of freedomygdression and information, for compliance
with a legal obligation, for the performance ofask carried out in the public interest or in
the exercise of official authority vested in thentoller, for reasons of public interest in
the area of public health, [for archiving purposeshe public interest, for historical,
statistical and scientific purposes] or for theabbshment, exercise or defence of legal

claims.

To strengthen the 'right to be forgotten' in thénenenvironment, the right to erasure
should also be extended in such a way that a demtmeho has made the personal data
public should be obliged to inform the controllevkich are processing such data to erase
any links to, or copies or replications of thatqmral data. To ensure the above mentioned
information, the controller should take reasonaéps, taking into account available
technology and the means available to the contratieluding technical measures, to

inform the controllers, which are processing theadaf the data subject’s request.

(54a) Methods to restrict processing of persontd dauld include, inter alia, temporarily

moving the selected data to another processingrayst making the selected data
unavailable to users or temporarily removing ptieié data from a website. In automated
filing systems the restriction of processing ofgmeral data should in principle be ensured
by technical means; the fact that the processingecfonal data is restricted should be

indicated in the system in such a way that it éaclthat the processing of the personal
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data is restricted.
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(55) To further strengthen the control over their owtagdavhere the processing of personal
data is carried out by automated means, the déjacsishould also be allowed to receive
the personal data concerning him or her, which thehe has provided to a controller, in a
structured, commonly used, machine-readable ardoiperable format and transmit to
another controller. This right should apply whene tlata subject provided the personal
data based on his or her consent or is necessathidgerformance of a contract. It
should not apply where processing is based on andghal ground other than consent or
contract. By its very nature this right should het exercised against controllers processing
data in the exercise of their public duties. Itddaherefore in particular not apply where
processing of the personal data is necessary foplance with a legal obligation to which
the controller is subject or for the performanceadfsk carried out in the public interest or
in the exercise of an official authority vestede controller. The data subject’s right to
transmit or receive personal data concerning hirhasrdoes not create an obligation for
the controllers to adopt or maintain data procegssystems which are technically
compatible. Where, in a certain set of personad,daiore than one data subject is
concerned, the right to receive the data shoulaviteout prejudice to the requirements on
the lawfulness of the processing of personal dalaed to another data subject in
accordance with this Regulation. This right shoalkb not prejudice the right of the data
subject to obtain the erasure of personal datatladimitations of that right as set out in
this Regulation and should in particular not imfilg erasure of personal data concerning
the data subject which have been provided by hieorfor the performance of a contract,
to the extent and as long as the data are necdssate performance of that contract.
Where technically feasible and available, the dasg be transmitted from one automated

application into another one.

(56) In cases where personal data might lawfully be ggsed because processing is necessary
for the performance of a task carried out in thblipunterest or in the exercise of official
authority vested in the controller or on groundshe legitimate interests of a controller or
a third party, any data subject should neverthddesentitled to object to the processing of
any data relating to their particular situationshiould be for the controller to demonstrate
that their compelling legitimate interests may owder the interests or the fundamental
rights and freedoms of the data subject.
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(57) Where personal data are processed for the purpdsisect marketing, the data subject
should have the right to object to such processaitgther the initial or further processing,
at any time and free of charge. This right shalekplicitly brought to the attention of the
data subject and shall be presented clearly araratgy from any other information.

(58) The data subject should have the right not to estito a decision evaluating personal
aspects relating to him or her which is based walelautomated processing, which
produces legal effects concerning him or her oilaily significantly affects him or her, like
automatic refusal of an on-line credit applicatmne-recruiting practices without any
human intervention. Such processing includes alswiling’ consisting in any form of
automated processing of personal data evaluatirgppal aspects relating to a natural
person, in particular to analyse or predict aspectgerning performance at work,
economic situation, health, personal preferencesterests, reliability or behaviour,
location or movements as long as it produces leffetts concerning him or her or
similarly significantly affects him or her. Howevyatecision making based on such
processing, including profiling, should be allowetien expressly authorised by Union or
Member State law, carried out in the course of taclvthe controller is subject, including
for fraud and tax evasion monitoring and prevenponposes conducted in accordance with
the regulations, standards and recommendationdJohg&titutions or national oversight
bodies and to ensure the security and relialofitp service provided by the controller, or
necessary for the entering or performance of araohbetween the data subject and a
controller, or when the data subject has giverohiker explicit consent. In any case, such
processing should be subject to suitable safeguandading specific information of the
data subject and the right to obtain human intéreerand that such measure should not
concern a child, to express his or her point ofvyito get an explanation of the decision
reached after such assessment and the right teestathie decision. In order to ensure fair
and transparent processing in respect of the ddigct, having regard to the specific
circumstances and context in which the personal de¢ processed, the controller should
use adequate mathematical or statistical procedarabe profiling, implement technical
and organisational measures appropriate to ensyparticular that factors which result in
data inaccuracies are corrected and the risk of®is minimized, secure personal data in a
way which takes account of the potential risks &0 for the interests and rights of the
data subject and which prevents inter alia discatary effects against individuals on the
basis of race or ethnic origin, political opiniomsligion or beliefs, trade union membership,
genetic or health status, sexual orientation ot tésult in measures having such effect.
Automated decision making and profiling based oecip categories of personal data
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should only be allowed under specific conditions.
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(58a) Profiling as such is subject to the ruleshi Regulation governing processing of personal
data (legal grounds of processing, data protegimrciples etc.) with specific safeguards
(for instance the obligation to conduct an impagegsment in Some cases or provisions
concerning specific information to be provided be toncerned individual). The European

Data Protection Board should have the possibitityssue guidance in this context.

(59) Restrictions on specific principles and on the t3gbf information, access, rectification and
erasure or on the right to data portability, tlghtito object, decisions based on profiling,
as well as on the communication of a personal degach to a data subject and on certain
related obligations of the controllers may be inggbby Union or Member State law, as far
as necessary and proportionate in a democratietyaa safeguard public security,
including the protection of human life especiafiyresponse to natural or man made
disasters, [the prevention, investigation and prosen of criminal offences or the
execution of criminal penalties or the safeguardigginst and the prevention of threats to
public security,] or of breaches of ethics for rated professions, other public interests of
the Union or of a Member State, in particular apamant economic or financial interest of
the Union or of a Member State, the keeping of ipulglgisters kept for reasons of general
public interest, further processing of archivedspeal data to provide specific information
related to the political behaviour under formeratitdrian state regimes or the protection of
the data subject or the rights and freedoms ofrsthecluding social protection, public
health and humanitarian purposes, such as therpenfce of a task incumbent upon the
International Red Cross and Red Crescent Movenidmse restrictions should be in
compliance with requirements set out by the Chastdfundamental Rights of the
European Union and by the European ConventionHerRrotection of Human Rights and

Fundamental Freedoms.

(59a) Nothing in this Regulation should derogaterirthe privilege of non-disclosure of
confidential information of the International Conmitee of the Red Cross under

international law, which shall be applicable inigial and administrative proceedings.
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(60) The responsibility and liability of the controlléar any processing of personal data carried
out by the controller or on the controller's belsiibuld be established. In particular, the
controller should be obliged to implement apprapriand effective measures and be able to
demonstrate the compliance of processing activitiéls this Regulation. These measures
should take into account the nature, scope, comteatpurposes of the processing and the
risk for the rights and freedoms of individuals.

(60a) Such risks, of varying likelihood and sewerihay result from data processing which could
lead to physical, material or moral damage, inipalegr where the processing may give rise
to discrimination, identity theft or fraud, finaatioss, damage to the reputation, loss of
confidentiality of data protected by professioredrecy, unauthorized reversal of
pseudonymisation, or any other significant economnisocial disadvantage; or where data
subjects might be deprived of their rights anddogas or from exercising control over their
personal data; where personal data are processel waveal racial or ethnic origin,
political opinions, religion or philosophical bdse trade-union membership, and the
processing of genetic data or data concerning hhealsex life or criminal convictions and
offences or related security measures; where pafrs@pects are evaluated, in particular
analysing or prediction of aspects concerning perémce at work, economic situation,
health, personal preferences or interests, ratiabit behaviour, location or movements, in
order to create or use personal profiles; wheregrel data of vulnerable individuals, in
particular of children, are processed; where prEingsnvolves a large amount of personal
data and affects a large number of data subjects.

(60b) The likelihood and severity of the risk slibbe determined in function of the nature,
scope, context and purposes of the data procesRisk.should be evaluated on an
objective assessment, by which it is establishedthdr data processing operations involve
a high risk. A high risk is a particular risk ofgpudice to the rights and freedoms of

individuals.
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(60c) Guidance for the implementation of appropriateasures, and for demonstrating the
compliance by the controller or processor, esdgaal regards the identification of the risk
related to the processing, their assessment irstefrtheir origin, nature, likelihood and
severity, and the identification of best practitesnitigate the risk, could be provided in
particular by approved codes of conduct, approestifications, guidelines of the European
Data Protection Board or through the indicationsvjgled by a data protection officer. The
European Data Protection Board may also issue ljnedeon processing operations that are
considered to be unlikely to result in a high rigk the rights and freedoms of individuals

and indicate what measures may be sufficient if fases to address such risk.

(61) The protection of the rights and freedoms of irdirals with regard to the processing of
personal data require that appropriate technicdlaganisational measures are taken, to
ensure that the requirements of this Regulatiomaet In order to be able to demonstrate
compliance with this Regulation, the controller sldoadopt internal policies and implement
measures, which meet in particular the principledata protection by design and data
protection by default. Such measures could congtist alia of minimising the processing
of personal data, pseudonymising personal dat@@s as possible, transparency with
regard to the functions and processing of persdatd, enabling the data subject to
monitor the data processing, enabling the contrtdlecreate and improve security
features. When developing, designing, selectingusmty applications, services and
products that are either based on the processipgrgbnal data or process personal data
to fulfil their task, producers of the productsiveees and applications should be
encouraged to take into account the right to datdeption when developing and
designing such products, services and applicatmas with due regard to the state of the
art, to make sure that controllers and processaslle to fulfil their data protection
obligations.The principles of data protection bgige and by default should also be taken

into consideration in the context of public tenders

(62) The protection of the rights and freedoms of datgests as well as the responsibility
and liability of controllers and processors, alsaelation to the monitoring by and
measures of supervisory authorities, requires & @éribution of the responsibilities
under this Regulation, including where a controlletermines the purposes, and means
of the processing jointly with other controllerswhere a processing operation is carried

out on behalf of a controller.
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(63) Where a controller not established in the Unioprscessing personal data of data subjects
who are in the Union whose processing activitiesratated to the offering of goods or
services, irrespective of whether a payment ofddia subject is required, to such data
subjects in the Union, or to the monitoring of tHeehaviour as far as their behaviour takes
place within the Union, the controller should desig a representative, unless the
processing is occasional, does not include praugssH special categories of data as
referred to in Article 9(1) or processing of dagédating to criminal convictions and
offences referred to in Article 9a, and is unlikedyresult in a risk for the rights and
freedoms of individuals, taking into account théun@, context, scope and purposes of the
processing or if the controller is a public authoor body; The representative should act
on behalf of the controller and may be addressednyysupervisory authority. The
representative should be explicitly designated bwriten mandate of the controller to act
on its behalf with regard to the latter's obligasounder this Regulation. The designation of
such representative does not affect the respatysiiid liability of the controller under this
Regulation. Such representative should perfornai&s according to the received mandate
from the controller, including to cooperate witle tbompetent supervisory authorities on
any action taken in ensuring compliance with thesgiation. The designated representative

should be subjected to enforcement actions in chs®n-compliance by the controller.
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(63a) To ensure compliance with the requirementthisfRegulation in respect of the processing
to be carried out by the processor on behalf ofctharoller, when entrusting a processor
with processing activities, the controller shougk wnly processors providing sufficient
guarantees, in particular in terms of expert kndg#e reliability and resources, to
implement technical and organisational measureshahill meet the requirements of this
Regulation, including for the security of procegsiddherence of the processor to an
approved code of conduct or an approved certiicathechanism may be used as an
element to demonstrate compliance with the obbgatiof the controller. The carrying out
of processing by a processor should be governeal dntract or other legal act under
Union or Member State law, binding the processothi controller, setting out the subject-
matter and duration of the processing, the natodepairposes of the processing, the type
of personal data and categories of data subjestsgt into account the specific tasks and
responsibilities of the processor in the contexthef processing to be carried out and the
risk for the rights and freedoms of the data subjébe controller and processor may
choose to use an individual contract or standardraotual clauses which are adopted
either directly by the Commission or by a supemyisauthority in accordance with the
consistency mechanism and then adopted by the siomj or which are part of a
certification granted in the certification mechamisAfter the completion of the processing
on behalf of the controller, the processor shoatdimn or delete the personal data, unless
there is a requirement to store the data underrJoioMember State law to which the

processor is subject.

64) (...

(65) In order to demonstrate compliance with this Rega the controller or processor
should maintain records of processing activitiedeurits responsibility. Each controller
and processor should be obliged to co-operate théhsupervisory authority and make
these records, on request, available to it, soithatght serve for monitoring those

processing operations.
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(66) In order to maintain security and to prevent precgsin breach of this Regulation, the
controller or processor should evaluate the riskgrent to the processing and implement
measures to mitigate those risks, such as encryplibese measures should ensure an
appropriate level of security including confideliya taking into account state of the art
and the costs of implementation in relation to ikk and the nature of the personal data
to be protected. In assessing data security r@hksideration should be given to the risks
that are presented by data processing, such ageatali or unlawful destruction, loss,
alteration, unauthorised disclosure of, or accegsersonal data transmitted, stored or

otherwise processed, which may in particular leagtysical, material or moral damage.

(66a) In order to enhance compliance with this Regun in cases where the processing
operations are likely to result in a high risk foe rights and freedoms of individuals, the
controller should be responsible for the carrying of a data protection impact assessment
to evaluate, in particular, the origin, nature,tigaftarity and severity of this risk. The
outcome of the assessment should be taken intauacedhen determining the appropriate
measures to be taken in order to demonstrate liapriocessing of personal data is in
compliance with this Regulation. Where a data mtade impact assessment indicates that
processing operations involve a high risk which ¢batroller cannot mitigate by
appropriate measures in terms of available teclgyodmd costs of implementation, a

consultation of the supervisory authority shoulketplace prior to the processing.

(67) A personal data breach may, if not addressed iadaguate and timely manner, result in
physical, material or moral damage to individualstsloss of control over their personal
data or limitation of their rights, discriminatioientity theft or fraud, financial loss,
unauthorized reversal of pseudonymisation, damagéd reputation, loss of confidentiality
of data protected by professional secrecy or ahgrotconomic or social disadvantage to
the individual concerned. Therefore, as soon asomroller becomes aware that a
personal data breach has occurred and that thestbie likely to result in a risk for the
rights and freedoms of the data subject, the céettrshould notify the breach to the
supervisory authority without undue delay and, whieasible, within 72 hours. Where this
cannot be achieved within 72 hours, an explanatiotihe reasons for the delay should
accompany the notification and information may bevgled in phases without undue

further delay.
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(67a new) The individuals should be notified withemdue delay if the personal data breach is
likely to result in a high risk for the rights afrédedoms of individuals, in order to allow
them to take the necessary precautions. The ratiifit should describe the nature of the
personal data breach as well as recommendatiorthdoindividual concerned to mitigate
potential adverse effects. Notifications to dathjexts should be made as soon as
reasonably feasible, and in close cooperation thighsupervisory authority and respecting
guidance provided by it or other relevant authesitie.g. law enforcement authorities). For
example, the need to mitigate an immediate risdavhage would call for a prompt
notification of data subjects whereas the neednfdement appropriate measures against

continuing or similar data breaches may justifpager delay.

(68) It must be ascertained whether all appropriaten@iolgical protection and organisational
measures have been implemented to establish imralydrehether a personal data breach
has taken place and to inform promptly the superyisuthority and the data subject. The
fact that the notification was made without undeday should be established taking into
account in particular the nature and gravity of peesonal data breach and its
consequences and adverse effects for the datacsuBjech notification may result in an
intervention of the supervisory authority in acamde with its tasks and powers laid down

in this Regulation.
(68a) (...)

(69) In setting detailed rules concerning the format prmtedures applicable to the notification
of personal data breaches, due consideration sheufgiven to the circumstances of the
breach, including whether or not personal dataliesh protected by appropriate technical
protection measures, effectively limiting the likelod of identity fraud or other forms of
misuse. Moreover, such rules and procedures shaké&linto account the legitimate
interests of law enforcement authorities in caskerer early disclosure could unnecessarily

hamper the investigation of the circumstances bifesach.
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(70) Directive 95/46/EC provided for a general obligatim notify processing of personal data
to the supervisory authorities. While this obligatiproduces administrative and financial
burdens, it did not in all cases contribute to ioyimg the protection of personal data.
Therefore such indiscriminate general notificatabigations should be abolished, and
replaced by effective procedures and mechanismshwibtcus instead on those types of
processing operations which are likely to resulaihigh risk to the rights and freedoms of
individuals by virtue of their nature, scope, comtand purposes. Such types of processing
operations may be those which in particular, ingasing new technologies, or are of a
new kind and where no data protection impact assa#shas been carried out before by
the controller, or where they become necessarlanight of the time that has elapsed

since the initial processing.

(70a) In such cases, a data protection impact &eees should be carried out by the controller
prior to the processing in order to assess thacpéat likelihood and severity of the high
risk, taking into account the nature, scope, cdanéexl purposes of the processing and the
sources of the risk, which should include in paitéc the envisaged measures, safeguards
and mechanisms for mitigating that risk and forueing the protection of personal data

and for demonstrating the compliance with this Regtgon.

(71) This should in particular apply to large-scale gsmng operations, which aim at processing
a considerable amount of personal data at regioasibnal or supranational level and
which could affect a large number of data subjecis which are likely to result in a high
risk, for example, on account of their sensitivithere in accordance with the achieved
state of technological knowledge a new technolegysed on a large scale as well as to
other processing operations which result in a Inig for the rights and freedoms of data
subjects, in particular where those operationseeiidnore difficult for data subjects to
exercise their rights. A data protection impacteasment should also be made in cases
where data are processed for taking decisions deggspecific individuals following any
systematic and extensive evaluation of personadaspelating to natural persons based on
profiing those data or following the processingsptcial categories of personal data,

biometric data, or data on criminal convictions afigénces or related security measures.
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A data protection impact assessment is equallyinedjdor monitoring publicly accessible
areas on a large scale, especially when using-efetxtronic devices or for any other
operations where the competent supervisory aushooihsiders that the processing is likely
to result in a high risk for the rights and freedoaf data subjects, in particular because
they prevent data subjects from exercising a rightising a service or a contract, or
because they are carried out systematically omge lacale. The processing of personal
data irrespective of the volume or the nature efdhta, should not be considered as being
on a large scale, if the processing of these dapmatected by professional secrecy, such as
the processing of personal data from patientsientsl by an individual doctor, health care
professional, hospital or attorney. In these casdata protection impact assessment should

not be mandatory.

(72) There are circumstances under which it may be lsdersnhd economic that the subject of a
data protection impact assessment should be bralhdera single project, for example
where public authorities or bodies intend to esthld common application or processing
platform or where several controllers plan to idiroe a common application or
processing environment across an industry sect@egment or for a widely used

horizontal activity.

(73) In the context of the adoption of the national lawwhich the performance of the tasks of
the public authority or public body is based andcWwhegulates the specific processing
operation or set of operations in question, Menftates may deem it necessary to carry

out such assessment prior to the processing #sivit
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(74) Where a data protection impact assessment inditiad¢she processing would, in the
absence of envisaged safeguards, security measugesiechanisms to mitigate the risk,
result in a high risk to the rights and freedomsndividuals and the controller is of the
opinion that the risk cannot be mitigated by reabdm means in terms of available
technologies and costs of implementation, the sugmay authority should be consulted,
prior to the start of processing activities. Suahlrisk is likely to result from certain types
of data processing and the extent and frequeng@yaxfessing, which may result also in a
realisation of damage or interference with thetsgind freedoms of the individual. The
supervisory authority should respond to the reqtastonsultation in a defined period.
However, the absence of a reaction of the supegvesothority within this period should be
without prejudice to any intervention of the supsrwy authority in accordance with its
tasks and powers laid down in this Regulation, udiclg the power to prohibit processing
operations. As part of this consultation procelss, butcome of a data protection impact
assessment carried out with regard to the progessinssue pursuant to Article 33 may be
submitted to the supervisory authority, in parécuhe measures envisaged to mitigate the

risk for the rights and freedoms of individuals.

(74a) The processor should assist the controlldrergy necessary and upon request, in
ensuring compliance with the obligations derivingnfi the carrying out of data

protection impact assessments and from prior ctaign of the supervisory authority.

(74b) A consultation with the supervisory authostyould also take place in the course of the
preparation of a legislative or regulatory measuhich provides for the processing of
personal data, in order to ensure the compliand@éeofntended processing with this

Regulation and in particular to mitigate the rigkalved for the data subject.
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(75) Where the processing is carried authepublic sectoby a public authority, exceptfor
rin ndent judicial horities when acting in their judicial ity, or

where, in the private sector, processing is cametdby an enterprisethich-havavhose

core activitiesthat-nvelveonsist of processing operationghichthat require regular and

systematic monitoringf the data subjects a person with expert knowledge of data

protection law and practices should assist therodet or processor to monitor internal

compliance with this Regulation. The necessaryl le¥expert knowledge should be

determined in particular according to the data essing operations carried out and the

protection required for the personal data processetthe controller or the processor.
data protection officers, whether or not an empdogéthe controller, should be in a

position to perform their duties and tasks in atependent manner.

Such

(76) Associations or other bodies representing categafiecontrollers or processors should be

encouraged to draw up codes of conduct, withinlithies of this Regulation, so as to

facilitate the effective application of this Regida, taking account of the specific

characteristics of the processing carried out mage sectors and the specific needs of

micro, small and medium enterprises. In particslach codes of conduct could calibrate

the obligations of controllers and processors,n@gknto account the risk likely to resu

from the processing for the rights and freedomsdiiduals.

(76a) When drawing up a code of conduct, or wheamalng or extending such a code,

It

associations and other bodies representing cagsgoficontrollers or processors should

consult with relevant stakeholders, including dsuljects where feasible, and have regard

to submissions received and views expressed ironsgpto such consultations.

(77) In order to enhance transparency and compliande tws Regulation, the establishment

of certification mechanisms, data protection seald marks should be encouraged,

allowing data subjects to quickly assess the le¥elata protection of relevant products

and services.
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(78) Cross-border flows of personal data to and frormtges outside the Union and
international organisations are necessary for ¥parmsion of international trade and
international co- operation. The increase in tHtses has raised new challenges and
concerns with respect to the protection of persdath. However, when personal data are
transferred from the Union to controllers, processar other recipients in third countries
or to international organisations, the level oftpadion of individuals guaranteed in the
Union by this Regulation should not be undermineduding in cases of onward transfers
of personal data from the third country or inteioadl organisation to controllers,
processors in the same or another third countipternational organisation. In any event,
transfers to third countries and international arggtions may only be carried out in full
compliance with this Regulation. A transfer mayyotalke place if, subject to the other
provisions of this Regulation, the conditions ldown in Chapter V are complied with by

the controller or processor.

(79) This Regulation is without prejudice to internaabagreements concluded between the
Union and third countries regulating the transfepersonal data including appropriate
safeguards for the data subjects. Member Statescovajude international agreements
which involve the transfer of personal data tod@ountries or international organisations,
as far as such agreements do not affect this Regular any other provisions of EU law
and include an appropriate level of protectiontfoe fundamental rights of the data

subjects.

(80) The Commission may decide with effect for the entinion that certain third countries, or
a territory or a specified sector within a thirduotry, or an international organisation,
offer an adequate level of data protection, thuviging legal certainty and uniformity
throughout the Union as regards the third counwiemternational organisations which are
considered to provide such level of protectiontHese cases, transfers of personal data to
these countries may take place without needingbtaim any further authorisation. The
Commission may also decide, having given notice aegdmplete justification to the third

country, to revoke such a decision.
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(81) In line with the fundamental values on which thedonis founded, in particular the
protection of human rights, the Commission shoimdis assessment of the third country,
or of a territory or of a specified sector withirtrard country, take into account how a
given third country respects the rule of law, asaesjustice as well as international
human rights norms and standards and its genedlasectoral law, including legislation
concerning public security, defence and nationalisty as well as public order and
criminal law. The adoption of an adequacy decismm territory or a specified sector in a
third country should take into account clear angkalve criteria, such as specific
processing activities and the scope of applicadgallstandards and legislation in force in
the third country. The third country should offeragantees that ensure an adequate level
of protection essentially equivalent to that gutgad within the Union, in particular when
data are processed in one or several specific rsedtoparticular, the third country should
ensure effective independent data protection sigi@nvand should provide for
cooperation mechanisms with the European data groteauthorities, and the data
subjects should be provided with effective and ex@able rights and effective

administrative and judicial redress.

(81a) Apart from the international commitments thied country or international organisation has
entered into, the Commission should also take adcotiobligations arising from the third
country’s or international organisation’s partit¢ipa in multilateral or regional systems in
particular in relation to the protection of persodata, as well as the implementation of
such obligations. In particular the third countrgiscession to the Council of Europe
Convention of 28 January 1981 for the Protectioftndfviduals with regard to the
Automatic Processing of Personal Data and its Aaltl Protocol should be taken into
account. The Commission should consult with theoRean Data Protection Board when

assessing the level of protection in third coustoe international organisations.
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(81b) The Commission should monitor the functionoiglecisions on the level of protection in a
third country or a territory or specified sectotthin a third country, or an international
organisation, including decisions adopted on thasbaf Article 25(6) or Article 26 (4) of
Directive 95/46/EC. In its adequacy decisions, @mmmission should provide for a periodic
review mechanism of their functioning. This perodeview should be made in consultation
with the third country or international organisatim question and take into account all
relevant developments in the third country or in&ional organisation. For the purposes of
monitoring and of carrying out the periodic reviewse Commission should take into
consideration the views and findings of the EuropBarliament and the Council as well as
other relevant bodies and sources. The Commissiounld evaluate, within a reasonable
time, the functioning of the latter decisions aeg@art any relevant findings to the
Committee within the meaning of Regulation (EU) M82/2011 as established under this

Regulation to the European Parliament, and to then€il.

(82) The Commission may recognise that a third courdrya territory or a specified sector
within a third country, or an international orgaatisn no longer ensures an adequate level
of data protection. Consequently the transfer o$@aal data to that third country or
international organisation should be prohibitedess the requirements of Articles 42 to 44
are fulfilled. In that case, provision should bedador consultations between the
Commission and such third countries or internationganisations. The Commission
should, in a timely manner, inform the third coyntr international organisation of the

reasons and enter into consultations with it ineort remedy the situation.
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(83) In the absence of an adequacy decision, the ctartiarl processor should take measures to
compensate for the lack of data protection in edtbountry by way of appropriate
safeguards for the data subject. Such approprédégsards may consist of making use of
binding corporate rules, standard data protectianses adopted by the Commission,
standard data protection clauses adopted by assqr authority or contractual clauses
authorised by a supervisory authotitfhose safeguards should ensure compliance with
data protection requirements and the rights ofddita subjects appropriate to intra-EU
processing, including the availability of enforcleallata subject rights and of effective legal
remedies, including to obtain effective administator judicial redress and to claim
compensation. They should relate in particulardmgliance with the general principles
relating to personal data processing, the pringipledata protection by design and by
default. Transfers may be carried out also by pudalithorities or bodies with public
authorities or bodies in third countries or witleimational organisations with
corresponding duties or functions, including on blasis of provisions to be inserted into
administrative arrangements, such as a memorandwumderstanding, providing for
enforceable and effective rights for data subjette authorisation of the competent
supervisory authority should be obtained when #feguiards are adduced in non legally

binding administrative arrangements.

(84) The possibility for the controller or processoruge standard data protection clauses
adopted by the Commission or by a supervisory aityhshould neither prevent the
possibility for controllers or processors to in@uthe standard data protection clauses in a
wider contract, including in a contract between pihecessor and another processor, nor
to add other clauses or additional safeguardsras ds they do not contradict, directly or
indirectly, the standard contractual clauses adbptethe Commission or by a supervisory
authority or prejudice the fundamental rights @efitoms of the data subjects. Controllers
and processors should be encouraged to providéaaddisafeguards via contractual

commitments that supplement standard protecticmseR

(85) A corporate group or a group of enterprises engagedjoint economic activity should be
able to make use of approved binding corporatesrale its international transfers from the
Union to organisations within the same corporataugrof undertakings or group of
enterprises, as long as such corporate rules mdilcessential principles and enforceable

rights to ensure appropriate safeguards for tresigfe categories of transfers of personal
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data.
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(86) Provisions should be made for the possibility f@nsfers in certain circumstances where the
data subject has given his explicit consent, whieeetransfer is occasional and necessary in
relation to a contract or a legal claim, regardlese/hether in a judicial procedure or
whether in an administrative or any out-of-courbgadure, including procedures before
regulatory bodies. Provision should also be maddhe possibility for transfers where
important grounds of public interest laid down bgidh or Member State law so require or
where the transfer is made from a register eshadlidy law and intended for consultation
by the public or persons having a legitimate irderén this latter case such a transfer
should not involve the entirety of the data or rentiategories of the data contained in the
register and, when the register is intended forsatbation by persons having a legitimate
interest, the transfer should be made only at ¢lggiest of those persons or if they are to
be the recipients, taking into full account thesmests and fundamental rights of the data

subject.

(87) These derogations should in particular apply t@dednsfers required and necessary for
important reasons of public interest, for exampleases of international data exchange
between competition authorities, tax or customsimaidtrations, between financial
supervisory authorities, between services compdtergocial security matters, or for
public health, for example in case of contact tr@dbor contagious diseases or in order to
reduce and/or eliminate doping in sport. A transfepersonal data should equally be
regarded as lawful where it is necessary to praaadnterest which is essential for the
data subject’s or another person’s vital interestduding physical integrity or life, if the
data subject is incapable of giving consent. Inahsence of an adequacy decision, Union
law or Member State law may, for important reasohpublic interest, expressly set limits
to the transfer of specific categories of data thial country or an international
organization. Member States should notify such grons to the Commission. Any
transfer to an international humanitarian orgaiusadf personal data of a data subject
who is physically or legally incapable of givingnsent, with the view to accomplishing a
task incumbent under the Geneva Conventions and/amork for the faithful application
of international humanitarian law applicable in athconflicts could be considered as
necessary for an important reason of public inteveseing in the vital interest of the

data subject.
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(88) Transfers which can be qualified as not repetitimd that only concern a limited number of
data subjects, could also be possible for the mapof the compelling legitimate interests
pursued by the controller, when those interestsnateoverridden by the interests or rights
and freedoms of the data subject and when the altenthas assessed all the circumstances
surrounding the data transfer. The controller sh@ie particular consideration to the
nature of the data, the purpose and duration optbposed processing operation or
operations, as well as the situation in the couafrgrigin, the third country and the
country of final destination, and adduced suitaalfeguards to protect fundamental rights
and freedoms of natural persons with respect tegasing of their personal data. Such
transfers should only be possible in residual cagesre none of the other grounds for
transfer are applicable. [For the purposes of msing for historical, statistical and
scientific research purposes, the legitimate extects of society for an increase of
knowledge should be taken into consideration]. €batroller shall inform the supervisory
authority and the data subject about the transfer.

(89) In any case, where the Commission has taken nsidean the adequate level of data
protection in a third country, the controller oopessor should make use of solutions that
provide data subjects with enforceable and effeatights as regards processing of their
data in the Union once this data has been traesfeso that that they will continue to
benefit from fundamental rights and safeguards.

(90) Some third countries enact laws, regulations ahéroegislative instruments which purport
to directly regulate data processing activitiehatural and legal persons under the
jurisdiction of the Member States. This may inclygggments of courts or tribunals or
decisions of administrative authorities in thirduotries requiring a controller or processor
to transfer or disclose personal data, and whiehnat based on an international
agreement, such as a mutual legal assistance,tiredtyce between the requesting third
country and the Union or a Member State. The extritorial application of these laws,
regulations and other legislative instruments maynbbreach of international law and may
impede the attainment of the protection of indiglduguaranteed in the Union by this
Regulation. Transfers should only be allowed whbeeconditions of this Regulation for a
transfer to third countries are met. This may irgla be the case where the disclosure is
necessary for an important ground of public interesognised in Union law or in a
Member State law to which the controller is subject
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(91) When personal data moves across borders outsiddrtiba it may put at increased risk the
ability of individuals to exercise data protectioghts in particular to protect themselves
from the unlawful use or disclosure of that infotima. At the same time, supervisory
authorities may find that they are unable to pursmmplaints or conduct investigations
relating to the activities outside their borderbeif efforts to work together in the cross-
border context may also be hampered by insuffigeatentative or remedial powers,
inconsistent legal regimes, and practical obstdidlesresource constraints. Therefore, there
is a need to promote closer co-operation among @iat@ction supervisory authorities to
help them exchange information and carry out ingagbns with their international
counterparts. For the purposes of developing iatérnal co-operation mechanisms to
facilitate and provide international mutual assisefor the enforcement of legislation for
the protection of personal data, the Commissionthadsupervisory authorities should
exchange information and cooperate in activitidsted to the exercise of their powers
with competent authorities in third countries, lmhs@ reciprocity and in compliance with

the provisions of this Regulation, including thdaiel down in Chapter V.

(92) The establishment of supervisory authorities in MenStates, empowered to perform their
tasks and exercise their powers with complete ieddence, is an essential component of
the protection of individuals with regard to thepessing of their personal data. Member
States may establish more than one supervisorpatythto reflect their constitutional,

organisational and administrative structure.

(92a) The independence of supervisory authoritesils not mean that the supervisory
authorities cannot be subjected to control or nosimyy mechanism regarding their financial
expenditure. Neither does it imply that supervisauyhorities cannot be subjected to

judicial review.

(93) Where a Member State establishes several supgnasiinorities, it should establish by law
mechanisms for ensuring the effective participabéthose supervisory authorities in the
consistency mechanism. That Member State shoypditicular designate the supervisory
authority which functions as a single contact pdamtthe effective participation of those
authorities in the mechanism, to ensure swift andath co-operation with other

supervisory authorities, the European Data Prateddoard and the Commission.
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(94)

(95)

Each supervisory authority should be provided \lith financial and human resources,
premises and infrastructure, which are necessarthé effective performance of their
tasks, including for the tasks related to mutualsé@nce and co-operation with other
supervisory authorities throughout the Union. Esgpervisory authority should have a
separate, public annual budget, which may be datteooverall state or national budget.

The general conditions for the member or membertheupervisory authority should be
laid down by law in each Member State and shouldairticular provide that those
members should be either appointed by the parlitiguetyor the government or the head of
State of the Member State based on a proposal tihengovernment or a member of the
government, or the parliament or its chamber, oatyndependent body entrusted by
Member State law with the appointment by means wasparent procedure. In order to
ensure the independence of the supervisory aughtiné member or members should act
with integrity, refrain from any action incompagbWith their duties and should not, during
their term of office, engage in any incompatiblewggation, whether gainful or nan

order to ensure theindependenceof the supervisory authority, the staff should be
chosenby the supervisory authority which may include an intervention by an
independentbody entrusted by Member State law.

(95a) Each supervisory authority should be competarthe territory of its own Member State

(96)

to exercise the powers and to perform the taskfeo@a on it in accordance with this
Regulation. This should cover in particular thegassing in the context of the activities of
an establishment of the controller or processothenterritory of its own Member State,
the processing of personal data carried out byigabithorities or private bodies acting in
the public interest, processing affecting dataestibjon its territory or processing carried
out by a controller or processor not establishethenEuropean Union when targeting data
subjects residing in its territory. This shouldluae dealing with complaints lodged by a
data subject, conducting investigations on theiegan of the Regulation, promoting
public awareness of the risks, rules, safeguardsrights in relation to the processing of
personal data.

The supervisory authorities should monitor the iappbn of the provisions pursuant to

this Regulation and contribute to its consistergliegtion throughout the Union, in order

to protect natural persons in relation to the pssrey of their personal data and to
facilitate the free flow of personal data withiretimternal market. For that purpose, this
Regulation should oblige and empower the supenviaathorities to co-operate with each
other and the Commission, without the need for agngement between Member States on
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the provision of mutual assistance or on such catjo®.
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(97) Where the processing of personal data takes phatigeicontext of the activities of an
establishment of a controller or a processor inUhe®n and the controller or processor is
established in more than one Member State, or whiereessing taking place in the context
of the activities of a single establishment of atcoller or processor in the Union
substantially affects or is likely to substantiadfifect data subjects in more than one
Member State, the supervisory authority for thennestablishment of the controller or
processor or for the single establishment of thatrodler or processor should act as lead
authority. It should cooperate with the other autles that are concerned, because the
controller or processor has an establishment ornetiieory of their Member State, because
data subjects residing on their territory are satislly affected, or because a complaint
has been lodged with them. Also where a data subgcresiding in that Member State
has lodged a complaint, the supervisory authoatywhich such complaint has been lodged
should also be a concerned supervisory authoriithifts tasks to issue guidelines on any
guestion covering the application of this Regulatithe European Data Protection Board
may issue guidelines in particular on the critéoidbe taken into account in order to
ascertain whether the processing in question sofieta affects data subjects in more than

one Member State and on what constitutes a relevahtreasoned objection.

(97a) The lead authority should be competent tgoabmding decisions regarding measures
applying the powers conferred on it in accordandé tihe provisions of this Regulation. In
its capacity as lead authority, the supervisorhauity should closely involve and
coordinate the concerned supervisory authoritighendecision-making process. In cases
where the decisions is to reject the complaintieydata subject in whole or in part that
decision should be adopted by the supervisory aityhat which the complaint has been
lodged.

(97b) The decision should be agreed jointly byldal supervisory authority and the concerned
supervisory authorities and should be directed tdevéhe main or single establishment of
the controller or processor and be binding on the&troller and processor. The controller
or processor should take the necessary measueasstwe the compliance with this
Regulation and the implementation of the decisiofifiad by the lead supervisory authority
to the main establishment of the controller or pssor as regards the processing activities
in the Union.
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(97c) Each supervisory authority not acting as Isagervisory authority should be competent to
deal with local cases where the controller or pseoe is established in more than one
Member State, but the subject matter of the sgegifbcessing concerns only processing
carried out in a single Member State and invohamy data subjects in that single Member
State, for example, where the subject matter coscre processing of employees data in
the specific employment context of a Member Sthtesuch cases, the supervisory
authority should inform the lead supervisory auitljorithout delay on this matter. After
being informed, the lead supervisory authority sthalecide, whether it will deal with the
case within the one-stop-shop mechanism or whetb@esupervisory authority which
informed it should deal with the case at local leVéhen deciding whether it will deal
with the case, the lead supervisory authority ghoake into account, whether there is an
establishment of the controller or processor inNtember State of the supervisory
authority which informed it, in order to ensureeefive enforcement of a decision vis-a-vis
the controller or processor.

Where the lead supervisory authority decides td wéh the case, the supervisory
authority which informed it should have the podisibto submit a draft for a decision, of
which the lead supervisory authority should takeagt account when preparing its draft

decision in the one-stop-shop mechanism.

(98) The rules on the lead supervisory authority andothe-stop-shop mechanism, should not
apply where the processing is carried out by pudlithorities or private bodies in the
public interest. In such cases the only supervisatyority competent to exercise the
powers conferred to it in accordance with this Ratgan should be the supervisory

authority of the Member State where the public arith or private body is established.

99) (...
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(100) In order to ensure consistent monitoring enfbrcement of this Regulation throughout the
Union, the supervisory authorities should haveanoheMember State the same tasks and
effective powers, including powers of investigatiaorrective powers and sanctions, and
authorisation and advisory powers, particularlgases of complaints from individuals, and
without prejudice to the powers of prosecutoriahatties under national law, to bring
infringements of this Regulation to the attentidrthe judicial authorities and/or engage in
legal proceedings. Such powers should also indbdepower to forbid the processing on
which the authority is consulted. Member States spcify other tasks related to the
protection of personal data under this Regulafidre powers of supervisory authorities
should be exercised in conformity with appropriptecedural safeguards set out in Union
law and national law, impartially, fairly and witha reasonable time. In particular each
measure should be appropriate, necessary and pimyate in view of ensuring compliance
with this Regulation, taking into account the cir@lances of each individual case, respect
the right of every person to be heard before adivishual measure which would affect him
or her adversely is taken and avoid superfluousscaisd excessive inconveniences for the
persons concerned. Investigatory powers as regaasss to premises should be exercised
in accordance with specific requirements in natigmacedural law, such as the requirement
to obtain a prior judicial authorisation. Each lyghinding measure of the supervisory
authority should be in writing, be clear and unagubus, indicate the supervisory authority
which has issued the measure, the date of isstieeaheasure, bear the signature of the
head, or a member of the supervisory authorityaigéd by him or her, give the reasons
for the measure, and refer to the right of an &ffeademedy. This should not preclude
additional requirements pursuant to national pracaldaw. The adoption of such legally
binding decision implies that it may give rise taligial review in the Member State of the

supervisory authority that adopted the decision.

(101) (...)
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(101a)Vhere the supervisory authority to which the complaas been lodged is not the lead
supervisory authority, the lead supervisory autlighould closely co-operate with the
supervisory authority to which the complaint hasrbédged according to the provisions
on co-operation and consistency laid down in threguRation. In such cases, the lead
supervisory authority should, when taking measuresded to produce legal effects,
including the imposition of administrative finegake utmost account of the view of the
supervisory authority to which the complaint hasrbé&dged and which should remain
competent to carry out any investigation on thettey of its own Member State in liaison

with the competent supervisory authority.

(101b)rhe supervisory authority receiving a complaintdetecting or being informed otherwise of
situations that entail possible infringements & Begulation should seek an amicable
settlement and, if this proves unsuccessful, esents full range of powers in cases where
another supervisory authority should act as a sgervisory authority for the processing
activities of the controller or processor but tlemarete subject matter of a complaint or the
possible infringement concerns only processingvities of the controller or processor in the
eneMember State where the complaint has been lodgeteopossible infringement
detected and the matter does not substantiallgtadfeis not likely to substantially affect
data subjects in other Member States. This showldde specific processing carried out in
the territory of the Member State of the superyisauthority or with regard to data
subjects on the territory of that Member Statetcoprocessing that is carried out in the
context of an offer of goods or services speclficaimed at data subjects in the territory
of the Member State of the supervisory authorityth@t has to be assessed taking into

account relevant legal obligations under natioaad. |

(102)Awareness raising activities by supervisory autiesi addressed to the public should
include specific measures directed at controlleid processors, including micro, small and

medium- sized enterprises, as well as individualgarticular in the educational context.

(103)The supervisory authorities should assist eachrathperforming their tasks and
provide mutual assistance, so as to ensure thestemtsapplication and enforcement

of this Regulation in the internal market.
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(104)Each supervisory authority should participate intj@perations between supervisory
authorities, where appropriate. The requested sigoey authority should be obliged
to respond to the request in a defined time period.

(105)In order to ensure the consistent application @f Regulation throughout the Union, a
consistency mechanism for co-operation betweerstipervisory authorities should be
established. This mechanism should in particulgplyawhere a supervisory authority intends
to adopt a measure intended to produce legal sfeectregards processing operations
which substantially affect a significant numberdatta subjects in several Member States. It
should also apply where any concerned supervisattyoaity or the Commission requests
that such matter should be dealt with in the cogisey mechanism. This mechanism
should be without prejudice to any measures thatGbmmission may take in the exercise
of its powers under the Treaties.

(106)In application of the consistency mechanism, theogean Data Protection Board should,
within a determined period of time, issue an opinib a majority of its members so decides
or if so requested by any concerned supervisoryaailly concerned or the Commission.
The European Data Protection Board should alsontgowered to adopt legally binding
decisions in case of disputes between superviaathosties. For that purposes it should
issue, in principle with a two-third majority oitmembers, legally binding decisions in
clearly defined cases where there are conflictiegys among supervisory authorities in
particular in the cooperation mechanism betweerghe supervisory authority and
concerned supervisory authorities on the merithefcase, notably whether there is an

infringement of this Regulation or not.
(207) (...)

(108)There may be an urgent need to act in order toeptdhe rights and freedoms of data
subjects, in particular when the danger exists tiratenforcement of a right of a data
subject could be considerably impeded. Thereforgyervisory authority should be able
to adopt provisional measures on its territory vetbpecified period of validity which
should not exceed three months.
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(109)The application of this mechanism should be a ¢mmdfor the lawfulness of a measure
intended to produce legal effects by a supervisatyority in those cases where its
application is mandatory. In other cases of crasskr relevance, the co-operation
mechanism between the lead supervisory authoriycamcerned supervisory authorities
should be applied and mutual assistance and jpiatations might be carried out between
the concerned supervisory authorities on a bilataranultilateral basis without triggering

the consistency mechanism.

(110)In order to promote the consistent applicationhi$ Regulation, the European Data
Protection Board should be set up as an indepenmbayt of the Union. To fulfil its
objectives, the European Data Protection Board ldhoave legal personality. The
European Data Protection Board should be represdaytats Chair. It should replace the
Working Party on the Protection of Individuals wiegard to the Processing of Personal
Data established by Directive 95/46/EC. It showdsist of a head of a supervisory
authority of each Member State or his or her repredive. The Commission and the
European Data Protection Supervisor should pastieiin its activities without voting
rights for the Commission and specific voting rglfdr the European Data Protection
Supervisor. The European Data Protection BoardIldhmntribute to the consistent
application of this Regulation throughout the Unigwluding by advising the
Commission, in particular on the level of protentia third countries or international
organisations, and promoting co- operation of tingesvisory authorities throughout the
Union. The European Data Protection Board shouldr@ependently when exercising its

tasks.

(110a)fhe European Data Protection Board should be adsist a secretariat provided by the
European Data Protection Supervisor. The stafhefEuropean Data Protection
Supervisor involved in carrying out the tasks comfé on the European Data Protection
Board by this Regulation should perform its tasksluesively under the instructions of, and

report to the Chair of the European Data Proteddoard.
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(111)Every data subject should have the right to lodgermaplaint with a single supervisory
authority, in particular in the Member State of bisher habitual residence, and have the
right to an effective judicial remedy in accordamaéh Article 47 of the Charter of
Fundamental Rights if the data subject consideas s or her rights under this Regulation
are infringed or where the supervisory authoritggloot act on a complaint, partially or
wholly rejects or dismisses a complaint or doesauttwhere such action is necessary to
protect the rights of the data subject. The ingasibn following a complaint should be
carried out, subject to judicial review, to theextthat is appropriate in the specific case.
The supervisory authority should inform the dathjett of the progress and the outcome
of the complaint within a reasonable period. If tase requires further investigation or
coordination with another supervisory authorityemmediate information should be given to
the data subject. In order to facilitate the subiois of complaints, each supervisory
authority should take measures such as providiognaplaint submission form which can

be completed also electronically, without excludathber means of communication.

(112)Where a data subject considers that his or hetsrighder this Regulation are infringed, he
or she should have the right to mandate a bodymsgtion or association which is of
non- profit making character, which aims to prote rights and interests of data subjects
in relation to the protection of their data anddastituted according to the law of a
Member State to lodge a complaint on his or healbetith a supervisory authority,
exercise the right to a judicial remedy on behélfiata subjects or exercise the right to
receive compensation on behaf of data subjectsoifiged for in Member State law.
Member States may provide that such a body, org@misor association should have the
right to lodge, independently of a data subjecesaate, in such Member State a
complaint, and/or have the right to an effectivéigial remedy where it has reasons to
considers that the rights of a data subject haea bdringed as a result of the processing
of personal data which is not in compliance witls tRegulation. This body, organisation

or association may not be allowed to claim comp@nsan a data subject's behalf.
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(113)Any natural or legal person has the right to bamgaction for annulment of decisions of
the European Data Protection Board before the Caludtistice of the European Union
(the “Court of Justice”) under the conditions pd®d for in Article 263 TFEU. As
addressees of such decisions, the concerned ssgrgraiuthorities who wish to challenge
them, have to bring action within two months ofithetification to them, in accordance
with Article 263 TFEU. Where decisions of the Eugap Data Protection Board are of
direct and individual concern to a controller, gssor or the complainant, the latter may
bring an action for annulment against those dewssend they should do so within two
months of their publication on the website of thedpean Data Protection Board, in
accordance with Article 263 TFEU. Without prejudicethis right under Article 263
TFEU, each natural or legal person should haveffantee judicial remedy before the
competent national court against a decision ofpemusory authority which produces legal
effects concerning this person. Such a decisiorarms in particular the exercise of
investigative, corrective and authorisation powwrshe supervisory authority or the
dismissal or rejection of complaints. However, thight does not encompass other
measures of supervisory authorities which are egally binding, such as opinions issued
by or advice provided by the supervisory authofyoceedings against a supervisory
authority should be brought before the courts ef lhlember State, where the supervisory
authority is established and should be conducteacgordance with the national procedural
law of that Member State. Those courts should éeifall jurisdiction which should
include jurisdiction to examine all questions aftfand law relevant to the dispute before it.
Where a complaint has been rejected or dismisseal fiypervisory authority, the
complainant may bring proceedings to the courtthénsame Member State. In the context
of judicial remedies relating to the applicationtbis Regulation, national courts which
consider a decision on the question necessarydblethem to give judgment, may, or in
the case provided for in Article 267 TFEU, musguest the Court of Justice to give a

preliminary ruling on the interpretation of Unical including this Regulation.
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Furthermore, where a decision of a supervisorya@atithimplementing a decision of the
European Data Protection Board is challenged bedanational court and the validity of
the decision of the European Data Protection Baaat issue, that national court does
not have the power to declare the European Datee@ion Board's decision invalid but
must refer the question of validity to the CourtJoktice in accordance with Article 267
TFEU as

interpreted by the Court of Justice in the Fotcsfroas whenever it considers the decision
invalid. However, a national court may not refeguestion on the validity of the decision
of the European Data Protection Board at the reéquiea natural or legal person which
had the opportunity to bring an action for annulimeinthat decision, in particular if it was
directly and individually concerned by that deamsidbut had not done so within the period
laid down by Article 263 TFEU.

(113aWhere a court seized with a proceeding againstcasida of a supervisory authority has
reason to believe that proceedings concerning dhee grocessing such as the same subject
matter as regards processing of the same contaollprocessor activities or the same cause
of action are brought before a competent courtnimtlzer Member State, it should contact
that court in order to confirm the existence offsvelated proceedings. If related
proceedings are pending before a court in anothemibér State, any court other than the
court first seized may stay its proceedings or noayrequest of one of the parties, decline
jurisdiction in favour of the court first seizedtife latter has jurisdiction over the
proceedings in question and its law permits thesotisation of such related proceedings.
Proceedings are deemed to be related where thesoacsely connected that it is
expedient to hear and determine them together ¢@ atae risk of irreconcilable judgments

resulting from separate proceedings.
(114) (...)

(115) (...)
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! Case C-314/85.
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(116) For proceedings against a controller or pgsae the plaintiff should have the choice to
bring the action before the courts of the Membetest where the controller or processor
has an establishment or where the data subjeclessgiinless the controller is a public

authority acting in the exercise of its public posve

(117) (...)

(118)Any damage which a person may suffer as a resyradessing that is not in compliance
with this Regulation should be compensated by twroller or processor, who should be
exempted from liability if they prove that they aret in any way responsible for the
damage, except in cases where one or more of tes obntrollers or processors
responsible for the event giving rise to the damaaee factually disappeared or ceased to
exist in law or have become insolvent. The concdéptamage should be broadly
interpreted in the light of the case law of the @af Justice of the European Union in a
manner which fully reflects the objectives of tRisgulation. This is without prejudice to
any claims for damage deriving from the violatidnother rules in Union or Member State
law. When reference is made to a processing thabtisn compliance with this Regulation
it also covers processing that is not in compliamgd delegated and implementing acts
adopted in accordance with this Regulation andnatilaw specifying rules of this
Regulation. Data subjects should receive full affecgve compensation for the damage
they have suffered. Where controllers or procesaosnvolved in the same processing
each controller or processor should be held liédlehe entire damage. However, where
they are joined to the same judicial proceedingsaccordance with national law,
compensation may be apportioned according to thlsporesibility of each controller or
processor for the damage caused by the procegsingided that full and effective
compensation of the data subject who suffered #made is ensured. Any controller or
processor who has paid full compensation, may sufesely institute recourse proceedings

against other controllers or processors involvethésame processing.

(118a)Vhere specific rules on jurisdiction are contaimethis Regulation, in particular as regards
proceedings seeking a judicial remedy including gensation, against a controller or
processor, general jurisdiction rules such as tlmddRegulation (EU) No 1215/2012 should

not prejudice the application of such specific sule
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(118b)n order to strengthen the enforcement of the rafethis Regulation, penalties and
administrative fines may be imposed for any infemgnt of the Regulation, in addition to,
or instead of appropriate measures imposed byupergisory authority pursuant to this
Regulation. In a case of a minor infringement athé fine likely to be imposed would
constitute a disproportionate burden to a natueesgn, a reprimand may be issued instead
of a fine. Due regard should however be given ®rature, gravity and duration of the
infringement, the intentional character of theiigement, actions taken to mitigate the
damage suffered, degree of responsibility or algvamt previous infringements, the
manner in which the infringement became known ® shpervisory authority, compliance
with measures ordered against the controller ocgssor, adherence to a code of conduct
and any other aggravating or mitigating factor. Trhposition of penalties and
administrative fines should be subject to adegpabeedural safeguards in conformity with
general principles of Union law and the CharteFohdamental Rights, including effective

judicial protection and due process.

(119)Member States may lay down the rules on criminatsans for infringements of this
Regulation, including for infringements of natiomales adopted pursuant to and within the
limits of this Regulation. These criminal sanctionay also allow for the deprivation of the
profits obtained through infringements of this Ragan. However, the imposition of
criminal sanctions for infringements of such nagiorules and of administrative sanctions

not lead to the breach of the principle of ne bigdem, as interpreted by the Court of

Justiceof the European Union
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(120)In order to strengthen and harmonise administrgiemalties against infringements of this
Regulation, each supervisory authority should hérgepower to impose administrative
fines. This Regulation should indicate offencd® upper limit and criteria for fixing the
related administrative fines, which should be deteed by the competent supervisory
authority in each individual case, taking accouhtedevant circumstances of the specific
situation, with due regard in particular to theunat gravity and duration of the breach
and of its consequences and the measures takerstioeecompliance with the obligations
under the Regulation and to prevent or mitigateahesequences of the infringement.
Where the fines are imposed on persons that ara wommercial undertaking, the
supervisory authority should take account of theegal level of income in the Member
State in considering the appropriate amount of fiffee consistency mechanism may also
be used to promote a consistent application of @dtrative fines. It should be for the
Member States to determine whether and to whicangxtublic authorities should be
subject to administrative fines. Imposing an adstiative fine or giving a warning does not
affect the application of other powers of the sugery authorities or of other sanctions

under the Regulation.

(120a) (new) The legal systems of Denmark and ksstdm not allow for administrative
fines as set out in this Regulation. The rules dmiaistrative fines may be applied in such
a manner that in Denmark, the fine is imposed bymetent national courts as a criminal
sanction and in Estonia, the fine is imposed bystingervisory authority in the framework of
a misdemeanor procedure, provided that such amcapph of the rules in those Member
States has an equivalent effect to administrathesfimposed by supervisory authorities.
Therefore the competent national courts should talceaccount the recommendation by
the supervisory authority initiating the fine. Inyaevent, the fines imposed should be

effective, proportionate and dissuasive.

(120a)Vhere this Regulation does not harmonise admitigtrpenalties or where necessary in
other cases, for example in cases of serious g&@ments of the Regulation, Member States
should implement a system which provides for eiffectproportionate and dissuasive
penalties. The nature of such penalties (crimimadministrative) should be determined by

national law.
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(121)Member States law should reconcile the rules gawgrineedom of expression and
information, including journalistic, academic, atit and or literary expression with the right
to the protection of personal data pursuant to Ragulation. The processing of personal
data solely for journalistic purposes, or for thegmses of academic, artistic or literary
expression should be subject to derogations or ptiens from certain provisions of this
Regulation if necessary to reconcile the righthe protection of personal data, with the
right to freedom of expression and informationgasaranteed by Article 11 of the Charter
of Fundamental Rights of the European Union. Thiu&l apply in particular to processing
of personal data in the audiovisual field and iwsi@rchives and press libraries. Therefore,
Member States should adopt legislative measureshvehould lay down exemptions and
derogations which are necessary for the purposmlahcing these fundamental rights.
Such exemptions and derogations should be adoptéldebMember States on general
principles, on the rights of the data subject, ontwller and processor, on the transfer of
data to third countries or international organ@adj on the independent supervisory
authorities, on co-operation and consistency andpauific data processing situations. In
case these exemptions or derogations differ fromMember State to another, the national
law of the Member State to which the controllesusbject should apply. In order to take
account of the importance of the right to freeddnexpression in every democratic
society, it is necessary to interpret notions iato that freedom, such as journalism,

broadly.
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(121a)rhis Regulation allows the principle of public assdo official documents to be taken into
account when applying the provisions set out ia Begulation. Public access to official
documents may be considered as a public interessoRal data in documents held by a
public authority or a public body should be ablebt publicly disclosed by this authority or
body if the disclosure is provided for by Union law Member State law to which the
public authority or public body is subject. Suctvdashould reconcile public access to
official documents and the reuse of public seatdormation with the right to the
protection of personal data and may therefore pgeofor the necessary reconciliation with
the right to the protection of personal data pumsta this Regulation. The reference to
public authorities and bodies should in this conieglude all authorities or other bodies
covered by Member State law on public access tameats. Directive 2003/98/EC of the
European Parliament and of the Council of 17 Nowm#903 on the re-use of public
sector information leaves intact and in no waya$#edhe level of protection of individuals
with regard to the processing of personal data wtlte provisions of Union and national
law, and in particular does not alter the obligagi@nd rights set out in this Regulation. In
particular, that Directive should not apply to do@nts access to which is excluded or
restricted by virtue of the access regimes on teirgds of protection of personal data,
and parts of documents accessible by virtue of elrlegimes which contain personal data
the re-use of which has been defined by law asggharompatible with the law concerning

the protection of individuals with regard to theopessing of personal data.
(122) (...)

(123) (...)
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(124)National law or collective agreements (includin@rits agreements’) may provide for
specific rules on the processing of employees'gmaisdata in the employment context, in
particular for the purposes of the recruitment, peeformance of the contract of
employment, including discharge of obligations ldmvn by law or by collective
agreements, management, planning and organisatimoré, equality and diversity in the
workplace, health and safety at work, and for thgpses of the exercise and enjoyment,
on an individual or collective basis, of rights dmehefits related to employment, and for

the purpose of the termination of the employmelfatticsship.

(125)[The processing of personal data for the purpo$ésstorical, statistical or scientific
purposes and for archiving purposes in the pubterést should, in addition to the general
principles and specific rules of this Regulatianparticular as regards the conditions for
lawful processing, also comply with respect to ottedevant legislation such as on clinical
trials. The further processing of personal datahistorical, statistical and scientific
purposes and for archiving purposes in the pubterest should not be considered
incompatible with the purposes for which the dag iaitially collected and may be
processed for those purposes for a longer periad tiecessary for that initial purpose.
Member States should provide for appropriate saehto the processing of personal data
for historical, statistical and scientific purposex for archiving purposes in the public
interest. Member States should be authorised teiggpunder specific conditions and in
the presence of appropriate safeguards for datactspspecifications and derogations to
the information requirements, rectification, erauo be forgotten, restriction of processing
and on the right to data portability and the rightobject when processing personal data
for historical, statistical or scientific purposasd for archiving purposes. The conditions
and safeguards in question may entail specific gmores for data subjects to exercise those
rights if this is appropriate in the light of therposes sought by the specific processing
along with technical and organisational measunega@iat minimising the processing of

personal data in pursuance of the proportionafity aecessity principles.]
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(1253)(...)

(125aa) By coupling information from registriessearchers can obtain new knowledge of great
value when it comes to e.g. widespread diseaseard®vascular disease, cancer,
depression etc. On the basis of registries, relsgasults can be enhanced, as they draw
on a larger population. Within social science, aesle on the basis of registries enables
researchers to obtain essential knowledge abogttlenn impact of a number of social
conditions e.g. unemployment, education, and thelew of this information to other life
conditions.

Research results obtained on the basis of regigtrievide solid, high quality knowledge,
which can provide the basis for the formulation angdlementation of knowledge-based
policy, improve the quality of life for a number pé&ople, and improve the efficiency of
social services etc. In order to facilitate scientiesearch, personal data can be processed
for scientific purposes subject to appropriate dmms and safeguards set out in Member
State or Union law. Hence consent from the datgstishould not be necessary for each

further processing for scientific purposes.

(125b)Where personal data are processed for anghpiirposes, this Regulation should also
apply to that processing, bearing in mind that Begjulation should not apply to deceased
persons. Public authorities or public or privatelibe that hold records of public interest
should be services which, pursuant to Union or Mam&tate law, have a legal obligation
to acquire, preserve, appraise, arrange, desadremunicate, promote, disseminate and
provide access to records of enduring value foeg@rpublic interest. Member States
should also be authorised to provide that persdai may be further processed for
archiving purposes, for example with a view to pong specific information related to the
political behaviour under former totalitarian stagégimes, genocide, crimes against

humanity, in particular the Holocaust, or war créme
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(126, Where personal data are processed for scientifipgses this Regulation should also
apply to that processing. For the purposes ofRlegulation, processing of personal data
for scientific purposes should include fundamengégkarch, applied research, privately
funded research and in addition should take intmact the Union's objective under
Article 179(1) of the Treaty on the Functioningtbé European Union of achieving a
European Research Area. Scientific purposes shadsidinclude studies conducted in the
public interest in the area of public health. Toemmthe specificities of processing personal
data for scientific purposes specific conditionswgth apply in particular as regards the
publication or otherwise disclosure of personabhdatthe context of scientific purposes. If
the result of scientific research in particulathe health context gives reason for further
measures in the interest of the data subject, ¢énergl rules of this Regulation should

apply in view of those measures.

(126a)Vhere personal data are processed for historicgloses, this Regulation should also
apply to that processing. This should also incliorical research and research for
genealogical purposes, bearing in mind that thiguReion should not apply to deceased

persons.

(126b¥or the purpose of consenting to the participaiiorscientific research activities in
clinical trials the relevant provisions of Regudeti(EU) No. 536/2014 of the European
Parliament and of the Council should apply.

(126cWhere personal data are processed for statisticgloges, this Regulation should apply to
that processing. Union law or Member State law khowithin the limits of this
Regulation, determine statistical content, contrfohiccess, specifications for the processing
of personal data for statistical purposes and gpf@i® measures to safeguard the rights
and freedoms of the data subject and for guarangesatistical confidentiality.
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(126d)rhe confidential information which the Union andioaal statistical authorities collect for
the production of official European and officialtiomal statistics should be protected.
European statistics should be developed, producddisseminated in conformity with the
statistical principles as set out in Article 338(#)the Treaty of the Functioning of the
European Union, while national statistics shou&batomply with national law. Regulation
(EC) No 223/2009 of the European Parliament anthefCouncil of 11 March 2009 on
European statistics and repealing Regulation (E€atém) No 1101/2008 of the European
Parliament and of the Council on the transmissibdata subject to statistical
confidentiality to the Statistical Office of the Epean Communities, Council Regulation
(EC) No 322/97 on Community Statistics, and Coubetision 89/382/EEC, Euratom
establishing a Committee on the Statistical Progmasof the European Communities
provides further specifications on statistical aerftiality for European statistics.

(127)As regards the powers of the supervisory authertiieobtain from the controller or
processor access to personal data and acceéssh&r premises, Member States may
adopt by law, within the limits of this Regulatiospecific rules in order to safeguard the
professional or other equivalent secrecy obligatiam so far as necessary to reconcile the
right to the protection of personal data with atigaion of professional secrecy. This is
without prejudice to existing Member State obliga to adopt professional secrecy where
required by Union law.

(128)This Regulation respects and does not prejudicestidieis under existing constitutional law
of churches and religious associations or comnamin the Member States, as recognised
in Article 17 of the Treaty on the Functioning detEuropean Union.

(129)In order to fulfil the objectives of this Regulationamely to protect the fundamental rights
and freedoms of natural persons and in partichiar right to the protection of personal
data and to ensure the free movement of persotalvdthin the Union, the power to
adopt acts in accordance with Article 290 of thealy on the Functioning of the
European Union should be delegated to the Commis#ioparticular, delegated acts
should be adopted in respect of criteria and requants for certification mechanisms. It is
of particular importance that the Commission cauy appropriate consultations during its
preparatory work, including at expert level. Then@aission, when preparing and drawing-
up delegated acts, should ensure a simultaneonslytand appropriate transmission of
relevant documents to the European Parliament anohcl.
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(130)In order to ensure uniform conditions for the innpdatation of this Regulation,
implementing powers should be conferred on the Cisaiom when provided for by this
Regulation.  Those powers should be exercisetaordance with Regulation (EU) No
182/2011 of the European Parliament and of the @bah16 February 2011 laying down
the rules and general principles concerning meshanfor control by the Member States of
the Commission's exercise of implementing powehs2his context, the Commission should

consider specific measures for micro, small andimmedized enterprises.

(131)The examination procedure should be used for tloptaxh of implementing acts on
standard contractual clauses between controlle¥sparcessors and between processors;
codes of conduct; technical standards and mechari@ncertification; the adequate level
of protection afforded by a third country or a @my or a processing sector within that
third country or an international organisation; pidstandard protection clauses; formats
and procedures for the exchange of informationlegtenic means between controllers,
processors and supervisory authorities for bindogorate rules; mutual assistance; the
arrangements for the exchange of information bgtedaic means between supervisory
authorities, and between supervisory authorities the European Data Protection Board

given that those acts are of general scope.

(132)The Commission should adopt immediately applicabj@ementing acts where, in duly
justified cases relating to a third country or gitery or a processing sector within that
third country or an international organisation whaoes not ensure an adequate level of
protection and relating to matters communicatedugervisory authorities under the

consistency mechanism, imperative grounds of urgeocrequire.

2 Regulation (EU) No 182/2011 of the European Parliamt and of the Council of 16

February 2011 laying down the rules and general meiples concerning mechanisms
for control by Member States of the Commission’seesise of implementing powers,
OJ L 55, 28.2.2011, p. 13.
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(133)Since the objectives of this Regulation, namelgmsure an equivalent level of protection
of individuals and the free flow of data throughdlé Union, cannot be sufficiently
achieved by the Member States and can thereforegdson of the scale or effects of the
action, be better achieved at Union level, the bmmay adopt measures, in accordance
with the principle of subsidiarity as set out intiéle 5 of the Treaty on European Union.
In accordance with the principle of proportionakty set out in that Article, this Regulation

does not go beyond what is necessary in order h@\ae that objective.

(134)Directive 95/46/EC should be repealed by this Ratgpn. Processing already under way on
the date of application of this Regulation showdhoought into conformity with this
Regulation within the period of two years after evhthis Regulation enters into force.
However, where such processing is in compliancé Witective 95/46/EC, the
requirements of this Regulation concerning theyaagrout of data protection impact
assessments and the prior consultation of the wspey authority should not apply to the
processing operations already under way prior €oettitry into force of this Regulation,
given that these requirements, by their very natare to be met prior to the processing.
Where such processing is in compliance with Divec85/46/EC, it is also not necessary
for the data subject to give his or her consentnag@a as to allow the controller to
continue such processing after the data of applicaif this Regulation. Commission
decisions adopted and authorisations by supervisotiyorities based on Directive

95/46/EC remain in force until amended, replacedepealed.

(135)This Regulation should apply to all matters conicgynthe protection of fundamental rights
and freedom vis-a-vis the processing of persont, dahich are not subject to specific
obligations with the same objective set out in Bliree 2002/58/EC, including the
obligations on the controller and the rights ofiidtials. In order to clarify the relationship
between this Regulation and Directive 2002/58/Htg, latter Directive should be amended
accordingly. Once this Regulation is adopted, Divec2002/58/EC should be reviewed in

particular in order to ensure consistency with BRegulation.

(136) (...)

(137) (..))
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(138) (...)

(139) (..))

CHAPTER |

GENERAL PROVISIONS

Article 1

Subject matter and objectives

1. This Regulation lays down rules relating to thetpction of individuals with regard to
the processing of personal data and rules relatirtipe free movement of personal

data.

2.  This Regulation protects fundamental rights anddoens of natural persons, and in

particular their right to the protection of persbdata.

2a. (...)

3. The free movement of personal data within the Umsiball neither be restricted nor
prohibited for reasons connected with the protectibindividuals with regard to the

processing of personal data.

Article 2

Material scope

1. This Regulation applies to the processing of peakdata wholly or partly by automated
means, and to the processing other than by autdnma¢é@ns of personal data which form

part of a filing system or are intended to formtpafra filing system.
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2a.

This Regulation does not apply to the processingen$onal data:

(@) in the course of an activity which falls outside tfcope of Union law;

(b) (.)

(c) by the Member States when carrying out activitiéscty fall within the scope

of Chapter 2 of Title V of the Treaty on Europeanid;
(d) by a natural person in the course of a purely paisor household activity;

[(e) by competent authorities for the purposes ewention, investigation, detection or
prosecution of criminal offences, the executiorcinal penalties or the

safeguarding against and the prevention of thr@afsublic security.]

For the processing of personal data by the Unstitutions, bodies, offices and agencies,
Regulation (EC) No 45/2001 applies. Regulation (E©)45/2001 and other Union legal
instruments applicable to such processing of palstdata shall be adapted to the

principles and rules of this Regulation in accomawith Article 90a.

This Regulation shall be without prejudice to tipplecation of Directive 2000/31/EC, in
particular of the liability rules of intermediargrsice providers in Articles 12 to 15 of

that Directive.

Article 3

Territorial scope

This Regulation applies to the processing of peakdata in the context of the activities of
an establishment of a controller or a processoth@ Union, regardless of whether the

processing takes place in the Union or not.
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2. This Regulation applies to the processing of paakdata of data subjects who are in
the Union by a controller or processor not esthétisin the Union, where the

processing activities are related to:

(a) the offering of goods or services, irrespectivavbether a payment of the data

subject is required, to such data subjects in then) or

(b) the monitoring of their behaviour as far as the&hdwiour takes place within

the European Union.

3. This Regulation applies to the processing of peakdata by a controller not established in
the Union, but in a place where the national lava dflember State applies by virtue of

public international law.

Article 4

Definitions
For the purposes of this Regulation:

(1) ‘'personal data' means any information relatm@r identified or identifiable natural
person 'data subject’; an identifiable person & who can be identified, directly
or indirectly, in particular by reference to anntiger such as a name, an
identification number, location data, online idéetior to one or more factors
specific to the physical, physiological, genetiental, economic, cultural or social

identity of that person;

2 (.)

(3) 'processing’ means any operation or set of opesatihich is performed upon
personal data or sets of personal data, whethaptoby automated means, such as
collection, recording, organization, structurintprage, adaptation or alteration,
retrieval, consultation, use, disclosure by trassimn, dissemination or otherwise

making available, alignment or combination, resiit, erasure or destruction;
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(32)

'restriction of processing' means the magrkihstored personal data with the aim of

limiting their processing in the future;

(3aa) 'profiling’ means any form of automated psstey of personal data consisting of

(30)

(4)

(5)

(6)

(7)

using those data to evaluate certain personal sspelating to a natural person, in
particular to analyse or predict aspects concerthag natural person's performance
at work, economic situation, health, personal pegfees, interests, reliability,

behaviour, location or movements;

‘pseudonymisation’ means the processing sbopal data in such a way that the data
can no longer be attributed to a specific dataesibwithout the use of additional
information, as long as such additional informat®rkept separately and subject to
technical and organisational measures to ensurattobution to an identified or
identifiable person;

filing system' means any structured set of persdata which are accessible
according to specific criteria, whether centralizddcentralized or dispersed on a
functional or geographical basis;

‘controller' means the natural or legal personip@wthority, agency or any other
body which alone or jointly with others determirtbe purposes and means of the
processing of personal data; where the purposesnaaas of processing are
determined by Union law or Member State law, theticler or the specific criteria
for his nomination may be designated by Union lawbyp Member State law;

'processor' means a natural or legal person, pabticority, agency or any other
body which processes personal data on behalf o€ahéroller;

'recipient’ means a natural or legal person, puhlihority, agency or any other body,
to which the personal data are disclosed, whethéiré party or not. However,
public authorities which may receive data in therfework of a particular inquiry in
accordance with national law shall not be regaraedecipients; the processing of
these data by those public authorities shall beompliance with the applicable data
protection rules according to the purposes of tloegssing.
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(7a) ‘'third party’' means any natural or legal perpublic authority, agency or any other
body other than the data subject, the controlles, grocessor and the persons who,
under the direct authority of the controller or ghrecessor, are authorized to process
the data;

(8) 'the data subject's consent' means any freely gspmacific and informed indication
of his or her wishes by which the data subjecheeity a statement or by a clear
affirmative action, signifies agreement to persatath relating to them being

processed;

(9) ‘'personal data breach’ means a breach of secemityny to the accidental or
unlawful destruction, loss, alteration, unauthatisksclosure of, or access to,

personal data transmitted, stored or otherwisegssed,;

(10) 'genetic data’' means all personal data relatindpeéogenetic characteristics of an
individual that have been inherited or acquiredictvigive unique information about
the physiology or the health of that individualsuking in particular from an analysis
of a biological sample from the individual in quest

(11) 'biometric data’ means any personal data resuttorg specific technical
processing relating to the physical, physiologmabehavioural characteristics of
an individual which allows or confirms the uniqukemtification of that individual,
such as facial images, or dactyloscopic data;

(12) 'data concerning health’ means personal data detaté¢he physical or mental health
of an individual, including the provision of healttare services, which reveal
information about his or her health status.”

(12a) (...)
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(13) 'main establishment' means:

(a) as regards a controller with establishments in ntbaa one Member State,
the place of its central administration in the Unianless the decisions on the
purposes and means of the processing of persotabda taken in another
establishment of the controller in the Union ane ldtter establishment has the
power to have such decisions implemented, in thse ¢he establishment
having taken such decisions shall be considerdtieasnain establishment;.

(b) as regards a processor with establishments in thareone Member State, the
place of its central administration in the Uniongdaif the processor has no
central administration in the Union, the establishtrof the processor in the
Union where the main processing activities in tbatext of the activities of an
establishment of the processor take place to ttenethat the processor is
subject to specific obligations under this Regalati

(14) 'representative’ means any natural or legal peestablished in the Union who,
designated by the controller or processor in wgifilursuant to Article 25,
represents the controller or processor, with regartheir respective obligations
under this Regulation;

(15) 'enterprise’ means any natural or legal persongaahen an economic activity,
irrespective of its legal form, including partnapshor associations regularly engaged
in an economic activity;

(16) 'group of undertakings' means a controlling und@ntaand its controlled undertakings;

(17) 'binding corporate rules' means personal data gtiotepolicies which are adhered to
by a controller or processor established on thetdey of a Member State of the
Union for transfers or a set of transfers of peasaata to a controller or processor
in one or more third countries within a group oflartakings or group of enterprises

engaged in a joint economic activity;

(18) (...)
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(19) 'supervisory authority' means an independent pabitbority which is established by

a Member State pursuant to Article 46;

(19a) 'supervisory authority concerned' means arsigory authority which is concerned

by the processing, because:

(@)

(b)

(c)
authority.

either:

(@)

(b)

the controller or processor is established on éhnetory of the Member State

of that supervisory authority;

data subjects residing in this Member State arstanbally affected or likely

to be substantially affected by the processing; or
a complaint has been lodged to that supervisory

(19b) ‘cross-border processing of peabdata’ means

processing which takes place in the context ofattvities of establishments
in more than one Member State of a controller @r@cessor in the Union
and the controller or processor is establishedanenthan one Member State;

or

processing which takes place in the context ofatttésities of a single
establishment of a controller or processor in timokl but which substantially
affects or is likely to substantially affect datzbgcts in more than one

Member State.

(19¢) 'relevant and reasoned objection' means:

an objection as to whether there is an infringenadribis Regulation or not, or, as

the case may be, whether the envisaged actioratoreto the controller or

processor is in conformity with the Regulation. Tdigection shall clearly

demonstrate the significance of the risks posethbydraft decision as regards the

fundamental rights and freedoms of data subjeaisvdrere applicable, the free flow

of personal data within the Union;
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(20) 'Information Society service' means any serviceefted by Article 1 (2) of Directive
98/34/EC of the European Parliament and of the €boh22 June 1998 laying
down a procedure for the provision of informatiarthe field of technical standards

and regulations and of rules on Information Socssvices;

(21) 'international organisation' means an organisat@m its subordinate bodies
governed by public international law or any othedy which is set up by, or on

the basis of, an agreement between two or moretigesin

CHAPTER Il

PRINCIPLES

Article 5

Principles relating to personal data processing
1. Personal data must be:

(a) processed lawfully, fairly and in a transparent ngann relation to the data

subject (“lawfulness, fairness and transparency”);

(b) collected for specified, explicit and legitimaterpases and not further processed in
a way incompatible with those purposes; [furthevcpssing of personal data for
archiving purposes in the public interest or sdientstatistical or historical
purposes shall in accordance with Arti€lg5(2) not be considered incompatible

with the initial purposes;] (“purpose limitation”);

(c) adequate, relevant and limited to what is necesramlation to the purposes for

which they are processed (“data minimisation”);

(d) accurate and, where necessary, kept up to date; e@sonable step must be taken
to ensure that personal data that are inaccuratendhregard to the purposes for

which they are processed, are erased or rectifidtbut delay (“accuracy”);
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(e)

(eb)

(ee)

V)

with

kept in a form which permits identification of dagabjects for no longer than is
necessary for the purposes for which the persaatal dre processed; [personal data
may be stored for longer periods insofar as tha dalt be processed [solely] for
archiving purposes in the public interest, or ddienstatistical, or historical
purposes in accordance with Artid&6(2) subject to implementation of the
appropriate technical and organisational measwgsined by the Regulation in
order to safeguard the rights and freedomghefdata subject] (“storage

limitation™);

processed in a way that protects againaitbaased or unlawful processing and
against accidental loss, destruction or damagag wegppropriate technical or

organisational measures (“integrity and confiddityig;

(...)
(...)

The controller shall be responsible for and be &bldemonstrate compliance

paragraph 1 (“accountability”).

Article 6

Lawfulness of processing

1. Processing of personal data shall be lawful ongnifl to the extent that at least one of

the following applies:

(@)

(b)

(€)

the data subject has given [unambiguous] consettieé@rocessing of their

personal data for one or more specific purposes;

processing is necessary for the performance oh&ract to which the data subject
is party or in order to take steps at the requéshe data subject prior to entering

into a contract;

processing is necessary for compliance with a legldation to which the controller
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is subject;
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(d) processing is necessary in order to protect tlad miterests of the data subject or

of another natural person;

(e) processing is necessary for the performance o$ladarried out in the public interest

or in the exercise of official authority vestedtive controller;

(  processing is necessary for the purposes of thignate interests pursued by the
controller or by a third party, except where sudierests are overridden by the
interests or fundamental rights and freedoms ofddit@ subject which require
protection of personal data, in particular where dlata subject is a child. This shall

| not apply to processing carried out by public atities in the performancexereise

of their tasks.

I~

[2 Processing of personal data which is necessargrfdnving purposes in the public
interest,er—for histericagcientific, statistical orscientifichistorical purposes shall biewful

ubjectalsoto-the conditionsandsafeguardseferredto-in-A e-83Jsubject to

appropriate safeguards fothe rights andreedomsof the data subjecThesesafeguards
shall ensurethat technical and organisationameasuregursuantto this Requlationarein

| in_particular in order to ensurethe r tof the principle of
and include processingwhich does notpermit or not any longepermit the identification
of data subje Jjch as pseudonymisatioras long as thesepurposescan be fulfilled

in this manner.

2a. (new) Member States may maintain or introduoeenspecific provisions to adapt the
application of the rules of this Regulation witlgaed to the processing of personal data for
compliance with Article 6(1)(c) and (e) by determinmore precisely specific requirements
for the processing and other measures to ensufalland fair processing including for

other specific processing situations as providedrfadChapter IX.

3. The basis for the processing referred to in paiptafd (e) of paragraph 1 must be laid
down by:

(@) Union law, or
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(b) Member State law to which the controller is subject

The purpose of the processing shall be determimehis legal basis or as regards the
processing referred to in point (e) of paragrapbelnecessary for the performance of a
task carried out in the public interest or in tixereise of official authority vested in the
controller. This legal basis may contain specifioyisions to adapt the application of rules
of this Regulation, inter alia the general condisi@yoverning the lawfulness of data
processing by the controller, the type of data Wwisice subject to the processing, the data
subjects concerned; the entities to, and the pespts which the data may be disclosed,;
the purpose limitation; storage periods and praegssperations and processing
procedures, including measures to ensure lawfulfaingorocessing, including for other

specific processing situations as provided for ia@er I1X.

3a. Where the processing for another purpose tlewonke for which the data have been collected
is not based on the data subject’s consent or dni@n or Member State law which
constitutes a necessary and proportionate measwaémocratic society to safeguard the
objectives referred to in points (aa) to (g) ofiélet 21(1), the controller shall, in order to
ascertain whether processing for another purposenygatible with the purpose for which

the data are initially collected, take into accounter alia:

(a) any link between the purposes for which the datee ieeen collected and the

purposes of the intended further processing;

(b) the context in which the data have been colleategarticular regarding

the relationship between data subjects and thealzmf

(c) the nature of the personal data, in particular idrespecial categories of personal
data are processed, pursuant to Article 9 or whetasa related to criminal

convictions and offences are processed, pursuaAttice 9a;
(d) the possible consequences of the intended furtteerepsing for data subjects;

(e) the existence of appropriate safeguards, which in@iyde encryption

or pseudonymisation.
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Article 7

Conditions for consent

1. Where processing is based on consent, the comtebidl be able to demonstrate that

consent was given by the data subject to the psoxesf their personal data.

la. (...)

2. If the data subject's consent is given in the odndé a written declaration which also
concerns other matters, the requirement for conseist be presented in a manner which
is clearly distinguishable from the other mattemsan intelligible and easily accessible
form, using clear and plain language. Any parthaf teclaration which constitutes an
infringement of this Regulation that the data scibjeas given consent to shall not be

binding.

3. The data subject shall have the right to withdrasvdn her consent at any time. The
withdrawal of consent shall not affect the lawfsef processing based on consent before
its withdrawal Prior to giving consent, the data subject shalinb@rmed thereof{¥It shall

be as easy to withdraw consent as to give it.

4. fWhen assessing whether consent is freely givemuatcshall be taken of the fact
whether, among others, the performance of a cdntiratuding the provision of a
service, is made conditional on the consent toptieeessing of data that is not necessary

for the performance of this contrgct.
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Article 8

Conditions applicable to child's consent in relatido information society services

1. Where Article 6 (1)(a) applies, in relation to tbifering of information society services
directly to a child, the processing of personahkdatt a child below the age of 16 years
shall only be lawful if and to the extent that swdnsent is given or authorised by the

holder of parental responsibility over the child.

la. The controller shall make reasonable effortsdwofy in such cases that consent is given
or authorised by the holder of parental respoitgibtbver the child, taking into

consideration available technology.

2. Paragraph 1 shall not affect the general conteaetdf Member States such as the rules on

the validity, formation or effect of a contractnelation to a child.

Article 9

Processing of special categories of personal data

1. The processing of personal data, revealing raci&tlonic origin, political opinions,

religious or philosophical beliefs, trade-union nbemship, and the processing of genetic

data, biometridata specifically processedto uniquelyidentifpnrgidentify a person or

data concerning health or sex life and sexual tat@mn shall be prohibited.
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2. Paragraph 1 shall not apply if one of the followaggplies:

(@)

(b)

(€)

(d)

(e)

V)

(9)

the data subject has given explicit consent toptioeessing of those persomkdta,
except where Union law or Member State law provits the prohibition referred to

in paragraph 1 may not be lifted by the data sujpjerc

processing is necessary for the purposes of cgroin the obligations and
exercising specific rights of the controller ortbé data subject in the field of
employment and social security and social protac@ev in so far as it is authorised
by Union law or Member State law or a collectiveesgment pursuant to Member
State law providing for adequate safeguards forfuhdamental rights and the

interests of the data subject; or

processing is necessary to protect the vital isteref the data subject or of
another person where the data subject is physicallggally incapable of giving

consent; or

processing is carried out in the course of itstilgite activities with appropriate
safeguards by a foundation, association or anyr otbe-profit-seeking body with a
political, philosophical, religious or trade-uniamm and on condition that the
processing relates solely to the members or todommembers of the body or to
persons who have regular contact with it in cornoacivith its purposes and that the

data are not disclosed outside that body withoetcinsent of the data subjects; or

the processing relates to personal data which arefestly made public by the

data subject; or

processing is necessary for the establishmentcisgeor defence of legal claims

or whenever courts are acting in their judicial a&fy; or

processing is necessary for reasons of substgoidic interest, on the basis of

Union law or Member State law which shalk proportionate to the aim
pursued, respectthe essence of the right to data protection angrovide for

suitable and specific measures to safeguard the sidgject's legitimate interests; or
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(h) processing is necessary for the purposes of prigeeot occupational medicine, for
the assessment of the working capacity of the eyaplomedical diagnosis, the
provision of health or social care or treatmenthe management of health or social
care systems and services on the basis of UniorofaMember State law or pursuant
to contract with a health professional and suljjedhe conditions and safeguards

referred to in paragraph 4; or

(hb) processing is necessary for reasons of putécest in the area of public health, such
as protecting against serious cross-border thtealt®alth or ensuring high standards
of quality and safety of health care and of medicproducts or medical devices, on
the basis of Union law or Member State law whicbvates for suitable and specific
measures to safeguard the rights and freedomseaddta subject, such as

professional secrecy; or

a [& processing is necessary for archiving purposeldnpublic interesbrhisterica)
for_scientific, statistical orseientifichistorical purposesas referred to in Article
6(2) and subject to the conditions and safeguardsdiawn in Union or Member
State law-includingthosereferredto-in-Article-83.] which shalll
to the aim pursued, respect theessenceof the right to data protection and
provide for suitable and specificmeasuresto safeguard thefundamental rights
and the interests of the data subject.]

() I
(...)

Personal data referred to in paragraph 1 may beepsed for the purposes referred to in
point

(h) of paragraph 2 when those data are processed bgder the responsibility of a

professional subject to the obligation of profesalossecrecy under Union or Member State
law or rules established by national competentdsdr by another person also subject to
an obligation of secrecy under Union or Member &tatv or rules established by national

competent bodies.
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| 5. Member States may maintain or introduce furtherd¢é@ms_including limitations,
| with regard tothe processing ofgeneticdata, biometric data or health data.
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Article 9a

Processing of data relating to criminal convictiorend offences

Processing of personal data relating to criminalvextions and offences or related security
measures based on Article 6(1) may only be cawigdeither under the control of official
authority or when the processing is authorised hiptJ law or Member State law
providing for adequate safeguards for the right fas@edoms of data subjects. Any
comprehensive register of criminal convictions rbaykept only under the control of

official authority.

Article 10

Processing not requiring identification

1. If the purposes for which a controller processas@®l data do not or do no longer
require the identification of a data subject by toatroller, the controller shall not be
obliged to maintain, acquire or process additiom@rmation in order to identify the data

subject for the sole purpose of complying with tRisgulation.

2. Where, in such cases the controller is able to detnate that it is not in a position to
identify the data subject, the controller shalbmf the data subject accordingly, if
possible. In such casesticledArticles 15 to 18 do not apply except where the data
subject, for the purpose of exercising his or lights under these articles, provides

additional information enabling his or her ideitfiion.
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CHAPTER Il
RIGHTS OF THE DATA SUBJECT

SECTION 1
TRANSPARENCY AND MODALITIES

Article 11

Transparent information and communication

Article 12
Transparent information, communication and modaks for exercising the rights of

the data subject

1. The controller shall take appropriate measuresrowige any information referred to in
Article 14 and 14a and any communication underchgsi 15 to 19, and 32 relating to the
processing of personal data to the data subjeatdoncise, transparent, intelligible and
easily accessible form, using clear and plain lagguy in particular for any information
addressed specifically to a child. The informatshall be provided in writing, or by other
means, where appropriately in electronic form. Wreguested by the data subject, the

information may be given orally provided that tdentity of the data subject is proven
other means.
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la.

The controller shall facilitate the exercisedata subject rights under Articles 15 to 2.

cases referred to in Article 10(2) the controllealsnot refuse to act on the request of the
data subject for exercising his/her rights undeickes 15 to 19, unless the controller
demonstrates that he/she is not in a positiondatify the data subjeét.
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2. The controller shall provide information on actitaken on a request under Articles 15 to
20 to the data subject without undue delay andhetiatest within one month of receipt
of the request. This period may be extended foraaimum of two further months when
necessary, taking into account the complexity efdguest and the number of the
requests. Where the extended period applies, ttaestdject shall be informed within one
month of receipt of the request of the reasongHerdelay. Where the data subject makes
the request in electronic form, the informationlisha provided in electronic form where

possible, unless otherwise requested by the d&jacsu

3. If the controller does not take action on the retjwd# the data subject, the controller
shall inform the data subject without delay andhat latest within one month of receipt
of the request of the reasons for not taking actioth on the possibility of lodging a

complaint to a supervisory authority and seekirjgdicial remedy.

4. Information provided under Articles 14 and 14a ang communication and any actions
taken under Articles 15 to [19/20] and 32 shallppevided free of charge. Where requests
from a data subject are manifestly unfounded oessiwe, in particular because of their
repetitive character, the controller may chargeasonable fee taking into account the
administrative costs for providing the informationthe communication or taking the action
requested, or the controller may refuse to acthenréquest. In these cases, the controller
shall bear the burden of demonstrating the matyifesiffounded or excessive character of

the request.

4a. Without prejudice to Article 10, where the cofier has reasonable doubts concerning the
identity of the individual making the request reéel to in Articles 15 to 19, the
controller may request the provision of additiomébrmation necessary to confirm the

identity of the data subject.
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4b.

The information to be provided to data subjgetssuant to Article 14 and 14a may be
provided in combination with standardised icongider to give in an easily visible,
intelligible and clearly legible way a meaningfulepview of the intended processing.

Where the icons are presented electronically thayf be machine-readable.
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4c. The Commission shall be empowered to adopt diddgacts in accordance with Article 86
for the purpose of determining the information ® gresented by the icons and the
procedures for providing standardised icons.

Article 13

Rights in relation to recipients

(..

SECTION 2
INFORMATION AND ACCESS TO DATA

Article 14

Information to be provided where the data are cafled from the data subject

1. Where personal data relating to a data subjectalfected from the data subject, the

controller shall, at the time when personal datgaabtained, provide the data subject with
the following information:

(a) the identity and the contact details of the cofdgradnd, if any, of the controller's
representative; the controller shall also include ¢ontact details of the data
protection officer, if any;
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(b)

(€)

(d)

the purposes of the processing for which the pailstata are intended as well as

the legal basis of the processing.

where the processing is based on point (f) of Art@&(1), the legitimate

interests pursued by the controller or by a thiagty

where applicable, the recipients or categorieseoiprents of the personal data;
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(e)

where applicable, that the controller intends tnsfer personal data to a third
country or international organisation and the exise or absence of an adequacy
decision by the Commission, or in case of transfefasrred to in Article 42 or 43, or
point (h) of Article 44(1), reference to the appiafe or suitable safeguards and the

means to obtain a copy of them or where they haes Imade available;

la. In addition to the information referred to irrgggraph 1, the controller shall, at the time
when personal data are obtained, provide the dddig@ct with the following further
information necessary to ensure fair and transpar@tessing:

(a) the period for which the personal data will be sthror if this is not possible,
the criteria used to determine this period;

(b)

(c)

(d)

(e) the existence of the right to request from the i@dlet access to and rectification or
erasure of the personal data or restriction of ggsing of personal data concerning
the data subject or to object to the processinguch personal data as well as the
right to data portability;

(ea) where the processing is based on pointf(Aytale 6(1) or point (a) of Article 9(2),
the existence of the right to withdraw consentrat #me, without affecting the
lawfulness of processing based on consent beferwiihdrawal,
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(  the right to lodge a complaint to a supervisoryhatity;

(g) whether the provision of personal data is a stayubo contractual requirement, or
a requirement necessary to enter into a contraciyedl as whether the data subject
is obliged to provide the data and of the possiblesequences of failure to provide

such data;
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(h) the existence of automated decision making incugirofiling referred to in Article
20(1) and (3) and at least in those cases, meahindgdrmation about the logic
involved, as well as the significance and the emesl consequences of such
processing for the data subject.

1b. Where the controller intends to process the ftatanother purpose than the one for which
the data were collected the controller shall previde data subject prior to that
processing with information on that other purposd with any relevant further
information as referred to in paragraph la.

2. (..)

3. (..)

4.  (...)

5. Paragraphs 1, 1a and 1b shall not apply wherensondar as the data subject already has the

information.

6. (...)

7. (...)

8. (...)
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Article 14a

Information to be provided where the data have rimen obtained from the data subject

1. Where personal data have not been obtained frordatee subject, the controller shall
provide the data subject with the following infotioa:

(a) the identity and the contact details of the cofgradnd, if any, of the controller's
representative; the controller shall also include ¢ontact details of the data
protection officer, if any;
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(b) the purposes of the processing for which the palsdeta are intended as well as

the legal basis of the processing;

(c) where the processing is based on point (f) of Arté(1), the legitimate

interests pursued by the controller or by a thiagty

(d) where applicable, the recipients or categories of recipients ofjkesonal data;

(da) where applicable, that the controller insetal transfer personal data to a third
country or international organisation and the exise or absence of an adequacy
decision by the Commission, or in case of transfefasrred to in Article 42 or 43, or
point (h) of Article 44(1), reference to the appiafe or suitable safeguards and the

means to obtain a copy of them or where they haes Imade available;

2. In additionto the information referredto in paragraphl, the controller shall provide the

data subject with the following information necessaryto ensurefair and transparent

processing inrespectof the datasubject:

(a) the categories gbersonal data concerned;

(b) theperiodfor which the personalatawill be stored,or if thisis not possible,

the criteria usedto determinethis period;

(d) (...)
(da) (...)
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(e) the existence of the right to request from the idlet access to and rectification or
erasure of the personal data or restriction of ggsing of personal data concerning
the data subject and to object to the processirgudh personal data as well as the
right to data portability;

(ea) where the processing is based on pointf(Aytele 6(1) or point (a) of Article 9(2),
the existence of the right to withdraw consentrat #me, without affecting the

lawfulness of processing based on consent beferwiihdrawal,
(H  the right to lodge a complaint to a supervisoryhatity;

(g) from which source the personal data originate, ihagplicable, whether it came

from publicly accessible sources;
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(h)

the existence of automated decision making inctugirofiing referred to in Article
20[(1) and (3)] and at least in those cases, mgauinnformation about the logic
involved, as well as the significance and the emesl consequences of such
processing for the data subject.

3. The controller shall provide the information reétrto in paragraphs 1 and 2:

(@)

(b)

(€)

within a reasonable period after obtaining the data at the latest within one
month, having regard to the specific circumstangeshich the data are processed;
or

if the data are to be used for communication with data subject, at the latest at
the time of the first communication to that datajsat; or

if a disclosure to another recipient is envisagegdhe latest when the data are
first disclosed.

3a. Where the controller intends to process the fdatanother purpose other than the one for
which the data were obtained, the controller ghalvide the data subject prior to that
processing with information on that other purposd with any relevant further

information as referred to in paragraph 2.
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4. Paragraphs 1 to 3a shall not apply where and inssfa
(a) the data subject already has the information; or

(b) the provision of such information proves impossitewould involve a
disproportionate effort; in particular for procegsifor archiving purposes or for
historical, statistical or scientifi,esearetpurposes subject to the conditions and
safeguards referred to in Articl@4,-83,and836(2)]; in such cases the controller
shall take appropriate measures to protect the sidigct's rights and freedoms and
legitimate interests, including making the informatpublicly available; or

(c) obtaining or disclosure is expressly laid down bydd or Member State law to
which the controller is subject, which provides iayiate measures to protect the
data subject's legitimate interests; or

(d) where the data must remain confidential subjeartabligation of professional
secrecy regulated by Union or Member State lawudhieg a statutory obligation of
secrecy.
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Article 15

Right of access for the data subject

1. The data subject shall have the right to obtaimftbe controller confirmation as to

whether or not personal data concerning him oranerbeing processed, and where such

personal data are being processed, access to tidenlth the following information:

(a) the purposes of the processing;

(b) the categories of personal data concerned;

(c) the recipients or categories of recipients to whbepersonal data have been or will
be disclosed, in particular to recipients in the@untries or international
organisations;

(d) the period for which the personal data will be sthror if this is not possible,
the criteria used to determine this period;

(e) the existence of the right to request from the i@dlet rectification or erasure
of personal data or restriction of the processihgearsonal data concerning
the data subject or to object to the processinguch personal data;
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(  the right to lodge a complaint to a supervisoryhatity;

(g) where the personal data are not collected frond#ta subject, any

available information as to their source;

(h) the existence of automated decision making incugirofiling referred to in Article
20(1) and (3) and at least in those cases, meahimgfbrmation about the logic
involved, as well as the significance and the emesl consequences of such

processing for the data subject.

la. Where personal data are transferred to a tbwatcy or to an international organisation, the
data subject shall have the right to be informedhefappropriate safeguards pursuant to

Article 42 relating to the transfer.
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1b. The controller shall provide a copy of the paedalata undergoing processing. For any
further copies requested by the data subject, einéraller may charge a reasonable fee
based on administrative costs. Where the data ulnjgkes the request in electronic form,
and unless otherwise requested by the data subjecinformation shall be provided in an

electronic form, which is commonly used.

2a. The right to obtain a copy referred to in paapfrlb shall not adversely affect the rights and
freedoms of others.

T RO~
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SECTION 3

RECTIFICATION AND ERASURE

Article 16
Right to rectification

The data subject shall have the right to obtaimftbe controller without undue delay the
rectification of personal data concerning him or Which are inaccurate. Having regard to the
purposes for which data were processed, the déjacsishall have the right to obtain
completion of incomplete personal data, includiggneans of providing a supplementary

statement.

Article 17

Right to erasure (“to be forgotten")

1. The data subject shall have the right to obtaimftbe controller the erasure of personal
data concerning him or her without undue delay thedcontroller shall have the
obligation to erase personal data without unduaydehere one of the following grounds
applies:



(a) the data are no longer necessary in relation tgtmposes for which they

were collected or otherwise processed;

(b) the data subject withdraws consent on which thegssing is based according to point
(a) of Article 6(1), or point (a) of Article 9(2), anathere there is no other legal

ground for the processing of the data;

(c) the data subject objects to the processing of patstata pursuant to Article 19(1)
and there are no overriding legitimate groundstii@r processing, or the data subject

objects to the processing of personal data purdwaAtticle 19(2);
(d) they have been unlawfully processed,;

(e) the data have to be erased for compliance witlgyal lgbligation in Union or

Member State law to which the controller is subject

( the data have been collected in relation to theriofj of information society

services referred to in Article 8(1).

(..)

(...)

Where the controller has made the personalpmldibic and is obliged pursuant to paragraph 1
to erase the data, the controller, taking acco@iaivailable technology and the cost of
implementation, shall take reasonable steps, imdutkéchnical measures, to inform

controllers which are processing the data, thatddta subject has requested the erasure by

such controllers of any links to, or copy or region of that personal data.

Paragraphs 1 and 2 shall not apply to the exteitgiocessing of the personal

data is necessary:



(a) for exercising the right of freedom of expressiol anformation;



(b)

(€)

[(d)

(e)

(...
(...
(...
(...
(...
(...

)
)
)
)
)
)

for compliance with a legal obligation which reepsrprocessing of personal data by
Union or Member State law to which the controleisubject or for the performance
of a task carried out in the public interest othe exercise of official authority
vested in the controller;

for reasons of public interest in the area of pubkalth in accordance with
Article 9(2)(h) and (hb) as well as Article 9(4);

for archiving purposes in the public interestfor scientific, historical, statistical and

historical purposes in accordance with Artigles(2);]

for the establishment, exercise or defence gl lelaims.

Article 17a

Right to restriction of processing

The data subject shall have the right to obtaimftbe controller the restriction of

the processing of personal data where:

(@)

the accuracy of the data is contested by the ddiect, for a period enabling

the controller to verify the accuracy of the data;



(ab) the processing is unlawful and the dataestitmpposes the erasure of the data and

requests the restriction of their use instead;

(b) the controller no longer needs the personal datahi® purposes of the processing,
but they are required by the data subject for stallishment, exercise or defence

of legal claims; or

(c) he or she has objected to processing pursuant taleArl9(1) pending the
verification whether the legitimate grounds of @entroller override those of the

data subject.

2. Where processing of personal data has been restnsider paragraph 1, such data may,
with the exception of storage, only be processdtl thie data subject's consent or for the
establishment, exercise or defence of legal clami®r the protection of the rights of
another natural or legal person or for reasonsnpbrtant public interest of the Union or

of a Member State.

3. A data subject who obtained the restriction of pssing pursuant to paragraph 1 shall

be informed by the controller before the restrictaf processing is lifted.

Article 17b

Notification obligation regarding rectification, easure or restriction

The controller shall communicate any rectificatienasure or restriction of processing carried
out in accordance with Articles 16, 17(1) and 1ga#&ch recipient to whom the data have
been disclosed, unless this proves impossiblevarvias disproportionate effort. The controller

shall inform the data subject about those recipignthe data subject requests this.



Article 18
Right to data portability

1. (.)

2. The data subject shall have the right to receieepiérsonal data concerning him or her,
which he or she has provided to a controller, stractured and commonly used and
machine- readable format and have the right tostréinthose data to another controller

without hindrance from the controller to which ttieta have been provided, where:

(&) the processing is based on consent pursuant té @imf Article 6(1) or point
(a) of Article 9 (2) or on a contract pursuant tnp (b) of Article 6 (1); and

(b) the processing is carried out by automated means.

2a. (new) [In exercising his or her right to dat@rtpbility pursuant to paragraph 1, the data
subject has the right to obtain that the data amdmitted directly from controller to
controller where technically feasiblend—available—er—unless-this—would—invelve

; : forte fort lers]

2a. The exercise of this right shall be without pdaje to Article 17. The right referred to in
paragraph 2 shall not apply to processing necedsathe performance of a task carried

out in the public interest or in the exercise dic@l authority vested in the controller.

2aa. The right referred to in paragraph 2 shdllatversely affect the rights and freedoms of

others.



2a.

SECTION 4
RIGHT TO OBJECT AND AUTOMATED INDIVIDUAL DECISION M AKING

Article 19
Right to object

The data subject shall have the right to objectgaunds relating to his or her particular
situation, at any time to the processing of persdata concerning him or her which is
based on points (e) or (f) of Article 6(1), inclagiprofiling based on these provisions.
The controller shall no longer process the persdatd unless the controller demonstrates
compelling legitimate grounds for the processingctvloverride the interests, rights and
freedoms of the data subject or for the establisiyrexercise or defence of legal claims.

Where personal data are processed for direct magkptirposes, the data subject shall
have the right to object at any time to the proogsef personal data concerning him or
her for such marketing, which includes profilingtte extent that it is related to such
direct marketing.

Where the data subject objects to the processingirect marketing purposes, the personal
data shall no longer be processed for such purposes

2b. (new) [At the latest at the time of the firsinramunication with the data subject, the right

2b.

referred to in paragraphs 1 and 2 shall be exglibiought to the attention of the data
subject and shall be presented clearly and sepafeden any other information.]

In the context of the use of information socetyvices, and notwithstanding Directive
2002/58/EC, the data subject may exercise his orifjet to object by automated
means using technical specifications.



[2aa. Where personal data are processed for luatostatistical or scientific purpospsrsuant
to Article 6(2) the data subject, on grounds relating to his erpagticular situation, shall
have the right to object to processing of persdash concerning him or her, unless the
processing is necessary for the performance o$ladarried out for reasons of public

interest.]
3 (...)
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Article 20

Automated individual decision making, including pfiting

1. The data subject shall have the right not to bgestibo a decision based solely on
automated processing, including profiling, whicloguces legal effects concerning him or
her or similarly significantly affects him or her.

la. Paragraph 1 shall not apply if the decision:

(a) is necessary for entering into, or performanceaatpntract between the data subject
and a data controller ; or

(b) is authorized by Union or Member State law to whicé controller is subject
and which also lays down suitable measures to gafdgthe data subject's
rights and freedoms and legitimate interests; or

(c) is based on the data subject's explicit consent.

1b. In cases referred to in paragraph la (a) anthécylata controller shall implement suitable
measures to safeguard the data subject’s rightdraedoms and legitimate interests, at
least the right to obtain human intervention on et of the controller, to express his or

her point of view and to contest the decision.

3. Decisions referred to in paragraph la shallogobased on special categories of personal data
referred to in Article 9(1), unless points (a) @) (of Article 9(2) apply and suitable
measures to safeguard the data subject's right$reedioms and legitimate interests are in
place.
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SECTION 5

Restrictions

Article 21

Restrictions

Union or Member State law to which the data cotdradr processor is subject may restrict
by way of a legislative measure the scope of tHgatibns and rights provided for in
Articles 12 to 20 and Article 32, as well as Aid@ in so far as its provisions correspond
to the rights and obligations provided for in Al 12 to 20, when such a restriction
respects the essence of the right to protectigmecdonal data and constitutes a necessary

and proportionate measure in a democratic soaesafeguard:
(aa) national security;

(ab) defence;

(a) public security;

[(b) the prevention, investigation, detection or g@eution of criminal offences or the
execution of criminal penalties or the safeguardigginst and the prevention of

threats to public security;]

(c) other important objectives of general public instseof the Union or of a Member
State, in particular an important economic or feiahinterest of the Union or of a
Member State, including monetary, budgetary andtiam a matters, public health

and social security;
(ca) the protection of judicial independence picial proceedings;

(d) the prevention, investigation, detection and prosen of breaches of ethics

for regulated professions;




(e)

a monitoring, inspection or regulatory function neated, even occasionally, to

the exercise of official authority in cases refdrte in (aa), (ab), (a), (b), (c¢) and

(d);

(  the protection of the data subject or the rights fieedoms of others;
(g) the enforcement of civil law claims.
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2. In particular, any legislative measure referredntparagraph 1 shall contain

specific provisions at least, where relevant, as to

the purposes of the processing or categories afegsing,

- the categories of personal data,

- the scope of the restrictions introduced,

- the safeguards to prevent abuse or unlawful acmessnsfer;
- the specification of the controller or categoriécontrollers,

- the storage periods and the applicable safeguakitggtinto account the nature, scope

and purposes of the processing or categories @epsing and
- the risks for the rights and freedoms of data subje

- the right for data subjects to have a general atdio about the restriction, unless this

may be prejudicial to the purpose of the restnictio
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CHAPTER IV

CONTROLLER AND PROCESSOR

SECTION 1
GENERAL OBLIGATIONS

Article 22
Responsibility of the controller

Taking into account the nature, scope, contedt@mposes of the processing as well as the
risks of varying likelihood and severity for thghts and freedoms of individuals, the
controller shall implement appropriate technical anganisational measures to ensure and
be able to demonstrate that the processing of parsiata is performed in compliance

with this Regulation. These measures shall be wedeand updated where necessary.

(...)
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2a.

2b.

Where proportionate in relation to the procegssictivities, the measures referred to in
paragraph 1 shall include the implementation ofr@ppate data protection policies by

the controller.

Adherence to approved codes of conduct purdoaAtticle 38 or an approved certification
mechanism pursuant to Article 39 may be used asleanent to demonstrate compliance

with the obligations of the controller.

(...)

(...)

Article 23
Data protection by design and by default

Having regard to the state of the art and the obsnplementation and taking account of
the nature, scope, context and purposes of theegsog as well as the risks of varying
likelihood and severity for rights and freedomsrafividuals posed by the processing, the
controller shall, both at the time of the determora of the means for processing and at the
time of the processing itself, implement approgrischnical and organisational measures,
such as pseudonymisation, which are designed tteingmt data protection principles, such
as data minimisation, in an effective way and tegnate the necessary safeguards into the
processing in order to meet the requirements sfRagulation and protect the rights of

data subjects.

144814 VH/ttfak
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2. The controller shall implement appropriate techngoal organisational measures for
ensuring that, by default, only personal data wiaich necessary for each specific purpose
of the processing are processed; this appliese¢aihount of data collected, the extent of
their processingthe period of their storage and their accessibilityparticular, such
measures shall ensure that by default personalatataot made accessible without the

individual's intervention to an indefinite numbef individuals.
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2a. An approved certification mechanism pursuamrticle 39 may be used as an element to

demonstrate compliance with the requirements setnoparagraphs 1 and 2.

4.  (..) ArticleArticle 24

Joint controllers
R

1. Where two or more controllers jointly determine theposes and means of the processing
of personal data, they are joint controllers. Thkgll in a transparent manner determine
their respective responsibilities for compliancétvthe obligations under this Regulation,
in particular as regards the exercising of thetsigf the data subject and their respective
duties to provide the information referred to irtiéles 14 and 14a, by means of an
arrangement between them unless, and in so fah@sespective responsibilities of the
controllers are determined by Union or Member Stateto which the controllers are

subject. The arrangement may designate a poinbrthct for data subjects.

2. lrrespective of the terms of the arrangement reteto in paragraph 1, the data subject
may exercise his or her rights under this Regulaitiorespect of and against each of the

controllers.
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The arrangement shall duly reflect the joint coligre’ respective effective roles
and relationships vis-a-vis data subjects, andetisence of the arrangement shall

be made available for the data subject.

Article 25
Representatives of controllers not established le tUnion

Where Article 3(2) applies, the controller or th®gessor shall designate in writing

a representative in the Union.

This obligation shall not apply

to: (@) (...);
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(b) processing which is occasional, does not inclutea darge scale, processing of
special categories of data as referred to in Art@fll) or processing of data relating
to criminal convictions and offences referred toAnticle 9a, and is unlikely to result
in a risk for the rights and freedoms of individsjalaking into account the nature,

context, scope and purposes of the processing; or
(c) a public authority or bodye+.

d (.)

3. The representative shall be established in ondadet Member States where the data
subjects are and whose personal data are prociesegdtion to the offering of goods or

services to them, or whose behaviour is monitored.

3a. The representative shall be mandated by thedllentor the processor to be addressed in
addition to or instead of the controller or the gassor by, in particular, supervisory
authorities and data subjects, on all issues klatdhe processing of personal data, for

the purposes of ensuring compliance with this Regri.
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4. The designation of a representative by the coetralt the processor shall be without
prejudice to legal actions which could be initiataghinst the controller or the

processor themselves.

Article 26

Processor

1. Where a processing is to be carried out on belfiaf @aontroller, the controller shall use
only processors providing sufficient guaranteesgriplement appropriate technical and
organisational measures in such a way that theepsitgy will meet the requirements of

this Regulation and ensure the protection of thtsi of the data subject.

la. The processor shall not enlist another procesghout the prior specific or general written
consent of the controller. In the latter case, ghecessor should always inform the
controller on any intended changes concerning tlitian or replacement of other

processors, thereby giving the opportunity to tbetiller to object to such changes.
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2. The carrying out of processing by a processor &®aljoverned by a contract or other
legal act under Union or Member State law, bindimg processor to the controller,
setting out the subject-matter and duration ofgrecessing, the nature and purpose of
the processing, the type of personal data and caésgof data subjects, the obligations

and rights of the controller and stipulating intmardar that the processor shall:

(a) process the personal data only on documented at&tng from the controller,
including with regard to transfers of personal data third country or an
international organisation, unless required to dd Union or Member State law to
which the processor is subject; in such a caseptbeessor shall inform the controller
of that legal requirement before processing tha,datless that law prohibits such

information on important grounds of public interest
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(b) ensure that persons authorised to process thena¢mdata have committed
themselves to confidentiality or are under an appate statutory obligation of
confidentiality;

(c) take all measures required pursuant to Article 30;

(d) respect the conditions referred to in paragrapharith2a for enlisting
another processor;

(e) taking into account the nature of the processisgisathe controller by appropriate
technical and organisational measures, insofahiasst possible, for the fulfilment of
the controller’s obligation to respond to requdstsexercising the data subject’s
rights laid down in Chapter IiI;

() assist the controller in ensuring compliance wité bbligations pursuant to Articles
30 to 34 taking into account the nature of procgssaind the information available
to the processor;

(g) at the choice of the controller, delete or retutribe personal data to the controller
after the end of the provision of data processenyises, and delete existing copies
unless Union or Member State law requires stordglendata;
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(h) make available to the controller all informatiorcessary to demonstrate
compliance with the obligations laid down in thistiéle and allow for and
contribute to audits, including inspections, coriddcby the controller or another
auditor mandated by the controller. The proceskall snmediately inform the
controller if, in his opinion, an instruction brés this Regulation or Union or

Member State data protection provisions.

2a. Where a processor enlists another processaafoying out specific processing activities on
behalf of the controller, the same data protectibligations as set out in the contract or
other legal act between the controller and the ggsar as referred to in paragraph 2 shall
be imposed on that other processor by way of araonbr other legal act under Union or
Member State law, in particular providing suffidieguarantees to implement appropriate
technical and organisational measures in such athatythe processing will meet the
requirements of this Regulation. Where that othrec@ssor fails to fulfil its data protection




obligations, the initial processor shall remairyfliable to the controller for the

performance of that other processor's obligations.
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2aa. Adherence of the processor to an approved cbdonduct pursuant to Article 38 or an
approved certification mechanism pursuant to AetR® may be used as an element to

demonstrate sufficient guarantees referred to ragvaphs 1 and 2a.

2ab. Without prejudice to an individual contraetveeen the controller and the processor, the
contract or the other legal act referred to in geaphs 2 and 2a may be based, in whole
or in part, on standard contractual clauses refawein paragraphs 2b and 2c or on
standard contractual clauses which are part oftication granted to the controller or

processor pursuant to Articles 39 and 39a.

2b. The Commission may lay down standard contractiaalkes for the matters referred to in
paragraph 2 and 2a and in accordance with the egiom procedure referred to in
Article 87(2).
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2c. A supervisory authority may adopt standard @mttral clauses for the matters referred to in
paragraph 2 and 2a and in accordance with the stensy mechanism referred to in

Article 57.

3. The contract or the other legal act referred tpamagraphs 2 and 2a shall be in

writing, including in an electronic form.

4.  Without prejudice to Articles 77, 79 and 79b, ipecessor in breach of this
regulatiotRegulation determines the purposes and means of data pnogese processor
shall be considered to be a controller in respéthat processing.

Article 27

Processing under the authority of the controller drprocessor

The processor and any person acting under the rtytld the controller or of the processor
who has access to personal data shall not probess éxcept on instructions from the

controller, unless required to do so by Union omier State law.
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Article 28

Records of processing activities

1. Each controller and, if any, the controller's rejergative, shall maintain a record
of processing activities under its responsibiliyhis record shall contain the

following information:

(a) the name and contact details of the controller amdjoint controller, the

controller's representative and the data proteatificer, if any;

(b) (.)

(c) the purposes of the processing;

(d) a description of categories of data subjects andhefcategories of personal data;
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(e)

the categories of recipients to whom the persoatd tiave been or will be

disclosed including recipients in third countries;

(H  where applicable, transfers of data to a third tguar an international
organisation, including the identification of thtaird country or international
organisation and, in case of transfers referrem fmoint (h) of Article 44(1), the
documentation of appropriate safeguards;
(g) where possible, the envisaged time limits for era%f the different categories of data;
(h) where possible, a general description of the teehm@ind organisational
security measures referred to in Article 30(1).
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2a. Each processor and, if any, the processor'®septative shall maintain a record of all
categories of personal data processing activiteset! out on behalf of a controller,

containing:

(@)

the name and contact details of the processpramessors and of each controller on
behalf of which the processor is acting, and ofdbastroller's or the processor’s
representative, and the data protection officeany;

() (.)

(c) the categories of processing carried out on betiafach controller;

(d) where applicable, transfers of data to a third tuor an international
organisation, including the identification of thtaird country or international
organisation and, in case of transfers referrem fmoint (h) of Article 44(1), the
documentation of appropriate safeguards;

(e) where possible, a general description of the teeh@ind organisational
security measures referred to in Article 30(1).

3a. The records referred to in paragraphs 1 andh&@als in writing, including in an electronic
form.
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3. Upon request, the controller and the processor i&adhy, the controller's or the
processor’s representative, shall make the receadable to the supervisory authority.

4. The obligations referred to in paragraphs 1 andtizd not apply to:

@ (.)

(b) an enterprise or an organisation employing fethhan 250 persons unless the
processing it carries out is likely to result imisk for the rights and freedoms of data
subject, the processing is not occasional, or thegssing includes special categories
of data as referred to in Article 9(1) or procegsi data relating to criminal
convictions and offences referred to in Article 9a.

5 (.)
6. (...
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Article 29

Co-operation with the supervisory authority

1. The controller and the processor and, if any,répgesentative of the controller or the
processor, shall co-operate, on request, with tipersisory authority in the performance

of its tasks.

2. ().

SECTION 2
DATA
SECURITY

Article 30

Security of processing

1. Having regard to the state of the art and the coStsiplementation and taking into
account the nature, scope, context and purpostgeqirocessing as well as the risk of
varying likelihood and severity for the rights aindedoms of individuals, the controller and
the processor shall implement appropriate techiaindl organisational measures, to ensure a

level of security appropriate to the risk, incluglimter alia, as appropriate:

(a) the pseudonymisation and encryption of personal;dat
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(b)

the ability to ensure the ongoing confidentialitytegrity, availability and resilience

of systems and services processing personal data;

(c) the ability to restore the availability and accesslata in a timely manner in the
event of a physical or technical incident;
(d) a process for regularly testing, assessing andiatwad) the effectiveness of
technical and organisational measures for ensuhegsecurity of the processing.
AL Ll 117
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la. In assessing the appropriate level of secucitpant shall be taken in particular of the risks
that are presented by data processing, in pantifnden accidental or unlawful
destruction, loss, alteration, unauthorised disol®f, or access to personal data

transmitted, stored or otherwise processed.

2a. Adherence to an approved code of conduct porst@ Article 38 or an approved
certification mechanism pursuant to Article 39 nieey used as an element to demonstrate
compliance with the requirements set out in parayrh

2b. The controller and processor shall take stepmgsnre that any person acting under the
authority of the controller or the processor whs hacess to personal data shall not
process them except on instructions from the cdetrainless he or she is required to do
so by Union or Member State law.

3. (..)
4. (..)
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Article 31

Notification of a personal data breach to the sup&ory authority

1. In the case of a personal data breach, the camtretlall without undue delay and, where
feasible, not later than 72 hours after having bexaware of it, notify the personal data
breach to the supervisory authority competent coetance with Article 51, unless the
personal data breach is unlikely to result in & fig' the rights and freedoms of
individuals} The notification to the supervisory authority $led accompanied by a
reasoned justification in cases where it is not enathin 72 hours.

la. (...)
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2.  The processor shall notify the controller withouidue delay after becoming aware of

a personal data breach.
3. The notification referred to in paragraph 1 musteast:

(a) describe the nature of the personal data breatiding where possible, the
categories and approximate number of data subpeciserned and the categories and

approximate number of data records concerned,;

(b) communicate the name and contact details of the plattection officer or other

contact point where more information can be obthine
© (.)
(d) describe the likely consequences of the personal lol@ach;

(e) describe the measures taken or proposed to be bgkdre controller to address
the personal data breach, including, where apptgrio mitigate its possible

adverse effects.

® (.)
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3a. Where, and in so far as, it is not possiblertivide the information at the same time, the
information may be provided in phases without unfiuéher delay.

4. The controller shall document any personal datadivesreferredto-inparagraphd—and
2—comprising the facts surrounding the breach, fsces and the remedial action taken.

This documentation must enable the supervisoryoaitiyhto verify compliance with this

Article.
5 (...)
6 (...)
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Article 32

Communication of a personal data breach to the databject

1. [When the personal data breach is likely to result high risk for the rights and
freedoms of individuals the controller shall commate the personal data breach to the

data subject without undue delay.

2.  The communication to the data subject referrechtparagraph 1 shall describe in clear
and plain language the nature of the personal ld@@ch and contain at least the
information and the recommendations provided fopamts (b), (d) and (e) of Article
31(3).

3. The communication to the data subject referrechtparagraph 1 shall not be required if:

(a) the controller has implemented appropriate techiaind organisational protection
measures, and that those measures were appliébe wata affected by the personal
data breach, in particular those that render thia daintelligible to any person who

is not authorised to access it, such as encryption;

(b) the controller has taken subsequent measures whgtwre that the high risk for
the rights and freedoms of data subjects referoeth tparagraph 1 is no longer

likely to materialise; or
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(c) it would involve disproportionate effort. In suchse, there shall instead be a public
communication or similar measure whereby the dabgests are informed in an

equally effective manngb+.

ey | d ad haf I il oublic i (]
4. If the controller has not already communicated ghesonal data breach to the data

subject, the supervisory authority, having considdahe likely adverse effects of the
breach, may require it to do so or may decide éimgtof the conditions referred to in
paragraph 3 are met.

5 (.)
6. (.)
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SECTION 3
DATA PROTECTION IMPACT ASSESSMENT AND PRIOR CONSULT ATION

Article 33

Data protection impact assessment

1. Where a type of processing in particular using neghnologies, and taking into account
the nature, scope, context and purposes of theegso, is likely to result in a high risk
for the rights and freedoms of individuals, the tcolfer shall, prior to the processing,
carry out an assessment of the impact of the egeisprocessing operations on the
protection of personal data. A single assessmegtaddress a set of similar processing

operations that present similar high risks.

la. The controller shall seek the advice of the gatdection officer, where designated, when

carrying out a data protection impact assessment.

2. A data protection impact assessment referred famagraph 1 shall in particular be

required in the following cases:

=
N
N
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(@)

(b)

a systematic and extensive evaluation of pers@pddas relating to natural persons
which is based on automated processing, includiodlipg, and on which decisions
are based that produce legal effects concerningntiidual or significantly affect

the individual;

processing on a large scale of special categofidata referred to in Article 9(1),
of data relating to criminal convictions and offeaaeferred to in Article 9a, or

of biometric data;

(c) a systematic monitoring of a publicly accessibleaaon a large scale.

@ (.)

(e (..)
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2a.

2b.

2C.

The supervisory authority shall establish an#emzublic a list of the kind of processing
operations which are subject to the requirementafdata protection impact
assessment pursuant to paragraph 1. The superasthgrity shall communicate

those lists to the European Data Protection Board.

The supervisory authority may also establish ma#te public a list of the kind of processing
operations for which no data protection impact sssent is required. The supervisory

authority shall communicate those lists to the peem Data Protection Board.

Prior to the adoption of the lists referred igparagraphs 2a and 2b the competent
supervisory authority shall apply the consisten@clanism referred to in Article 57 where
such lists involve processing activities which egfated to the offering of goods or services
to data subjects or to the monitoring of their vinar in several Member States, or may

substantially affect the free movement of persaah within the Union.
The assessment shall contain at least:

(a) a systematic description of the envisaged proogsyirerations, the purposes of the
processing, including where applicable the legitenaterest pursued by the

controller;

14902/15 VHI/tt

ANNEX DGD 2C LIMITE

s



(b) an assessment of the necessity and proportiowmdlitye processing operations

in relation to the purposes;

(c) an assessment of the risks to the rights and freedd data subjects referred to

in paragraph 1;

(d) the measures envisaged to address the risks, imglgdfeguards, security measures
and mechanisms to ensure the protection of perstataland to demonstrate
compliance with this Regulation taking into accothe rights and legitimate

interests of data subjects and other persons aoeater

3a. Compliance with approved codes of conduct redeto in Article 38 by the relevant
controllers or processors shall be taken into digmant in assessing lawfulness and impact
of the processing operations performed by suchrotts or processors, in particular for
the purposes of a data protection impact assessment

4.  Where appropriate, the controller shall seek tleevsiof data subjects or their
representatives on the intended processing, withmejtidice to the protection of
commercial or public interests or the securityled processing operations.

5. Where the processing pursuant to point (c) or {é)rticle 6(1) has a legal basis in Union
law, or the law of the Member State to which thatooller is subject, and such law
regulates the specific processing operation ootefperations in question, paragraphs 1 to
3 shall not apply, unless Member States deem i#gseey to carry out such assessment
prior to the processing activities.

6. (...

7. (..)

8.  Where necessary, the controller shall carry orgvéew to assess if the processing of personal
data is performed in compliance with the data mtida impact assessment at least when
there is a change of the risk represented by tbeessing operations.
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Article 34
Prior consultation
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Article 34
: ltati

2.  The controller shall consult, the supervisory autiigrior to the processing of personal
data where a data protection impact assessmenbasied for in Article 33 indicates that
the processing would result in a high risk in thesemce of measures taken by the

controller to mitigate the risk.

3. Where the supervisory authority is of the opinibattthe intended processing referred to in
paragraph 2 would not comply with this Regulationparticular where the controller has
insufficiently identified or mitigated the risk, ghall within a maximum period of eight
weeks following the request for consultation gidwiee to the data controller, and where
applicable the processor in writing, and may usedrits powers referred to in Article
53. This period may be extended for a further seeks, taking into account the
complexity of the intended processing. Where thereed period applies, the controller,
and where applicable the processor shall be infdrmighin one month of receipt of the
request including of the reasons for the delay.s€hgeriods may be suspended until the
supervisory authority has obtained any informatiomay have requested for the purposes

of the consultation.

6. When consulting the supervisory authority pursuanparagraph 2, the controller

shall provide the supervisory authority, with

(a) where applicable, the respective responsibilitiesomtroller, joint controllers and
processors involved in the processing, in partictda processing within a group

of undertakings;

(b) the purposes and means of the intended processing;
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(c) the measures and safeguards provided to protegcigifits and freedoms of data

subjects pursuant to this Regulation;
(d) where applicable, the contact details of the datdegtion officer;
(e) the data protection impact assessment provideah férticle 33; and
( any other information requested by the supervisahority.

7. Member States shall consult the supervisory authduring the preparation of a proposal
for a legislative measure to be adopted by a naltiparliament or of a regulatory measure
based on such a legislative measure, which relatélse processing of personal data.

7a. Notwithstanding paragraph 2, Member Statesnfey require controllers to consult with, and
obtain prior authorisation from, the supervisoryhauity in relation to the processing of
personal data by a controller for the performanica task carried out by the controller in

the public interest, including the processing affsdata in relation to social protection and

public health.
8 (...)
9 (...)
SECTION 4
DATA PROTECTHONPROTECTION
OFFICER

Article 35

Designation of the data protection officer
1. The controller and the processor shall designatata protection officer in any case where:

(a) the processing is carried out by a public authasitypody, except for courts acting

in their judicial capacity; or
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(b) the core activities of the controller or the premsconsist of processing operations
which, by virtue of their nature, their scope amdfteir purposes, require regular

and systematic monitoring of the data subjects targe scale; or

(c) the core activities of the controller or the pramesconsist of processing on a
large scale of special categories of data pursimAtticle 9 and data relating to

criminal convictions and offences referred to iniéle 9a.
2. A group of undertakings may appoint a single dataqztion officer.

3. Where the controller or the processor is a puhliharity or body, a single data
protection officer may be designated for severahsauthorities or bodies, taking

account of their organisational structure and size.

4. In cases other than those referred to in paragtaphe controller or processor or

| associations and other bodies representing caesgoficontrollers or processors n@ay
| where required by Union or MemberStatelaw shall, designate a data protection officer.
| The data protection officer may act for the associated controllers or processors.

5. The data protection officer shall be designatedh@nbasis of professional qualities and, in

particular, expert knowledge of data protection Evwd practices and ability to fulfil the

| tasks referred to in Article 3Pparticularlythe-absencatanyconflictofinterests

7.  During their term of office, the data protectioricdr may, apart from serious grounds
under the law of the Member State concerned whistify the dismissal of an employee
or civil servant, be dismissed only if the datatpotion officer no longer fulfils the

conditions required for the performance of his er tasks pursuant to Article 37.

8. The data protection officer may be a staff membethe controller or processor, or fulfil

the tasks on the basis of a service contract.
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9. The controller or the processor shall publish tbetact details of the data protection

officer and communicate these to the supervisothicaity.
10. (...)

11. (..).

Article 36

Position of the data protection officer

1. The controller or the processor shall ensure thatdata protection officer is properly and

in a timely manner involved in all issues whichatelto the protection of personal data.

2. The controller or processor shall support the gatdection officer in performing the
tasks referred to in Article 37 by providing restes necessary to carry out these tasks
as well as access to personal data and procegsargtmns, and to maintain his or her
expert knowledge.

2a. (new) Data subjects may contact the data proteofficer on all issues related to the

processing of the data subject’s data and the isreo their rights under this Regulation.

3.  The controller or processor shall ensure that &te grotection officeeanactinan

does not

receive any instructions regarding the exercisthe$e tasks. He or she shall not be
dismissed or penalised by the controller or thecgssor for performing his tasks. The data
protection officer shall directly report to the h@&st management level of the controller or
the processor.

4. Data protection officer shall be bound by secrecganfidentiality concerning
the performance of his or her tasks, in accordavite Union or Member State

law.

4a. The data protection officer may fulfil otherkssand duties. The controller or processor shall

ensure that any such tasks and duties do not riasaltonflict of interests.
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Article 37

Tasks of the data protection officer

1. The data protection officer shall have at leastftiiewing tasks:

(@)

(b)

(€)
(d)
(e)
()

(9)

(h)

to inform and advise the controller or the processw the employees who are
processing personal data of their obligations pamstio this Regulation and to

other Union or Member State data protection prowis;

to monitor compliance with this Regulation, witthet Union or Member State data
protection provisions and with the policies of gantroller or processor in relation to
the protection of personal data, including thegasaent of responsibilities, awareness-
raising and training of staff involved in the presmg operations, and the related

audits;

(..)

to provide advice where requested as regards tizepiatection impact assessment

and monitor its performance pursuant to Article 33;

to monitor responses to requests from the supewaathority, and, within the
sphere of the data protection officer's competetwepooperate with the supervisory

authorit

to act as the contact point for the supervisoryauty on issues related to the
processing of personal data, including the priarscdtation referred to in Article

34, and consult, as appropriate, on any other matte

2a. The data protection officer shall in the parfanceof his or her tasks have due regard to

the risk associated with the processing operatitaisng into account the nature, scope,

context and purposes of the processing.
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SECTION 5
CODES OF CONDUCT AND CERTIFICATION

Article 38

Codes of conduct

1. The Member States, the supervisory authorities Eln@pean Data Protection Board and
the Commission shall encourage the drawing up désof conduct intended to contribute
to the proper application of this Regulation, tagkaccount of the specific features of the
various data processing sectors and the speci#idsnef micro, small and medium-sized

enterprises.

la. Associations and other bodies representing caésgof controllers or processors may
prepare codes of conduct, or amend or extend sugése for the purpose of specifying

the application of provisions of this Regulationgcls as:

(a) fair and transparent data processing;

(aa) the legitimate interests pursued by comrelin specific contexts;
(b) the collection of data;

(bb) the pseudonymisation of personal data;

(c) the information of the public and of data subjects;

(d) the exercise of the rights of data subjects;

(e) information and protection of children and the waycollect theparent's—and
guardian’'sconsentof the holder of parental responsibility over the child

(ee) measures and procedures referred to inldgtk2 and 23 and measures to ensure

security of processing referred to in Article 30;

(ef) notification of personal data breaches to swipery authorities and communication of
such breaches to data subjects;
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(f transfer of data to third countries or internatlom@anisations;
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@ (.)

(h) out-of-court proceedings and other dispute teg&ni procedures for resolving
disputes between controllers and data subjects regtpect to the processing of
personal data, without prejudice to the rightshaf tlata subjects pursuant to
Articles 73 and 75.

lab. In addition to adherence by controller orcpssor subject to the regulation, codes of
conduct approved pursuant to paragraghr#l having general validity pursuant to
paragraph #may also be adhered to by controllers or procesgwt are not subject to
this Regulation according to Article 3 in ordergmvide appropriate safeguards within the
framework of personal data transfers to third coestor international organisations under
the terms referred to in Article 42(2)(d). Such trolters or processors shall make binding
and enforceable commitments, via contractual insénts or otherwise, to apply those

appropriate safeguards including as regards ddtjacis’ rights.

1b. Such a code of conduct pursuant to paragramhdlacontain mechanisms which enable the
body referred to in paragraph 1 of article 38adaycout the mandatory monitoring of
compliance with its provisions by the controllersppocessors which undertake to apply
it, without prejudice to the tasks and powers @& sapervisory authority which is

competent pursuant to Article 51 or 51a.

2. Associations and other bodies referred to in pa@yrla which intend to prepare a code
of conduct or to amend or extend an existing cetlall submit the draft code to the
supervisory authority which is competent pursuanAtticle 51. The supervisory authority
shall give an opinion on whether the draft codeamended or extended code is in
compliance with this Regulation and shall approwehsdraft, amended or extended code if

it finds that it provides sufficient appropriatefegguards.

2a. Where the opinion referred to in paragraph Ziros that the code of conduct, or amended
or extended code, is in compliance with this Regaiaand the code is approved, and if
the code of conduct does not relate to procesgtigitees in several Member States, the

supervisory authority shall register and publish tode.
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2b.  Where the draft code of conduct relates to [@sing activities in several Member States, the
supervisory authority competent pursuant to Artieleshall, before approval, submit it in
the procedure referred to in Article 57 to the EBagan Data Protection Board which shall
give an opinion on whether the draft code, or arednor extended code, is in compliance
with this Regulation or, in the situation referredin paragraph lab, provides appropriate

safeguards.

3.  Where the opinion referred to in paragraph 2b cmgfithat the codes of conduct, or
amended or extended codes, is in compliance wishRBgulation, or, in the situation
referred to in paragraph lab, provides appropsgateguards, the European Data

Protection Board shall submit its opinion to thenf@assion.

4. The Commission may adopt implementing acts fordiegithat the approved codes of
conduct and amendments or extensions to existipgoapd codes of conduct submitted to
it pursuant to paragraph 3 have general validityiwithe Union. Those implementing acts

shall be adopted in accordance with the examingirocedure set out in Article 87(2).

5.  The Commission shall ensure appropriate publiatythe approved codes which have

been decided as having general validity in accarelamth paragraph 4.

5a. The European Data Protection Board shall d¢ofdicapproved codes of conduct
and amendments thereto in a register and shall niaden publicly available

through any appropriate means.

Article 38a

Monitoring of approved codes of conduct

1. Without prejudice to the tasks and powers of themetent supervisory authority under
Articles 52 and 53, the monitoring of compliancehna code of conduct pursuant to
Article 38, may be carried out by a body which hasappropriate level of expertise in
relation to the subject-matter of the code andc@elited for this purpose by the

competent supervisory authority.
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2. A body referred to in paragraph 1 may be accrededhis purpose if:

(a) it has demonstrated its independence and expartisdation to the subject-matter

of the code to the satisfaction of the competepesusory authority;

(b) it has established procedures which allow it teessghe eligibility of controllers and
processors concerned to apply the code, to mothir compliance with its

provisions and to periodically review its operation

(c) it has established procedures and structures tiowaldacomplaints about
infringements of the code or the manner in whiah ¢bde has been, or is being,
implemented by a controller or processor, and t&enthese procedures and

structures transparent to data subjects and thic;pub

(d) it demonstrates to the satisfaction of the competapervisory authority that its

tasks and duties do not result in a conflict ofiasts.

3. The competent supervisory authority shall subret dihaft criteria for accreditation of a
body referred to in paragraph 1 to the Europeara Pabtection Board pursuant to the

consistency mechanism referred to in Article 57.

4.  Without prejudice to the tasks and powers of theypetent supervisory authority and the
provisions of Chapter VIII, a body referred to iaragraph 1 shall, subject to adequate
safeguards, take appropriate action in cases mrigeiment of the code by a controller or
processor, including suspension or exclusion ofcinatroller or processor concerned from
the code. It shall inform the competent supervissuhority of such actions and the

reasons for taking them.

5. The competent supervisory authority shall revoles dbcreditation of a body referred to
in paragraph 1 if the conditions for accreditatare not, or no longer, met or actions

taken by the body are not in compliance with thegy&ation.

6. This article shall not apply to the processing efsonal data carried out by public

authorities and bodies.
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Article 39
Certification

1. The Member States, the supervisory authorities Eiln®pean Data Protection Board and
the Commission shall encourage, in particular abtfevel, the establishment of data
protection certification mechanisms and of datatgmiion seals and marks, for the purpose
of demonstrating compliance with this Regulatiornpodcessing operations carried out by
controllers and processors. The specific needsi@bmsmall and medium-sized enterprises

shall be taken into account.

la. In addition to adherence by controllers or pssoes subject to this Regulation, data protection
certification mechanisms, seals or marks approwgdyant to paragraph 2a may also be
established for the purpose of demonstrating tliesce of appropriate safeguards
provided by controllers or processors that aresutiject to this Regulation according to
Article 3 within the framework of personal datariséers to third countries or international
organisations under the terms referred to in Axt&2(2)(e). Such controllers or processors
shall make binding and enforceable commitmentsceoiaractual instruments or otherwise,

to apply those appropriate safeguards, includingegards data subjects’ rights.
1b. The certification shall be voluntary and avadalia a process that is transparent.

2. A certification pursuant to this Article does neduce the responsibility of the controller
or the processor for compliance with this Regutamd is without prejudice to the tasks
and powers of the supervisory authority which impetent pursuant to Article 51 or
51la.

2a. A certification pursuant to this Article shadt ssued by the certification bodies referred to in
Article 39a, or where applicable, by the compemntervisory authority on the basis of the
criteria approved by the competent supervisory @itghor, pursuant to Article 57, the
European Data Protection Board. In the latter cdmecriteria approved by the European

Data Protection Board may result in a common aeeatibn, the European Data Protection

Seal.
3 (...)
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3 (new). The controller or processor which subntgsprocessing to the certification mechanism
shall provide the certification body referred toArticle 39a, or where applicable, the
competent supervisory authority, with all infornsettiand access to its processing activities

which are necessary to conduct the certificaticocedure.

4. The certification shall be issued to a controllempoocessor for a maximum period of 3
years and may be renewed under the same condéfltng as the relevant requirements
continue to be met. It shall be withdrawn by thetiieation bodies referred to in Article
39a, or where applicable, by the competent supmgvigauthority where the requirements

for the certification are not or no longer met.

5. The European Data Protection Board shall colldatatification mechanisms and data
| protection sealgnd marks in a register and shall make them publicly avéldabrough
any appropriate means.

Article 39a

Certification body and procedure

1. Without prejudice to the tasks and powers of themetent supervisory authority under
| Articles 52 and 53, the certification shall be estwand renewefhfter informing the
| supervisory authorityby a certification body which has an appropriaeel of expertise
in relation to data protection. Each Member Statdl provide whether these

certification bodies are accredited by:
(a) the supervisory authority which is competent acrgydo Article 51 or 51a; and/or

(b) the National Accreditation Body named in accordanwdd Regulation (EC)
765/2008 of the European Parliament and the Cooh@l July 2008 setting out the
requirements for accreditation and market survelarelating to the marketing of
products in compliance with EN-ISO/IEC 17065/201#l avith the additional
requirements established by the supervisory adyhahich is competent according
to Article 51

or 51a.
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2. The certification body referred to in paragraph dyrbe accredited for this purpose only if:

(a) it has demonstrated its independence and expartisdation to the subject-matter

of the certification to the satisfaction of the quetent supervisory authority;

(aa) it has undertaken to respect the criteferned to in paragraph 2a of Article 39 and
approved by the supervisory authority which is cetapt according to Article 51 or

51a or, pursuant to Article 57, the European Datadetion Board,;

(b) it has established procedures for the issuingpgerireview and withdrawal of

data protection certification, seals and marks;

(c) it has established procedures and structures tondidacomplaints about
infringements of the certification or the mannemihich the certification has been, or
is being, implemented by the controller or procesaad to make these procedures

and structures transparent to data subjects anduibie;

(d) it demonstrates to the satisfaction of the competapervisory authority that its

tasks and duties do not result in a conflict ofiasts.

3. The accreditation of the certification bodies reddrto in paragraph 1 shall take place on
the basis of criteria approved by the supervisatharity which is competent according to
Article 51 or 51a or, pursuant to Article 57, tharg@pean Data Protection Board. In case
of an accreditation pursuant to point (b) of paapr 1, these requirements complement
those envisaged in Regulation 765/2008 and thenizadhrules that describe the methods

and procedures of the certification bodies.

4. The certification body referred to in paragraphhalisbe responsible for the proper
assessment leading to the certification or thedsétval of such certification
without prejudice to the responsibility of the carier or processor for compliance
with this Regulation. The accreditation is issuedd maximum period of five
years and can be renewed in the same conditioltgsas the body meets the

requirements.

5. The certification body referred to in paragraphhalisprovide the competent
supervisory authority with the reasons for grantmgvithdrawing the requested

certification.

144814 VHItt/ak 141
20215 DGD 2C LIMITE EN



6. The requirements referred to in paragraph 3 anctiberia referred to in paragraph 2a of
Article 39 shall be made public by the supervisaughority in an easily accessible form.
The supervisory authorities shall also transmis¢h® the European Data Protection
Board. The European Data Protection Board shdkaohll certification mechanisms and
data protection seals in a register and shall nia&mn publicly available through any

appropriate means.

6a. Without prejudice to the provisions of Chaptél \the competent supervisory authority or
the National Accreditation Body shall revoke theraditation it granted to a certification
body referred to in paragraph 1 if the conditioms dccreditation are not, or no longer,

met or actions taken by the body are not in compéawith this Regulation.

7. The Commission shall be empowered to adopt deldgatts in accordance with Article 86,
for the purpose of specifying the requirementséddken into account for the data

protection certification mechanisms referred t@amagraph 1 of Article 39.
7a. (...)

8. The Commission may lay down technical standardséotification mechanisms and data
protection seals and marks and mechanisms to peoarat recognize certification
mechanisms and data protection seals and markseTihgplementing acts shall be adopted

in accordance with the examination procedure setroArticle 87(2)

144814 VHItt/ak 142
20215 DGD 2C LIMITE EN



CHAPTER V
TRANSFER OF PERSONAL DATA TO THIRD COUNTRIES OR
INTERNATIONAL ORGANISATIONS

Article 40

General principle for transfers

Any transfer of personal data which are underg@ir@cessing or are intended for processing
after transfer to a third country or to an inteimadl organisation may only take place if, subject
to the other provisions of this Regulation, thedibons laid down in this Chapter are complied
with by the controller and processor, including émward transfers of personal data from the
third country or an international organisation tether third country or to another international
organisationfAll provisions in this Chapter shall be appliedorder to ensure that the level of
protection of individuals guaranteed by this Regoitashall not be undermingd.

Article 41

Transfers with an adequacy decision

1. A transfer of personal data to a third country orirgernational organisation may take
place where the Commission has decided that the ¢biuntry, or a territory or one or
more specified sectors within that third country tlee international organisation in
guestion ensures an adequate level of protectioch 8ansfer shall not require any
specific authorisation.
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2. When assessing the adequacy of the level of piotedhe Commission shall, in

particular, take account of the following elements:

(@) the rule of law, respect for human rights and funelatal freedoms, relevant
legislation, both general and sectoral, as wethasimplementation of this legislation,
data protection rulegncluding concerning public securitgefensdefence national
security and criminal law and the access of puddlithorities to personal dala,
professional rules and security measures, includies for onward transfer of
personal data to another third country or inteamati organisation, which are
complied with in that country or international onggation, jurisprudential precedents,
as well as effective and enforceable data subjgbtsrand effective administrative

and judicial redress for the data subjects whossopel data are being transferred;

=
IS
1NN
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(b)

(€)

the existence and effective functioning of one @renindependent supervisory
authorities in the third country or to which aneimational organisation is subject,
with responsibility for ensuring and enforcing cdmmpce with the data protection
rules, including adequate sanctioning powers fgisisg and advising the data
subjects in exercising their rights and for agmsand advising the data subjects in
exercising their rights and for co-operation witle tsupervisory authorities of the

Member States; and

the international commitments the third countryirdernational organisation
concerned has entered into, or other obligatioistngrfrom legally binding
conventions or instruments as well as from itsipiggtion in multilateral or regional

systems, in particular in relation to the protectaf personal data.

3. The Commission, after assessing the adequacy déveéof protection, may decide that

a third country, or a territory or one or more sfit sectors within that third country,

or an international organisation ensures an adedaael of protection within the

meaning of paragraph 2. The implementing act gmalWide for a mechanism for a

periodic review, at least every four years, whibhlistake into account all relevant

developments in the third country or internatiomaganisation. The implementing act

shall specify its territorial and sectoral applcatand, where applicable, identify the

supervisory authority or authorities mentioned anp(b) of paragraph 2. The

implementing act shall be adopted in accordancdn thi¢ examination procedure referred
to in Article 87(2).
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4a. The Commission shall, on an on-going basis, tmodievelopments in third countries and
international organisations that could affect thectioning of decisions adopted pursuant
to paragraph 3 and decisions adopted on the bagigide 25(6) of Directive 95/46/EC.

5. The Commission may, in particular following the iesv referred to in paragraph 3, decide
that a third country, or a territory or a specifisttor within that third country, or an
international organisation no longer ensures am@ate level of protection within the
meaning of paragraph 2 and, to the extent necessgrgal, amend or suspend the
decision referred to in paragraph 3 without retctva effect. The implementing act shall
be adopted in accordance with the examination phaeereferred to in Article 87(2), or,
in cases of extreme urgency, in accordance witlptbeedure referred to in Article
87(3).

5a. The Commission shall enter into consultatiortd whe third country or international
organisation with a view to remedying the situatgiving rise to the decision made

pursuant to paragraph 5.

6. A decision pursuant to paragraph 5 is without lhepl to transfers of personal data to the
third country, or the territory or specified sectaithin that third country, or the

international organisation in question pursuanAtbcles 42 to 44.

7. The Commission shall publish in tikafficial Journal of the European Uniocaind on its
website a list of those third countries, territerand specified sectors within a third
country and international organisations where & tlacided that an adequate level of

protection is or is no longer ensured.

8. Decisions adopted by the Commission on the baskrtifle 25(6) of Directive 95/46/EC
shall remain in force until amended, replaced peated by a Commission Decision

adopted in accordance with paragraph 3 or 5.
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Article 42

Transfers by way of appropriate safeguards

1. In the absence of a decision pursuant to paragdaphArticle 41, a controller or
processor may transfer personal data to a thiraitcpwr an international organisation
only if the controller or processor has adduced@mate safeguards, and on condition
that enforceable data subject rights and effedéigal remedies for data subjects are

available.

2. The appropriate safeguards referred to in paragtapiay be provided for, without

requiring any specific authorisation from a supsswy authority, by:
(oa) a legally binding and enforceable instruntegtiveen public authorities or bodies; or
(@) binding corporate rules in accordance with Artiéks or

(b) standard data protection clauses adopted by thari@sion in accordance with

the examination procedure referred to in Articlé237or

(c) standard data protection clauses adopted by assqmerauthority and approved by

the Commission pursuant to the examination pro@edeiierred to in Article 87(2); or

(d) an approved code of conduct pursuant to Articlddfether with binding and
enforceable commitments of the controller or preoesn the third country to apply

the appropriate safeguards, including as regartis sidbjects’ rights; or

(e) an approved certification mechanism pursuant tacl&rB9 together with binding and
enforceable commitments of the controller or preoesn the third country to apply

the appropriate safeguards, including as regartds sidbjects’ rights.

2a. Subject to the authorisation from the compesepervisory authority, the appropriate

safeguards referred to in paragraph 1 may alsardaded for, in particular, by:

(a) contractual clauses between the controller or msmreand the controller, processor

or the recipient of the data in the third countryirdernational organisation; or

(b) provisions to be inserted into administrative agements between public authorities

or bodies which include enforceable and effectiséadsubject rights.
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4. (..)

5a. The supervisory authority shall apply the cdaessy mechanism referred to in Article 57 in

the cases referred to in paragraph 2a.

5b. Authorisations by a Member State or supervisuthority on the basis of Article 26(2) of
Directive 95/46/EC shall remain valid until amendegplaced or repealed, if necessary, by
that supervisory authority. Decisions adopted &y @mmmission on the basis of Article
26(4) of Directive 95/46/EC shall remain in forcetibamended, replaced or repealed, if

necessary, by a Commission Decision adopted inrdanoe with paragraph 2.

Article 43

Transfers by way of binding corporate rules

1. The competent supervisory authority shall appramdilg corporate rules in accordance

with the consistency mechanism set out in Article provided that they:

(a) are legally binding and apply to and are enforcedewery member concerned of
the group of undertakings or groups of enterpreggaged in a joint economic

activity, including their employees;

(b) expressly confer enforceable rights on data subjeth regard to the processing

of their personal data;
(c) fulfil the requirements laid down in paragraph 2.
2.  The binding corporate rules referred to in paragrashall specify at least:

(a) the structure and contact details of the concegredp and of each of its members;
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(b)

(€)
(d)

(e)

()

(9)

(h)

the data transfers or set of transfers, includimg ¢ategories of personal data, the
type of processing and its purposes, the type ¢& dabjects affected and the
identification of the third country or countries guestion;

their legally binding nature, both internally andexnally;

the application of the general data protectiongyplas, in particular purpose
limitation, data minimisation, limited storage [wets, data quality, data protection by
design and by default, legal basis for the prongs$rocessing of special categories
of personal data, measures to ensure data seamdythe requirements in respect of

onward transfers to bodies not bound by the bindmgporate rules;

the rights of data subjects in regard to the praingsof their personal data and the
means to exercise these rights, including the mghtto be subject to decisions
based solely on automated processing, includinglipgoin accordance with

Article 20, the right to lodge a complaint befohe tcompetent supervisory
authority and before the competent courts of thenblr States in accordance
with Article 75, and to obtain redress and, whgprapriate, compensation for a

breach of the binding corporate rules;

the acceptance by the controller or processor lettad on the territory of a
Member State of liability for any breaches of theding corporate rules by any
member concerned not established in the Uniongtimeroller or the processor
may only be exempted from this liability, in whade in part, on proving that that

member is not responsible for the event giving tis¢he damage;

how the information on the binding corporate rulasparticular on the provisions
referred to in points (d), (e) and (f) of this pguaph is provided to the data

subjects in addition to Articles 14 and 14a,;

the tasks of any data protection officer designatealccordance with Article 35 or
any other person or entity in charge of the momgpcompliance with the binding
corporate rules within the group, as well as mamgpthe training and complaint
handling;
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(hh) the complaint procedures;

() the mechanisms within the group for ensuring théfie@tion of compliance with the
binding corporate rules. Such mechanisms shallgdecdata protection audits and
methods for ensuring corrective actions to protbetrights of the data subject.
Results of such verification should be communicdtethe person or entity referred
under point
(h) and to the board of the controlling undertakmrgof the group of enterprises,

and should be available upon request to the compstgervisory authority;

() the mechanisms for reporting and recording chatgebe rules and reporting

these changes to the supervisory authority;

(k) the co-operation mechanism with the supervisori@ity to ensure compliance by
any member of the group, in particular by makingilable to the supervisory
authority the results of verifications of the maasureferred to in point (i) of this

paragraph;

() {hHthe mechanisms for reporting to the competent sigmey authority any legal
requirements to which a member of the group isesbn a third country which
are likely to have a substantial adverse effecthenguarantees provided by the

binding corporate rules; and

(m) {mthe appropriate data protection training to persbhaving permanent or regular

access to personal data.

2a. (...)

4. The Commission may specify the format and procesiior the exchange of information
between controllers, processors and supervisolyoaties for binding corporate rules
within the meaning of this Article. Those implemagtacts shall be adopted in accordance

with the examination procedure set out in ArticE{3.
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Article 43a (new)
Transfers or disclosures not authorised by Unionnla

L Any judgment of a court or tribunal and any decisad an administrative authority
of a third country requiring a controller or prosesto transfer or disclose personal data
may only be recognised or enforceable in any maifiiersed on an international
agreement, such as a mutual legal assistance,tredtyce between the requesting third
country and the Union or a Member State, witho@jyatice to other grounds for transfer

pursuant to this Chapter.

Article 44

Derogations for specific situations

1. In the absence of an adequacy decision pursugmaragraph 3 of Article 41, or of
appropriate safeguards pursuant to Article 42uding binding corporate rules, a transfer
or a set of transfers of personal data to a thinghtry or an international organisation

may take place only on condition that:

(a) the data subject has explicitly consented to tlmp@sed transfer, after having been
informed of the possible risks of such transferstfe data subject due to the absence

of an adequacy decision and appropriate safeguards;

(b) the transfer is necessary for the performance adrdract between the data subject
and the controller or the implementation of pretcactual measures taken at the

data subject's request; or

(c) the transfer is necessary for the conclusion ofopmance of a contract concluded
in the interest of the data subject between théroller and another natural or

legal person; or
(d) the transfer is necessary for important reasorgublic interest; or

(e) the transfer is necessary for the establishmemt,cese or defence of legal claims; or
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the transfer is necessary in order to protect tta mterests of the data subject

M
or of other persons, where the data subject isigdilysor legally incapable of
giving consent; or
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(9)

(h)

the transfer is made from a register which accgrdoaUnion or Member State law is
intended to provide information to the public andick is open to consultation either
by the public in general or by any person who camahstrate a legitimate interest,
but only to the extent that the conditions laid dow Union or Member State law

for consultation are fulfilled in the particularsea or

Where a transfer could not be based on a provisigaticles 41 or 42, including
binding corporate rules, and none of the derogatfon a specific situation pursuant
to points (a) to (g) is applicable, a transfer tthied country or an international
organisation may take place only if the transfemas repetitive, concerns only a
limited number of data subjects, is necessaryHergurposes of compelling legitimate
interests pursued by the controller which are n@riedden by the interests or rights
and freedoms of the data subject, where the cdetriohs assessed all the
circumstances surrounding the data transfer aneldbas this assessment adduced
suitable safeguards with respect to the proteatiopersonal data. The controller
shall inform the supervisory authority of the tri@nsThe controller shall in addition
to the information referred to in Article 14 andtile 14a, inform the data subject
about the transfer and on the compelling legitimiaterests pursued by the

controller.

2. A transfer pursuant to point (g) of paragraph 1lsi@ involve the entirety of the

personal data or entire categories of the perstatal contained in the register. When

the register is intended for consultation by pessbaving a legitimate interest, the

transfer shall be made only at the request of tip@ssons or if they are to be the

recipients.
3 (...)
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Points (a), (b), (c) and (h) of paragraph 1 shall apply to activities carried out by

public authorities in the exercise of their pulgowers.

The public interest referred to in point (d) of @agraph 1 must be recognised in Union law

or in the law of the Member State to which the coligr is subject.
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5a. In the absence of an adequacy decision, UnwrotaMember State law may, for important
reasons of public interest, expressly set limitshe transfer of specific categories of
personal data to a third country or an internatienganisation. Member States shall notify

such provisions to the Commission.

6. The controller or processor shall document thesassent as well as the suitable

safeguards referred to in point (h) of paragraph the records referred to in Article 28.

Article 45

International co-operation for the protection of psonal data

1. Inrelation to third countries and internationagjanisations, the Commission and

supervisory authorities shall take appropriate step

(a) develop international co-operation mechanisms tditéte the effective enforcement

of legislation for the protection of personal data;

(b) provide international mutual assistance in the reiment of legislation for the
protection of personal data, including through freatiion, complaint referral,
investigative assistance and information exchasgbject to appropriate safeguards
for the protection of personal data and other famefgtal rights and freedoms;

(c) engage relevant stakeholders in discussion andtestiaimed at furthering
international co-operation in the enforcement gidation for the protection

of personal data;
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promote the exchange and documentation of perstatal protection legislation

(d)

and practice, including on jurisdictional conflictsth third countries.

(...)
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la.

CHAPTER VI
INDEPENDENT SUPERVISORY AUTHORITIES

SECTION 1
INDEPENDENT STATUS

Article 46

Supervisory authority

Each Member State shall provide that one or matepgandent public authorities are
responsible for monitoring the application of tRisgulation, in order to protect the
fundamental rights and freedoms of natural persomslation to the processing of

their personal data and to facilitate the free flof\personal data within the Union.

Each supervisory authority shall contributelte tonsistent application of this Regulation
throughout the Union. For this purpose, the superyi authorities shall co-operate with

each other and the Commission in accordance widpth VII.

Where in a Member State more than one supervisathoaty are established, that Member
State shall designate the supervisory authoritchvshall represent those authorities in the
European Data Protection Board and shall set auttchanism to ensure compliance by
the other authorities with the rules relating te ttonsistency mechanism referred to in
Article 57.
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3.

1.

Each Member State shall notify to the Commissiooséhprovisions of its law which it
adopts pursuant to this Chapter, by the date $pedifi Article 91(2) at the latest and,

without delay, any subsequent amendment affectiegit

Article 47
Independence

Each supervisory authority shall act with completiependence in performing the tasks

and exercising the powers entrusted to it in acaed with this Regulation.
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The member or members of each supervisory authshiy, in the performance of their
tasks and exercise of their powers in accordante tims Regulation, remain free from
external influence, whether direct or indirect ar@ther seek nor take instructions from

anybody.

Members of the supervisory authority shall refiaom any action incompatible with
their duties and shall not, during their term dicef engage in any incompatible

occupation, whether gainful or not.

(...)

Each Member State shall ensure that each supgnasthority is provided with the
human, technical and financial resources, prenasesinfrastructure necessary for the
effective performance of its tasks and exercisésopowers, including those to be carried
out in the context of mutual assistance, co-opama@ind participation in the European
Data Protection Board.

Each Member State shall ensure that each supgnashority chooses and has its own
staff which shall be subject to the exclusive digetof the member or members of the

supervisory authority.

Member States shall ensure that each supervisangidty is subject to financial
control which shall not affect its independence.nMer States shall ensure that each
supervisory authority has separate, public, anbudgets, which may be part of the

overall state or national budget.




Article 48

General conditions for the members of the supervisauthority

1. Member States shall provide that each member ofarsisory authority must be

appointed by means of a transparent procedurereithe

by the parliament; or

the government; or
- the head of State of the Member State concerned; or

- by an independent body entrusted by Member Statenigth the appointment.
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4. A member maynly be dismissea

2.  The member or members shall have the qualificatiergerience and skills, in particular

in the area of protection of personal data, requiceperform their duties and exercise

their powers.

3. The duties of a member shall end in the event ®fetkpiry of the term of office,

resignation or compulsory retirement in accordanth the law of the Member State

concerned.

court-whenprovidedfor by-nationatawsin cases ofserious misconductor if the

member no longer fulfils the conditions required fioe performance of the duties-is

Ity of seriousmisconduct]
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Article 49

Rules on the establishment of the supervisory
authority

1. Each Member State shall provide by law for:

(a) the establishment of each supervisory authority;

(b) the qualifications and eligibility conditions recedl to be appointed as member of
each supervisory authority;

(c) the rules and procedures for the appointment ohtmbers of each
supervisory authority;

(d) the duration of the term of the member or membémsach supervisory authority
which shall not be less than four years, exceptherfirst appointment after entry
into force of this Regulation, part of which makeéaplace for a shorter period where
this is necessary to protect the independenceeo$tipervisory authority by means of
a staggered appointment procedure;

(e) whether and, if so, for how many terms the memivemembers of each
supervisory authority shall be eligible for reapyoient;
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( the conditions governing the obligations of the lbemor members and staff of
each supervisory authority, prohibitions on actjamscupations and benefits
incompatible therewith during and after the ternofiice and rules governing the

cessation of employment.

@ ()

2. The member or members and the staff of each sigoeyvauthority shall, in accordance
with Union or Member State law, be subject to aydaftprofessional secrecy both during
and after their term of office, with regard to agnfidential information which has come
to their knowledge in the course of the performaoicéheir duties or exercise of their
powers. During their term of office, this duty afofessional secrecy shall in particular

apply to reporting of infringements of this Regidat
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Article 50

Professional secrecy

(...)

SECTION 2
COMPETENCE, TASKS AND POWERS

Article 51
Competence

1. Each supervisory authority shall be competent tdop@ the tasks and exercise the
powers conferred on it in accordance with this Regn on the territory of its own

Member State.

2. Where the processing is carried out by public autiee or private bodies acting on the
basis of points (c) or (e) of Article 6(1), the swgsory authority of the Member State

concerned shall be competent. In such cases ABidedoes not apply.

3. Supervisory authorities shall not be competentujpesvise processing operations of

courts acting in their judicial capacity.
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2a.

2b.

2C.

2d.

Article 51a
Competence of the lead supervisory authority

Without prejudice to Article 51, the supervis@ythority of the main establishment or of the
single establishment of the controller or procesd@ll be competent to act as lead
supervisory authority for the cross-border proeessif this controller or processor in

accordance with the procedure provided in Articla.5

By derogation from paragraph 1, each superviaatiority shall be competent to deal with a
complaint lodged with it or to deal with a possibl&ingement of this Regulation, if the
subject matter relates only to an establishmeiits iMember State or substantially affects

data subjects only in its Member State.

In the cases referred to in paragraph 2a, thergisory authority shall inform the lead
supervisory authority without delay on this mattéfithin a period of three weeks after
being informed the lead supervisory authority stattide whether or not it will deal with
the case in accordance with the procedure proviuddticle 54a, taking into account
whether or not there is an establishment of thdroter or processor in the Member

State of which the supervisory authority informed i

Where the lead supervisory authority decidedeal with the case, the procedure provided in
Article 54a shall apply. The supervisory authoutlyich informed the lead supervisory
authority may submit to the lead supervisory autha draft for a decision. The lead
supervisory authority shall take utmost accounthat draft when preparing the draft

decision referred to in paragraph 2 of Article 54a.

In case the lead supervisory authority decidgsa deal with it, the supervisory authority
which informed the lead supervisory authority skl with the case according to
Articles 55 and 56.

The lead supervisory authority shall be the swlerlocutor of the controller or processor for

the cross-border processing of that controller r@cessor.
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Article 51b

Identification of the supervisory authority competefor the main establishment

(...)

Article 51c

One-stop shop register

(...)

Article 52

Tasks

1. Without prejudice to other tasks set out under Regulation, each supervisory

authority shall on its territory:

(@) monitor and enforce the application of this Regoiat

(aa) promote public awareness and understanditigeaisks, rules, safeguards and rights
in relation to the processing of personal dataivigts addressed specifically to
children shall receive specific attention;

(ab) advise, in accordance with national law, thgonal parliament, the government, and
other institutions and bodies on legislative anthiadtrative measures relating to the
protection of individuals’ rights and freedoms widgard to the processing of
personal data;

(ac) promote the awareness of controllers andgssors of their obligations under this
Regulation;

(ad) upon request, provide information to anyadaibject concerning the exercise of
their rights under this Regulation and, if appraf@j co-operate with the supervisory
authorities in other Member States to this end;
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(b)

deal with complaints lodged by a data subject, yalbody, organisation or
association in accordance with Article 76, and estigate, to the extent appropriate,
the subject matter of the complaint and inform tt@mplainant of the progress and
the outcome of the investigation within a reasosgd@riod, in particular if further

investigation or coordination with another supeskysauthority is necessary;,
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(€)

cooperate with, including sharing information andyide mutual assistance to
other supervisory authorities with a view to ensgirihe consistency of application
and enforcement of this Regulation;

(d) conduct investigations on the application of thegBation, including on the basis
of information received from another supervisoryhauity or other public
authority;

(e) monitor relevant developments, insofar as they lavenpact on the protection
of personal data, in particular the developmennfoirmation and
communication technologies and commercial practices

( adopt standard contractual clauses referred torticlé 26(2c¢) and 42(2)(c);

(fa) establish and maintain a list in relation te tequirement for data protection impact
assessment pursuant to Article 33(2a);

(g) give advice on the processing operations referoei Article 34(3);

(ga) encourage the drawing up of codes of condudyant to Article 38 and give
an opinion and approve such codes of conduct whiatvide sufficient
safeguards, pursuant to Article 38 (2);

(gb) encourage the establishment of data protecistification mechanisms and of data
protection seals and marks pursuant to Article 3fhd approve the criteria of
certification pursuant to Article 39 (2a);

(gc) where applicable, carry out a periodic reva certifications issued in accordance
with Article 39(4);
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(h) draft and publish the criteria for accreditationaobody for monitoring codes of
conduct pursuant to Article 38 a and of a certilima body pursuant to Article 39a;

conduct the accreditation of a body for mrmmg codes of conduct pursuant to

(ha)
Article 38a and of a certification body pursuantAxicle 39a;

(hb) authorise contractual clauses and provisiefesred to in Article 42(2a);
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() approve binding corporate rules pursuant to Artt3de
()) contribute to the activities of the European Datatéttion Board,;

(jb) to keep internal records of breaches of thiglRaion and of measures taken, in

particular warnings issued and sanctions imposed;

(k) fulfil any other tasks related to the protectionpefsonal

data. 2. (...)
3 (...)
4.  Each supervisory authority shall facilitate the raigsion of complaints referred to in point

(b) of paragraph 1, by measures such as providiogngplaint submission form, which can

be completed also electronically, without excludother means of communication.

o

The performance of the tasks of each supervisattyoaity shall be free of charge for the

data subject and for the data protection offideany.

6. Where requests are manifestly unfounded or exegssivparticular because of their
repetitive character, the supervisory authority roagrge a reasonable fee based on
administrative costs, or refuse to act on the refguEhe supervisory authority shall bear

the burden of demonstrating the manifestly unfodndeexcessive character of the request.
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1.

Article 53
Powers

Each supervisory authority shall have at leastfolilewing investigative powers:

to order the controller and the processor, and revaeplicable, the controller’s or

(@)

the processor’s representative to provide any iiné&bion it requires for the
performance of its tasks;

to carry out investigations in the form atal protection audits;

(aa)
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(ab) to carry out a review on certifications sgipursuant to Article 39(4);

(b) (.)

© ()

(d) to notify the controller or the processor ofaleged infringement of this Regulation;
(da) to obtain, from the controller and the pssoe, access to all personal data and to

all
information necessary for the performance of isksa

(db) to obtain access to any premises of the olettrand the processor, including to any
data processing equipment and means, in confosiity Union law or Member

State procedural law.
1b. Each supervisory authority shall have at lelastfollowing corrective powers:

(a) to issue warnings to a controller or processor if&nded processing operations

are likely to infringe provisions of this Regulatjo

(b) to issue reprimands to a controller or a processmre processing operations

have infringed provisions of this Regulation;

(ca) to order the controller or the processocdamply with the data subject's requests

to exercise his or her rights pursuant to this FRegun;
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(d)

to order the controller or processor to bring pssegy operations into compliance
with the provisions of this Regulation, where apprate, in a specified manner and

within a specified period,;

(da) to order the controller to communicate aspeal data breach to the data subject;

(e) to impose a temporary or definitive limitation mding a ban on processing;

(0  to order the rectification, restriction or erasofedata pursuant to Articles 16, 17
and 17a and the notification of such actions teprexcts to whom the data have
been disclosed pursuant to Articles 17(2a) and 17b;
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(fa) (new)} to order the certification body to withdraw a deation issued pursuant to
Article 39 and 39a, or to order the certificatiomdlp not to issue certification if the

requirements for the certification are not or noger met;

(g) to impose an administrative fine pursuant to Aesct9, in addition to, or instead
of measures referred to in this paragraph, depgmalinthe circumstances of

each individual case;

(h) to order the suspension of data flows to a redgiem third country or

to an international organisation.

M (.)

o )

1c. Each supervisory authority shall have at lelastfollowing authorisation and advisory

powers:

(a) to advise the controller in accordance with th@mpdonsultation procedure referred
to in Article 34;

(aa) to issue, on its own initiative or on redquepinions to the national parliament, the
Member State government or, in accordance wittonatilaw, to other institutions
and bodies as well as to the public on any issla¢eck to the protection of personal

data;
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(ab) to authorise processing referred to in AgtBfi(7a), if the law of the Member State

requires such prior authorisation;
(ac) to issue an opinion and approve draft cadenduct pursuant to Article 38(2);
(ad) to accredit certification bodies under teerts of Article 39a;

(ae) to issue certifications and approve critefigertification in accordance with Article

39(2a);

(b) to adopt standard data protection clauses refeaea point (c) of Article 42(2)
n ragraph (2c¢) of Article 26
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(c) to authorise contractual clauses referred to imtp@) of Article 42(2a);
(ca) to authorise administrative agreements nedeto in point (d) of Article 42(2a);
(d) to approve binding corporate rules pursuant tockst3.

The exercise of the powers conferred on the sugEmviauthority pursuant to this
Article shall be subject to appropriate safeguairtsyuding effective judicial remedy
and due process, set out in Union and Member &tatén accordance with the

Charter of Fundamental Rights of the European Union

Each Member State shall provide by law that itsesupory authority shall have the power
to bring infringements of this Regulation to théeation of the judicial authorities and
where appropriate, to commence or engage othemviggal proceedings, in order to

enforce the provisions of this Regulation.

(...)




Article 54
Activity Report

Each supervisory authority shall draw up an annepbrt on its activities, which may include a
list of types of notified breaches and types ofasgd sanctions. The report shall be transmitted
to the national Parliament, the government androdlihorities as designated by national law.

It shall be made available to the public, the Cossmon and the European Data Protection

Board.
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CHAPTER VI

CO-OPERATION AND CONSISTENCY

SECTION 1

CO-OPERATION

Article 54a

Cooperation between the lead supervisory authogtyd other concerned supervisory
authorities

1. The lead supervisory authority shall cooperate wheh other concerned supervisory
authorities in accordance with this article in adleavour to reach consensus. The lead
supervisory authority and the concerned supervisathorities shall exchange all

relevant information with each other.

la. The lead supervisory authority may request gttiame other concerned supervisory
authorities to provide mutual assistance pursuarrticle 55 and may conduct joint
operations pursuant to Article 56, in particular éarrying out investigations or for
monitoring the implementation of a measure conogriai controller or processor

established in another Member State.
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2. The lead supervisory authority shall, without detmmmunicate the relevant information
on the matter to the other concerned supervisottyoaities. It shall without delay submit
a draft decision to the other concerned supervisathorities for their opinion and take

due account of their views.

3. Where any of the other concerned supervisory aitig®mwithin a period of four weeks
after having been consulted in accordance withgraph 2, expresses a relevant and
reasoned objection to the draft decision, the Bgubrvisory authority shall, if it does not
follow the objection or is of the opinion it is ncglevant and reasoned, submit the matter

to the consistency mechanism referred to in Article
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3a.

4a.

4b.

Where the lead supervisory authority intendollow the objection made, it shall submit to
the other concerned supervisory authorities a edvitraft decision for their opinion. This
revised draft decision shall be subject to the @doce referred to in paragraph 3 within a

period of two weeks.

Where none of the other concerned supervisory aitghtas objected to the draft
decision submitted by the lead supervisory authavithin the period referred to in
paragraphs 3 and 3a, the lead supervisory authamilythe concerned supervisory
authorities shall be deemed to be in agreement thishdraft decision and shall be bound
by it.

The lead supervisory authority shall adopt amtifynthe decision to the main establishment or
single establishment of the controller or procesasrthe case may be and inform the other
concerned supervisory authorities and the Eurojieda Protection Board of the decision

in question including a summary of the relevantdaand grounds. The supervisory

authority to which a complaint has been lodged| sti@rm the complainant on the

decision.

By derogation from paragraph 4a, where a comipiaidismissed or rejected, the
supervisory authority to which the complaint wadded shall adopt the decision and notify
it to the complainant and shall inform the coneolihereof.




4bb. Where the lead supervisory authority andctirecerned supervisory authorities are in
agreement to dismiss or reject parts of a compéamat to act on other parts of that
complaint, a separate decision shall be adopteédoh of those parts of the matter.The
lead supervisory authority shall adopt the deci$wnthe part concerning actions in
relation to the controller and notify it to the maastablishment or single establishment of
the controller or processor on the territory ofMember State and shall inform the
complainant thereof, while the supervisory autlyooit the complainant shall adopt the
decision for the part concerning dismissal or te@@cof that complaint and notify it on

that complainant and shall inform the controllerppocessor thereof.
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4c. After being notified of the decision of the lespervisory authority pursuant to paragraph 4a
and 4bb, the controller or processor shall takendeessary measures to ensure compliance
with the decision as regards the processing aesvih the context of all its establishments
in the Union. The controller or processor shallifgdhe measures taken for complying
with the decision to the lead supervisory authomtiich shall inform the other concerned

supervisory authorities.

4d. Where, in exceptional circumstances, a concesaeeérvisory authority has reasons to
consider that there is an urgent need to act ieroi@ protect the interests of data subjects,

the urgency procedure referred to in Article 61llsiyaply.

5. The lead supervisory authority and the other corembisupervisory authorities shall
supply the information required under this Artitdeeach other by electronic means,

using a standardised format.
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Article 54b

Cooperation between the lead supervisory authoatyd the other supervisory
authorities concerned in individual cases of podsilmon-compliance with the

Regulation

(...)

Article 55

Mutual assistance

1.  Supervisory authorities shall provide each othehwelevant information and mutual
assistance in order to implement and apply thisuRéign in a consistent manner, and
shall put in place measures for effective co-openatvith one another. Mutual assistance
shall cover, in particular, information requestsl aupervisory measures, such as requests

to carry out prior authorisations and consultationspections and investigations.

2. Each supervisory authority shall take all apprdpriaeasures required to reply to the
request of another supervisory authority withouduerdelay and no later than one month
after having received the request. Such measurgdntiade, in particular, the transmission

of relevant information on the conduct of an inigegion.
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3. The request for assistance shall contain all tleessary information, including the purpose
of the request and reasons for the request. Infaymaxchanged shall be used only for the
purpose for which it was requested.

Laan e S A 185



4. A supervisory authority to which a request for stsgice is addressed may not refuse

to comply with it unless:

(a) it is not competent for the subject-matter of tequest or for the measures

it is requested to execute; or

(b) compliance with the request would be incompatibiéh whe provisions of this
Regulation or with Union or Member State law to e¥hthe supervisory

authority receiving the request is subject.

5. The requested supervisory authority shall infore tbquesting supervisory authority of the
results or, as the case may be, of the progreiseomeasures taken in order to respond to
the request. In cases of a refusal under paragtaprshall explain its reasons for refusing
the request.

6. Supervisory authorities shall, as a rule, suppdyitfiormation requested by other

supervisory authorities by electronic means, usirgiandardised format.

7. No fee shall be charged for any action taken fathgwa request for mutual assistance.
Supervisory authorities may agree with other supery authorities rules for
indemnification by other supervisory authorities $pecific expenditure arising from the

provision of mutual assistance in exceptional emstances.

8.  Where a supervisory authority does not provideitf@mation referred to in paragraph 5
within one month of receiving the request of anothgoervisory authority, the requesting
supervisory authogtmay adopt a provisional measure on the territorgsoMember State
in accordance with Article 51(1). In this case, tingent need to act under Article 61(1)
will be presumed to be met and require an urgawity decision from the European Data

Protection Board pursuant to Article 61(2).

9. (..)
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10. The Commission may specify the format and procesifor mutual assistance referred to in
this article and the arrangements for the exchafgeformation by electronic means
between supervisory authorities, and between sigoeyauthorities and the European Data
Protection Board, in particular the standardisedhéd referred to in paragraph 6. Those
implementing acts shall be adopted in accordante the examination procedure referred
to in Article 87(2).

Article 56
Joint operations of supervisory authorities

1. The supervisory authorities shall, where approgyiabnduct joint operations including
joint investigations and joint enforcement measumeshich members or staff from other

Member States' supervisory authorities are involved

2. In cases where the controller or processor hablssiments in several Member States or
where a significant number of data subjects in mbas one Member States are likely to be
substantially affected by processing operatiorsy@ervisory authority of each of those
Member States shall have the right to participatéheé joint operations, as appropriate. The
competent supervisory authority in accordance witticle 51a (1) or 51a(2c) shall invite
the supervisory authority of each of those MemietesS to take part in the joint
operations concerned and respond without delaheadquest of a supervisory authority
to participate.

3. A supervisory authority may, in compliance with @&n Member State law, and with the
seconding supervisory authority’s authorisatiomfeo powers, including investigative
powers on the seconding supervisory authority’s begsor staff involved in joint
operations or, in so far as the law of the MemiateSof the host supervisory authority
permits, allow the seconding supervisory authasitylembers or staff to exercise their
investigative powers in accordance with the lavihaf Member State of the seconding
supervisory authority. Such investigative powery i@ exercised only under the guidance
and in the presence of members or staff of the siggérvisory authority. The seconding
supervisory authority's members or staff shall llgiect to the host supervisory authority's

national law.
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3a. Where, in accordance with paragraph 1, staff s¢conding supervisory authority are
operating in another Member State, the Member Stathe host supervisory authority
shall assume responsibility for their actions,udetg liability, for any damage caused by
them during their operations, in accordance with ldw of the Member State in whose

territory they are operating.

3b. The Member State in whose territory the damage eaused shall make good such damage
under the conditions applicable to damage causdth lmwn staff. The Member State of
the seconding supervisory authority whose staffdeased damage to any person in the
territory of another Member State shall reimbuitse latter in full any sums it has paid to

the persons entitled on their behalf.

3c.  Without prejudice to the exercise of its righisa-vis third parties and with the exception of
paragraph 3b, each Member State shall refraifjancase provided for in paragraph 1,

from requesting reimbursement of damages it hasisesl from another Member State.

5.  Where a joint operation is intended and a superyiauthority does not comply within one
month with the obligation laid down in the secomdtence of paragraph 2, the other
supervisory authorities may adopt a provisionalsuea on the territory of its Member
State in accordance with Article 51. In this cabe, urgent need to act under Article
61(1) will be presumed to be met and require aniopior an urgent binding decision

from the European Data Protection Board pursuamirticle 61(2).
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1.

SECTION 2

CONSISTENCY

Article 57

Consistency mechanism

In order to contribute to the consistent applicabf this Regulation throughout the Union,
the supervisory authorities shall co-operate wibheother and, where relevant, with the

Commission, through the consistency mechanism taguden this section.

Article 58

Opinion by the European Data Protection Board

The European Data Protection Board shall issuepamom whenever a competent
supervisory authority intends to adopt any of theasures below. To that end, the
competent supervisory authority shall communicate draft decision to the European
Data Protection Board, when it:

c) aims at adopting a list of the processing openatisubject to the requirement for a

data protection impact assessment pursuant tolR&(2a); or

(ca) concerns a matter pursuant to Article 38(&b¢ther a draft code of conduct or an
amendment or extension to a code of conduct i®mptiance with this Regulation;

or
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(cb) aims at approving the criteria for accreeiaof a body pursuant to paragraph 3 of

Article 38a or a certification body pursuant to ggmaph 3 of Article 39a; or

(d) aims at determining standard data protection ctausferred to in point (c) of

Article 42(2)and paragraph (2c) of Article 26; or

(e) aims to authorising contractual clauses referreth tarticle 42(2a(a)); or

(H aims at approving binding corporate rules withia theaning of Article 43.

2. Any supervisory authority, the Chair of the Eurapé&zata Protection Board or the
Commission may request that any matter of gengqallcation or producing effects in more
than one Member State be examined by the Europasa Brotection Board with a view to
obtaining an opinion, in particular where a compe®ipervisory authority does not comply
with the obligations for mutual assistance in adeoce with Article 55 or for joint

operations in accordance with Article 56.

3. In the cases referred to in paragraphs 1 and 2Etinepean Data Protection Board shalll
issue an opinion on the matter submitted to it jpled that it has not already issued an
opinion on the same matter. This opinion shall depéed within eight weeks by simple
majority of the members of the European Data PtmiedBoard. This period may be
extended by a further six weeks, taking into actdbhe complexity of the subject matter.
Regarding the draft decision referred to in panalgra circulated to the members of the
Board in accordance with paragraph 6, a memberhags not objected within a
reasonable period indicated by the Chair, shatléxamed to be in agreement with the draft

decision.

5.  Supervisory authorities and the Commission shadhaut undue delay electronically
communicate to the European Data Protection Bassitig a standardised format any
relevant information, including as the case maalsimmary of the facts, the draft
decision, the grounds which make the enactmenudi sneasure necessary, and the views

of other concerned supervisory authorities.
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7a.

7b.

The chair of the European Data Protection Board shi@out undue delay

electronically inform:

(a) the members of the European Data Protection Boadditze Commission of any
relevant information which has been communicated tsing a standardised
format. The secretariat of the European Data Ptiote®oard shall, where

necessary, provide translations of relevant infdiona

(b) the supervisory authority referred to, as the caag be, in paragraphs 1 and 2, and

the Commission of the opinion and make it public.

(...)

Within the period referred to in paragraph 3 ¢dbempetent supervisory authority shall not

adopt its draft decision referred to in paragraph 1

(...)

The supervisory authority referred to in paragrapshall take utmost account of the
opinion of the European Data Protection Board dral svithin two weeks after receiving
the opinion, electronically communicate to the cludithe European Data Protection Board
whether it maintains or will amend its draft demisiand, if any, the amended draft decision,

using a standardised format.

Where the concerned supervisory authority infornes ¢hair of the European Data
Protection Board within the period referred to arggraph 8 that it does not intend to
follow the opinion of the Board, in whole or in paproviding the relevant grounds,

paragraph 1 of Article 58a shall apply.

Article 58a

Dispute Resolution by the European Data ProtectiBoard

In order to ensure the correct and consistent i of this Regulation in individual
cases, the European Data Protection Board shgiitadbinding decision in the following

cases:
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(@) Where, in a case referred to in paragraph 3 otlrb4a, a concerned supervisory
authority has expressed a relevant and reasonedtiolj to a draft decision of the
lead authority or the lead authority has rejectealbjection as being not relevant
and/or reasoned. The binding decision shall conakrine matters which are the
subject of the relevant and reasoned objectiopaiticular whether there is an

infringement of the Regulation;

(b) Where there are conflicting views on which of tlmaerned supervisory authorities

is competent for the main establishment;

(d) Where a competent supervisory authority doesregtiest the opinion of the
European Data Protection Board in the cases meationparagraph 1 of Article
58, or does not follow the opinion of the Europ&ata Protection Board issued
Article 58. In that case, any concerned supervisathority or the Commission

may communicate the matter to the European Datteé&tion Board.

The decision referred to in paragraph 1 shall gt within one month from the referral
of the subject-matter by a two-third majority oétmembers of the Board. This period may
be extended by a further month on account of theptexity of the subject-matter. The
decision referred to in paragraph 1 shall be read@md addressed to the lead supervisory

authority and all the concerned supervisory autiesrand binding on them.

In case the Board has been unable to adopt a aeaesihin the periods referred to in
paragraph 2, it shall adopt its decision within tweeks following the expiration of the
second month referred to in paragraph 2 by a simglrity of the members of the Board.
In case the members of the Board are split, thesidecshall by adopted by the vote of its
Chair.

The concerned supervisory authorities shall nopa@odecision on the subject matter
submitted to the Board under paragraph 1 duringptre@ds referred to in paragraphs 2
and 3.

(...)
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6. The Chair of the European Data Protection Boardl sb#éfy, without undue delay, the
decision referred to in paragraph 1 to the concksupervisory authorities. It shall inform
the Commission thereof. The decision shall be phétl on the website of the European
Data Protection Board without delay after the supery authority has notified the final

decision referred to in paragraph 7.

7. The lead supervisory authority or, as the case Imeayhe supervisory authority to which
the complaint has been lodged shall adopt its tie@ision on the basis of the decision
referred to in paragraph 1, without undue delay ainthe latest by one month after the
European Data Protection Board has notified itssaet The lead supervisory authority or,
as the case may be, the supervisory authority tohmthe complaint has been lodged, shall
inform the European Data Protection Board of thee dehen its final decision is notified
respectively to the controller or the processor tieddata subject. The final decision of the
concerned supervisory authorities shall be adopteter the terms of Article 54a, paragraph
4a, 4b and 4bb. The final decision shall referh® decision referred to in paragraph 1 and
shall specify that the decision referred to in geagh 1 will be published on the website of
the European Data Protection Board in accordante paragraph 6. The final decision

shall attach the decision referred to in paragrhph

Article 59

Opinion by the Commission

(..

Article

60
Suspension of a draft measure

(..
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Article 61

Urgency procedure

1. In exceptional circumstances, where a concernedrgispry authority considers that there
is an urgent need to act in order to protect thktsiand freedoms of data subjects, it
may, by way of derogation from the consistency raedm referred to in Articles 57, 58
and 58a or the procedure referred to in Article, Sdenediately adopt provisional
measures intended to produce legal effects orwits territory with a specified period of
validity which shall not exceed three months. Thpesvisory authority shall, without
delay, communicate those measures and the reasoaddpting them, to the other
concerned supervisory authorities, the Europeam Pabtection Board and to the

Commission.

2. Where a supervisory authority has taken a measungu@nt to paragraph 1 and considers
that final measures need urgently be adopted, yt ne@uest an urgent opinion or an urgent
binding decision from the European Data ProtecBoard, giving reasons for requesting

such opinion or decision.

3.  Any supervisory authority may request an urgenhiopi or an urgent binding decision, as
the case may be, from the European Data ProteBoamnd where a competent supervisory
authority has not taken an appropriate measuresituation where there is an urgent need
to act, in order to protect the rights and freedaindata subjects, giving reasons for

requesting such opinion or decision, including theg urgent need to act.

4. By derogation from paragraph 3 of Article 58 andagaaph 2 of Article 58a, an urgent
opinion or an urgent binding decision referredrigaragraphs 2 and 3 of this Article shall
be adopted within two weeks by simple majority lnd imembers of the European Data

Protection Board.

Article 62

Implementing acts

1. The Commission may adopt implementing acts of gersmope for:

@ (.)

144814 VH/tt/ak 194
20215 DGD 2C LIMITE EN



(b) (.)
© (.)

(d) specifying the arrangements for the exchangefofmation by electronic means
between supervisory authorities, and between sigoeyvauthorities and the
European Data Protection Board, in particular tlaadardised format referred to in

Article 58.

Those implementing acts shall be adopted in acooelavith the examination procedure referred
to in Article 87(2).

2. (...)
3. (..)
Article 63
Enforcement
(...)
SECTION 3

EUROPEAN DATA PROTECTION BOARD

Article 64

European Data Protection Board

la. The European Data Protection Board is herelablksied as body of the Union and shalll

have legal personality.

1b. The European Data Protection Board shall beesgmted by its Chair.
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2. The European Data Protection Board shall be congpot¢he head of one
supervisory authority of each Member State anchefEuropean Data Protection

Supervisor, or their respective representatives.

3. Where in a Member State more than one supervisathoaty is responsible for
monitoring the application of the provisions pursuto this Regulation, a joint
representative shall be appointed in accordande tivé national law of that Member
State.

4. The Commission shall have the right to participatéhe activities and meetings of the
European Data Protection Board without voting rigftte Commission shall designate a
representative. The chair of the European DataeBtion Board shall, communicate to

the Commission the activities of the European DRtatection Board.

5(new). In cases related to Article 58a, the EuaopBata Protection Supervisor shall have
voting rights only on decisions which concerns gples and rules applicable to the Union

institutions, bodies, offices, and agencies whigh identical to those of this Regulation.

Article 65

Independence

1. The European Data Protection Board shall act inudgatly when performing its tasks

or exercising its powers pursuant to Articles 66 &i.

2. Without prejudice to requests by the Commissioerrefl to in point (b) of paragraph 1
and in paragraph 2 of Article 66, the European Rtaection Board shall, in the
performance of its tasks or the exercise of its grswneither seek nor take instructions
from anybody.

Article 66

Tasks of the European Data Protection Board

1. The European Data Protection Board shall ensuredhsistent application of this
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Regulation. To this effect, the European Data Rtaie Board shall, on its own initiative

or, where relevant, at the request of the Commmssioparticular:
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(aa) monitor and ensure the correct applicatibthis Regulation in the cases provided for

in Article 57(3) without prejudice to the tasksmtional supervisory authorities;

(a) advise the Commission on any issue related to tbeegtion of personal data in

the Union, including on any proposed amendmentisf Regulation;

(aa) advise the Commission on the format andquia@s for the exchange of
information between controllers, processors anctisignry authorities for binding

corporate rules;

(ab) (new) issue opinions on procedures for dejelinks, copies or replications of
personal data from publicly available communicat@nvices as referred to in Article

17 paragraph 2;

(b) examine, on its own initiative or on request of afats members or on request of
the Commission, any question covering the applicatif this Regulation and issue
guidelines, recommendations and best practicesderdo encourage consistent

application of this Regulation;

(ba)(new) issue guidelines, recommendations antl fr@stices in accordance with point
(b) of Article 66(1) for further specifying the wria and conditions for decisions

based on profiling pursuant to Article 20(2);

(bb)(new) issue guidelines, recommendations antl p@stices in accordance with point
(b) of Article 66(1) for establishing the data hrlees and determining the undue
delay referred to in paragraphs 1 and 2 of Artgleand for the particular
circumstances in which a controller or a processoequired to notify the personal

data breach;

(bc)(new) issue guidelines, recommendations ant fdrestices in accordance with point
(b) of Article 66(1) as to the circumstances inceftha personal data breach is likely
to result in a high risk for the rights and freedoaf the individuals referred to in
Article 32(1).
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(bd)(new) issue guidelines, recommendations ant grestices in accordance with point
(b) of Article 66(1) for the purpose of further sgging the criteria and
requirements for data transfers based on bindimgocate rules adhered to by
controllers and binding corporate rules adherebytprocessors and on further
necessary requirements to ensure the protectipersbnal data of the data subjects

concerned referred to in Article 43;

(be)(new) issue guidelines, recommendations anddrastices in accordance with point
(b) of Article 66(1) for the purpose of further spggng the criteria and

requirements for the data transfers on the baskrtafle 44(1);

(ba) draw up guidelines for supervisory authesitconcerning the application of measures
referred to in paragraph 1, 1b and 1c of Articlea®8 the fixing of administrative

fines pursuant to Articles 79;

(c) review the practical application of the guidelineszommendations and best

practices referred to in point (b) and (ba);

(ca) encourage the drawing-up of codes of condadtthe establishment of data
protection certification mechanisms and data pteiecseals and marks pursuant to
Articles 38 and 39;

(cb) carry out the accreditation of certificatibadies and its periodic review pursuant to
Article 39a and maintain a public register of adiexl bodies pursuant to paragraph
6 of Article 39a and of the accredited controllersprocessors established in third

countries pursuant to paragraph 4 of Article 39;

(cd) specify the requirements mentioned in paalgr3 of Article 39a with a view to the

accreditation of certification bodies under Arti@8;
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(ce) give the Commission an opinion for the aswest of the adequacy of the level of
protection in a third country or international ongation, including for the
assessment whether a third country or the terriborthe international organization
or the specified sector no longer ensures an atiedgsel of protection. To that
end, the Commission shall provide the European Patdéection Board with all
necessary documentation, including corresponderitetiae government of the third
country, territory or processing sector within thiatd country or the international

organisation.

(d) issue opinions on draft decisions of supervisohaiities pursuant to the
consistency mechanism referred to in paragraphd2oanmatters submitted pursuant

to paragraph 4 of Article 57,

(e) promote the co-operation and the effective bildtenal multilateral exchange

of information and practices between the superyismthorities;

(H promote common training programmes and facilitaes@nnel exchanges between
the supervisory authorities, as well as, where @mmte, with the supervisory

authorities of third countries or of internatiomajanisations;

(g) promote the exchange of knowledge and documentatiodata protection

legislation and practice with data protection suery authorities worldwide.
(gb) issue opinions on codes of conduct drawntugraon level pursuant to Article 38(4);

()  maintain a publicly accessible electronic regisbf decisions taken by supervisory

authorities and courts on issues dealt with indtwsistency mechanism.

2. Where the Commission requests advice from the EBaoata Protection Board, it

may indicate a time limit, taking into account tingency of the matter.

3. The European Data Protection Board shall forwasdfinions, guidelines,
recommendations, and best practices to the Conamissid to the committee referred to in

Article 87 and make them public.
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4a.

The European Data Protection Board shall, wappgopriate, consult interested parties and
give them the opportunity to comment within a reedsde period. The European Data
Protection Board shall, without prejudice to Aic2, make the results of the

consultation procedure publicly available.

Article 67

Reports

(...)

The European Data Protection Board shall draw uprenual report regarding the
protection of natural persons with regard to thecpssing of personal data in the Union
and, where relevant, in third countries and inteomal organisations. The report shall be
made public and be transmitted to the EuropeanaReht, the Council and the

Commission.

The annual report shall include a review of thecpical application of the guidelines,
recommendations and best practices referred toimt jfc) of Article 66(1) as well as of

the binding decisions referred to in paragraph Auitle 57.

Article 68

Procedure

The European Data Protection Board shall take idesidy a simple majority of its

members, unless otherwise provided for in this fgun.

The European Data Protection Board shall adopivits rules of procedure by a two-

third majority of its members and organise its cwperational arrangements.
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Article 69
Chair

1. The European Data Protection Board shall electadr emd two deputy chairs from

amongst its members by simple majority.

2. The term of office of the Chair and of the deputyics shall be five years and be

renewable once.

Article 70

Tasks of the chair

1. The chair shall have the following tasks:
(a) to convene the meetings of the European Data RimteBoard and prepare its
agenda;

(aa) to notify decisions adopted by the Europ@ata Protection Board pursuant to

Article
58a to the lead supervisory authority and the ammcksupervisory authorities;

(b) to ensure the timely performance of the tasks efEhropean Data Protection
Board, in particular in relation to the consistemegchanism referred to in Article
57.

2. The European Data Protection Board shall lay ddwenattribution of tasks between the

chair and the deputy chairs in its rules of procedu

Article 71

Secretariat

1. The European Data Protection Board shall have @etse@t, which shall be provided by

the European Data Protection Supervisor.

la. The secretariat shall perform its tasks exaihsiunder the instructions of the Chair of the
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European Data Protection Board.
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1b. The staff of the European Data Protection Sug@nmvolved in carrying out the tasks
conferred on the European Data Protection BoarthisyRegulation shall be subject
to separate reporting lines from the staff invoNreatarrying out tasks conferred on

the European Data Protection Supervisor.

1c. Where appropriate, the European Data Prote@@ard and the European Data Protection
Supervisor shall establish and publish a Memorandtidnderstanding implementing this
Article, determining the terms of their cooperatiand applicable to the staff of the
European Data Protection Supervisor involved imyaag out the tasks conferred on the

European Data Protection Board by this Regulation.

2. The secretariat shall provide analytical, admiaiste and logistical support to the

European Data Protection Board.
3. The secretariat shall be responsible in particiaear
(a) the day-to-day business of the European Data RroteBoard,;

(b) the communication between the members of the Earopata Protection Board, its
chair and the Commission and for communication witfrer institutions and the

public;
(c) the use of electronic means for the internal artdreal communication;
(d) the translation of relevant information;
(e) the preparation and follow-up of the meetings & Buropean Data Protection Board,;

()  the preparation, drafting and publication of opisipdecisions on the settlement of
disputes between supervisory authorities and dthas adopted by the European

Data Protection Board.

144814 VH/tt/ak 204
20215 DGD 2C LIMITE EN



Article 72
Confidentiality

1. The discussions of the European Data ProtectiondBsiaall be confidential, unless

otherwise provided in its rules of procedure.

2.  Access to documents submitted to members of thefdean Data Protection Board,

experts and representatives of third parties sleatjoverned by Regulation (EC) No

1049/2001.
3. ()
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CHAPTER VIII

REMEDIES, LIABILITY AND
SANCTIONS

Article 73

Right to lodge a complaint with a supervisory autityg

Without prejudice to any other administrativejudicial remedy, every data subject shall have
the right to lodge a complaint with a supervisouyharity, in particular in the Member

State of his or her habitual residence, place akvaw place of the alleged infringment if

the data subject considers that the processingisbpal data relating to him or her does

not comply with this Regulation.

(...)
(...)
(...)

The supervisory authority to which the compldias been lodged shall inform the
complainant on the progress and the outcome otadnaplaint including the possibility of

a judicial remedy pursuant to Article 74.




1.

Article 74
Right to a judicial remedy against a supervisorytharity

Without prejudice to any other administrative onfodicial remedy, each natural or legal
person shall have the right to an effective judlimanedy against a legally binding

decisions of a supervisory authority concerningrthe
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3a.

Without prejudice to any other administrative onfodicial remedy, each data subject
shall have the right to a an effective judicial egiy where the supervisory authority
competent in accordance with Article 51 and Artislea does not deal with a complaint

or does not inform the data subject within threenthe on the progress or outcome of the
complaint lodged under Article 73.

Proceedings against a supervisory authority skeabought before the courts of the

Member State where the supervisory authority ialdished.

Where proceedings are brought against a de@diansupervisory authority which was
preceded by an opinion or a decision of the Eunofgata Protection Board in the
consistency mechanism, the supervisory authoréyl &rward that opinion or decision to
the court.

(...)
(...)

Article 75

Right to an effective judicial remedy against a daoiler or processor

Without prejudice to any available administrativenon-judicial remedy, including the

right to lodge a complaint with a supervisory auityounder Article 73, each data subject
shall have the right to an effective judicial reméfdthey consider that their rights under
this Regulation have been infringed as a resuthefprocessing of their personal data in
non- compliance with this Regulation.




Proceedings against a controller or a processdrrtsh&@rought before the courts of the
Member State where the controller or processoranasstablishment. Alternatively, such
proceedings may be brought before the courts oMbémber State where the data subject

has his or her habitual residence, unless the @l@rtior processor is a public authority of

a Member State acting in the exercise of its pyttizvers.
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Article 76

RepresentatioRepresentatiorof data
subjects

1. The data subject shall have the right to manddiedy, organisation or association, which
has been properly constituted according to thedaa Member State, which is of non-
profit making character, and whose statutory objestare in the public interest and include
the protection of data subject’s rights and freeslovith regard to the protection of their
personal data to lodge the complaint on his orbedralf and to exercise the rights referred
to in Articles 73, 74 and 75 on his or her behalfi & exercise the right to receive
compensation referred to in Article 77 on his or behalf if provided for by Member State

law.

2.  Member States may provide that any body, organisair association referred to in
paragraph 1, independently of a data subject's atanghall have in such Member State
the right to lodge a complaint with the supervisanthority competent in accordance
with Article 73 and to exercise the rights refertedin Articles 74 and 75 if it considers
that the rights of a data subject have been irddngs a result of the processing of

personal data that is not in compliance with thegyiRation.

3 (...)
4 (...)
5 (...)
Sen
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Article 76a
Suspension oproceedings

Where a competent court of a Member State hasnmaton on proceedings concerning the
same subject matter as regards processing of the santroller or processor are pending

in a court in another Member State, it shall conthat court in the other Member State to
confirm the existence of such proceedings.



2a.

Where proceedings concerning the same subject magteegards processing of the same
controller or processor are pending in a courtnather Member State, any competent

court other than the court first seized may suspendroceedings.

Where these proceedings are pending at firfsinos, any court other than the court first
seized may also, on the application of one of ttigs, decline jurisdiction if the court
first seized has jurisdiction over the actions uesfion and its law permits the
consolidation thereof.

Article 77

Right to compensation and liability

Any person who has suffered material or immatef@hage as a result of an infringement
of the Regulation shall have the right to receigenpensation from the controller or

processor for the damage suffered.

Any controller involved in the processing shallliadble for the damage caused by the
processing which is not in compliance with this Bagon. A processor shall be liable for
the damage caused by the processing only wheesinbt complied with obligations of
this Regulation specifically directed to processorsacted outside or contrary to lawful

instructions of the controller.

A controller or processor shall be exempted frahility in accordance with paragraph 2 if

it proves that it is not in any way responsible floe event giving rise to the damagje:




4.  Where more than one controller or processor orrdrolier and a processor are involved
in the same processing and, where they are, inrdacoe with paragraphs 2 and 3,

responsible for any damage caused by the processacty controller or processor shall be

held liable for the entire damage order to ensure effective compensationof the data
subject
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5. Where a controller or processor has, in accordawith paragraph 4, paid full
compensation for the damage suffered, that coatral processor shall be entitled to
claim back from the other controllers or processowelved in the same processing that
part of the compensation corresponding to theit pamresponsibility for the damage in

accordance with the conditions set out in paragfaph

6. Court proceedings for exercising the right to reeetompensation shall be brought
before the courts competent under national lawhef Member State referred to in
paragraph 2 of Article 75.

Article 78

Penalties

(...)

Article 79

General conditions for imposing administrative fise

la. Each supervisory authority shall ensure thatirtiposition of administrative fines pursuant to
this Article in respect of infringements of this dréation referred to in paragraphs 3 (new),

3a (new), 3aa (new) shall in each individual casesffiective, proportionate and dissuasive.
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2a. Administrative fines shall, depending on thewinstances of each individual case, be
imposed in addition to, or instead of, measuresrredl to in points (a) to (f) and(h) of
paragraph 1b of Article 53. When deciding whetliemipose an administrative fine and
deciding on the amount of the administrative fimeeach individual case due regard shall

be given to the following:

(&) the nature, gravity and duration of the infringetmieaving regard to the nature scope
or purpose of the processing concerned as wellhasnumber of data subjects

affected and the level of damage suffered by them;

(b) the intentional or negligent character of the mgament;
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(€)

(..)

(d) action taken by the controller or processor togatte the damage suffered by
data subjects;

(e) the degree of responsibility of the controller sogessor having regard to technical
and organisational measures implemented by thesupat to Articles 23 and 30;

(H any relevant previous infringements by the corgrodir processor;

(@) (new) the degree of co-operation with the superyismthority, in order to remedy
the infringement and mitigate the possible advefferts of the infringement;

(ga) (new) the categories of personal data a&ftebly the infringement;

(h) the manner in which the infringement became knosvthe supervisory authority,
in particular whether, and if so to what exteng tontroller or processor notified
the infringement;

(i) in case measures referred to in paragraph 1b aflé@&3, have previously been
ordered against the controller or processor coecewith regard to the same
subject-matter, compliance with these measures;

() adherence to approved codes of conduct pursuahittice 38 or approved
certification mechanisms pursuant to Article 39;
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(m) any other aggravating or mitigating factor aqggdiile to the circumstances of the case.

2b. If a controller or processor intentionally omglgently violates several provisions of this
Regulation, the total amount of the fine may nated the amount specified for the

gravest violation.

N
=
~
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3(new). Each supervisory authority may impose astnative fines up to [XX] EUR, or in case
of an undertaking, up to [XX]% of the total worl@idannual turnover of the preceding

financial year, whichever is higher, for infringem of the following provisions:

(a) the obligations of the controller and the procegamsuant to Articles 22, 24, 25,
26, 28, 30, 31, 32, 33, 34, 38a, 39 and 39a;

(b) the transfers of personal data to a recipient thira country or an

international organisation pursuant to Articles4D-

3a(new). Each supervisory authority may impose agdimative fines up to [XX] EUR, or in case
of an undertaking, up to [XX]% of the total worlicannual turnover of the preceding

financial year, whichever is higher, for infringemi of the following provisions:

(a) the basic principles for processing, including abods for consent, pursuant
to Articles 6, 7 and 9;

(b) the data subjects’ rights pursuant to Articles 02-2

(c) does not comply with an order or a temporary omdeflimitation on processing or
the suspension of data flows by the supervisorfiaiy pursuant to Article 53 (1b)

or does not provide access in violation of Artis&(1).

3aa (new). Each supervisory authority may imposuairstrative fines up to [XX] EUR, or in
case of an undertaking, up to [XX]% of the totalridevide annual turnover of the
preceding financial year, whichever is higher, fon-compliance with an order by the
supervisory authority as referred to in Article H3(d)).
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3b.  Without prejudice to the corrective powers gbeswisory authorities pursuant to Article
53(1b), each Member State may lay down the rulew/loether and to what extent

administrative fines may be imposed on public arties and bodies established in

that Member State.

4. The exercise by the supervisory authority of itsves under this Article shall be subject
to appropriate procedural safeguards in conformitit Union law and Member State

law, including effective judicial remedy and du@pess.
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Where the legal system of the Member State doepmmide for administrative fines,
Article 79 may be applied in such a manner thatfitree is initiated by the competent
supervisory authority and imposed by competenbnaticourts, while ensuring that these
legal remedies are effective and have an equivaifett to the administrative fines
imposed by supervisory authorities. In any evem, fines imposed shall be effective,

proportionate and dissuasive.

These Member States shall notify to the Commistimse provisions of their laws by the
date specified in Article 91(2) at the latest awithout delay, any subsequent amendment

law or amendment affecting them.

(...)
(...)

Article 79b

Penalties

Member States shall lay down the rules on p@sadipplicable to infringements of this
Regulation in particular for infringements whiclearot subject to administrative
fines pursuant to Article 79, and shall take albswes necessary to ensure that

they are implemented. Such penalties shall be teffeqroportionate and dissuasive.

(...)




3. Each Member State shall notify to the Commissimse provisions of its law which it adopts
pursuant to paragraph 1, by the date specifiedrircld 91(2) at the latest and, without

delay, any subsequent amendment affecting them.
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CHAPTER IX
PROVISIONS RELATING TO SPECIFIC DATA
PROCESSING SITUATIONS

Article 80

Processing of personal data and freedom of expressand information

The national law of the Member State shall recenitie right to the protection of
personal data pursuant to this Regulation withridpet to freedecrreedom of
expression and information, including the processihpersonal data for journalistic
purposes and the purposes of academic, artisfitecary expression.

For the processing of personal data carried oujolmmalistic purposes or the purpose of
academic artistic or literary expression, Membeat&t shall provide for exemptions or
derogations from the provisions in Chapter Il (piptes), Chapter Il (rights of the data
subject), Chapter IV (controller and processor)ajitar V (transfer of personal data to
third countries or international organizations),a@ter VI (independent supervisory
authorities), and Chapter VII (co-operation andsistency) and Chapter IX (specific
data processing situations) if they are necessargdoncile the right to the protection of

personal data with the freedom of expression afwtrmation.




Article 80a

Processing of personal data and public access tiicz documents

Personal data in official documents held by a pullithority or a public body or a private body
for the performance of a task carried out in thblipunterest may be disclosed by the authority
or body in accordance with Union law or Member &tiatv to which the public authority or

body is subject in order to reconcile public acaessfficial documents with the right to the

protection of personal data pursuant to this Reigua
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Article 80aa

Processing of personal data and reuse of publicteeénformation

(...)

Article 80b

Processing of national identification number

Member States may further determine the specifiitions for the processing of a national
identification number or any other identifier ofngeal application. In this case the national
identification number or any other identifier ofngeal application shall be used only under
appropriate safeguards for the rights and freedointee data subject pursuant to this

Regulation.
Article 81
Processing of personal data for health - relatedrpases
(...)
Article 81a
Processing of genetic data
(...)
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Article 82

Processing in the employment context

1. Member States may, by law or by collective agred¢sgarovide for more specific rules to
ensure the protection of the rights and freedomespect of the processing of employees'
personal data in the employment context, in pddicior the purposes of the recruitment,
the performance of the contract of employmentuiticlg discharge of obligations laid
down by law or by collective agreements, managen@anning and organisation of work,
equality and diversity in the workplace, health sadety at work, protection of employer’s
or customer’s property and for the purposes ofetkercise and enjoyment, on an
individual or collective basis, of rights and betsefelated to employment, and for the

purpose of the termination of the employment retehip.
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2. These rules shall include suitable and specificsomess to safeguard the data subject’s
human dignity, legitimate interests and fundamengdits, with particular regard to the
transparency of processing, the transfer of dathirwa group of undertakings or group of
entreprises and monitoring systems at the workeplac

2a. Each Member State shall notify to the Commisgditose provisions of its law which it
adopts pursuant to paragraph 1, by the date smbaiii Article 91(2) at the latest and,
without delay, any subsequent amendment affectiegnt

3.  Member States may by law determine the conditioreuwhich personal data in
the employment context may be processed on the bashe consent of the
employee.
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Article 83

[Precessinferogationsapplying toprocessingof personal data for archiving purposes in the

public interest or for scientific, statisticalandor historical purposes

1. Persendllhere personal datamaybeare processed for scientifit¢iisterical-orstatisticalor
historical purposes, or for archiving purposes in the puhtierest,subject-to-appropriate

1. ib{(new)-Wherepersonabataare processedor-historicalresearch purposesstatistical

purposes,or for archlvmg purposes in the publlc mtef&QEappFepHatelhﬂse
safeguardsefe
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| 2. 2a{new)-Where personal data are processeds@entific, statistical or historical
purposes, or for archiving purposes in the publierest, Union or Member State law
may— e e b e e e L s b e ey e
provide for derogations frofArticles 15, 16,17a,17b, 18} insefar-assuchderogation
is-hecessaryor-thefulfilment-of- these purpesand 19 subject to the conditions and
safeguards referred in paragraph 1.

3. 3-{new)—tn-case-a-type Where processing referred to paragraph2-(rew)or2a
{rewparagraph 1 serves at the same time another purpose, the at@rogaliowedfor
referred to in paragraph 1 apply only to the processing for the purposesriredeto in

theseparagraphgaragraph 1]
| 2 &
| = &
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Article 84

Obligations of secrecy

1. Member States may adopt specific rules to set loaipbwers by the supervisory
authorities laid down in points (da) and (db) otidle 53(1) in relation to controllers or
processors that are subjects under Union or Mei8tate law or rules established by
national competent bodies to an obligation of m@sifenal secrecy or other equivalent
obligations of secrecy where this is necessarypaong@ortionate to reconcile the right of
the protection of personal data with the obligatidrsecrecy. These rules shall only apply
with regard to personal data which the controllepwcessor has received from or has

obtained in an activity covered by this obligatminsecrecy.
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2. Each Member State shall notify to the Commissianriiles adopted pursuant to paragraph
1, by the date specified in Article 91(2) at theedd and, without delay, any subsequent

amendment affecting them.

Article 85

Existing data protection rules of churches and rgious associations

1. Where in a Member State, churches and religiouscag®ns or communities apply, at
the time of entry into force of this Regulation, ngrehensive rules relating to the
protection of individuals with regard to the progieg of personal data, such rules may
continue to apply, provided that they are broughtlne with the provisions of this

Regulation.

2.  Churches and religious associations which applyprehensive rules in accordance
with paragraph 1, shall be subject to the contfdroindependent supervisory
authority which may be specific, provided thatilsilthe conditions laid down in

Chapter VI of this Regulation.
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CHAPTER X
DELEGATED ACTS AND IMPLEMENTING ACTS

Article 86

Exercise of the delegation

1. The power to adopt delegated acts is conferrecherCommission subject to the

conditions laid down in this Article.
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The delegation of power referred to in Artidea{A-and-Articlel2(4Q_and Article

39a(?) shall be conferred on the Commission for an iedrinate period of time from the

date of entry into force of this Regulation.

The delegation of power referred to in Artidea{AandArticle-12(4Q_and Article
39a(?) may be revoked at any time by the European Paeti& or by the Council. A

decision of revocation shall put an end to the gigien of power specified in that
decision. It shall take effect the day followingethublication of the decision in the Official
Journal of the European Union or at a later datxiBpd therein. It shall not affect the

validity of any delegated acts already in force.

As soon as it adopts a delegated act, the Commissiall notify it simultaneously to

the European Parliament and to the Council.

A delegated act adopted pursuant to Artiea(7randArticle-12(4Q_and Article 39a(?)

shall enter into force only if no objection has me&xpressed either by the European
Parliament or the Council within a period of two mttis of notification of that act to the
European Parliament and the Council or if, beftwe éxpiry of that period, the European
Parliament and the Council have both informed tben@ission that they will not object.
That period shall be extended by two months atiritiative of the European Parliament

or the Council.
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Article 87

Committee procedure

1. The Commission shall be assisted by a committeat Edmmittee shall be a

committee within the meaning of Regulation (EU) N&2/2011.

2. Where reference is made to this paragraph, Arfictd Regulation (EU) No 182/2011
shall apply.

3.  Where reference is made to this paragraph, Ar8atéd Regulation (EU) No 182/2011,

in conjunction with Article 5 thereof, shall apply.
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CHAPTER XI

FINAL

PROVISIONS

Article 88
Repeal of Directive 95/46/EC

1. Directive 95/46/EC is repealed on the date specifieArticle 91(2).

2. References to the repealed Directive shall be ooedtas references to this Regulation.
References to the Working Party on the Protectioimdividuals with regard to the
Processing of Personal Data established by Aréglef Directive 95/46/EC shall be
construed as references to the European Data Rooté&oard established by this

Regulation.
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Article 89
Relationship to and amendment of Directive 200258/

1. This Regulation shall not impose additional adiigns on natural or legal persons in relation
to the processing of personal data in connectidh thie provision of publicly available
electronic communications services in public comication networks in the Union in
relation to matters for which they are subject pec#ic obligations with the same

objective set out in Directive 2002/58/EC.

2. ()

Article 89a

Relationship to previously concluded Agreements

International agreements involving the transfepefsonal data to third countries or international
organisations which were concluded by Member Staties to the entry into force of this
Regulation, and which are in compliance with Dinext95/46/EC, shall remain in force until

amended, replaced or revoked.
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Article 90

Evaluation

1. The Commission shall submit reports on the evalunadind review of this Regulation to
the European Parliament and the Council at regoiarvals.

2. In the context of these evaluations the Commissiwaill examine, in particular,

the application and functioning of the provisioris o

(@) Chapter V on the transfer of personal data to tbadntries or international
organisations with particular regard to decisiodspded pursuant to article 41,
paragraph 3 and decisions adopted on the basistiofeA25, paragraph 6 of
Directive 95/46/EC;
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2a.

2b.

(b) Chapter VII on Co-operation and Consistency.

For the purpose referred to in paragraphs 1 ZAndhe Commission may request
information from Member States and supervisory auities, in particular as regards
Articles 80(1), 80a and 80b.

In carrying out the evaluations and reviewsrreféto in paragraphs 1 and 2, the Commission
shall take into account the positions and findingshe European Parliament, the Council

as well as other relevant bodies or sources.

The first report shall be submitted no later thaarfyears after the entry into force of
this Regulation. Subsequent reports shall be stdunévery four years thereafter. The

reports shall be made public.

The Commission shall, if necessary, submit appab@rproposals with a view to amending
this Regulation, in particular taking into accowftdevelopments in information

technology and in the lightof the state of progresthe information society.

14902/15 VHI/tt

ANNEX DGD 2C LIMITE

uys



Article 90a new

Review of other EU data protection instruments

The Commission shall, if appropriate, submit ledige proposals with a view to amending other
EU legal instruments on the protection of persala, in order to ensure uniform and
consistent protection of individuals with regardthe processing of personal data. This shall in
particular concern the rules relating to the prooecof individuals with regard to the processing
of personal data by Union institutions, bodiesicef and agencies and on the free movement of
such data.
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Article 91
Entry into force and application

1. This Regulation shall enter into force on the twethtday following that of its publication

in the Official Journal of the European Union.

2. It shall apply from [two years from the date reéelito in paragraph 1].
This Regulation shall be binding in its entiretydatirectly applicable in all Member States.

Done at Brussels,

For the European Parliament For the Council
The President The President
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